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<Start of first modified section>
C.29.2
Procedure for GAA XCAP authentication
Test procedure:

The generic test procedure for GAA XCAP authentication is referred to the bootstrapping procedure in TS 33.220 [120], clause 4.5.2.

Expected sequence:

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	HTTP Request
	

	2
	(
	HTTP Response: “401 Unauthorized”
	

	3
	(
	HTTP Request with valid authorization credentials
	

	4
	(
	HTTP Response: “200 OK”
	

	NOTE:
Any other UL messages (HTTP Request) appearing in the test sequence are ignored.


Specific Message Contents

HTTP Request (step 1)

	Header/param
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	RFC 2616 [69]

	
Method
	GET
	
	

	
Request-URI
	Request-URI
	
	

	
HTTP-Version
	HTTP/ DIGIT.DIGIT
	
	

	User-Agent
	
	
	

	
Product token
	3gpp-gba-tmpi
	
	

	Authorization
	
	
	RFC 2616 [69]

	
credentials
	Digest
	
	RFC 2617 [16]

	
username
	private user identity as stored in EFIMPI (when using ISIM) 
or

private user identity derived from IMSI (when no ISIM available on the UICC)
or

the value of the TMPI if one has been associated with the private user identity as described in 3GPP 33.220
	
	

	
nonce
	“” [Note 2]
	
	

	
digest-uri
	absoluteURL http://<BSF address>/
or

abs_path "/"
	
	

	
response
	“” [Note 2]
	
	

	NOTE 1: Any other headers are ignored.
NOTE 2: Shall be an empty value. 


TTP Response (step 2)

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 2616 [69]

	
Version
	HTTP/1.1
	
	

	
Code
	401
	
	

	
Reason
	 Unauthorized
	
	

	WWW-Authenticate
	
	
	RFC 2616 [69]

	
challenge
	Digest
	
	RFC 2617 [16]

	
realm
	 bsf.home1.net
	
	

	
algorithm
	 AKAv1-MD5
	
	

	
qop-value
	 auth-int
	
	

	
nonce
	 base64(RAND + AUTN + server specific data)
	
	

	
opaque
	5ccc069c403ebaf9f0171e9517f30e41
	
	


HTTP Request (step 3)

	Header/param
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	RFC 2616 [69]

	
Method
	GET
	
	

	
Request-URI
	Request-URI
	
	

	
Version
	 HTTP/ DIGIT.DIGIT
	
	

	Authorization
	
	
	RFC 2616 [69]

	
credentials
	Digest
	
	RFC 2617 [16]

	
username
	 private user identity as stored in EFIMPI (when using ISIM) 
or

private user identity derived from IMSI (when no ISIM available on the UICC)
or

the value of the TMPI if one has been associated with the private user identity as described in 3GPP 33.220
	
	

	
realm
	 same value as received in the realm directive in the WWW Authenticate header sent by SS
	
	

	
nonce
	 same value as in WWW-Authenticate header sent by SS
	
	

	
opaque
	5ccc069c403ebaf9f0171e9517f30e41
	
	

	
digest-uri
	 absoluteURL http://<BSF address>/
or

abs_path "/"
	
	

	
	
	
	

	
cnonce-value
	 value assigned by UE affecting the response calculation
	
	

	
nonce-count
	1
	
	

	
response
	 response calculated by UE
	
	

	
algorithm
	 AKAv1-MD5
	
	

	NOTE:
Any other headers are ignored.



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


HTTP Response (step 4)

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 2616 [69]

	
Version
	HTTP/1.1
	
	

	
Code
	200
	
	

	
Reason
	OK
	
	

	Server
	
	
	

	
Product token
	3gpp-gba-tmpi
	
	

	Authentication-Info
	
	
	RFC 2616 [69]

	
message-qop
	qop=auth-int
	
	RFC 2617 [16]

	
rspauth
	same value as cnonce
	
	

	
cnonce
	same value as received in step3
	
	

	
nc
	1
	
	

	
opague
	5ccc069c403ebaf9f0171e9517f30e41
	
	

	
nextnonce
	base64(RAND + AUTN + server specific data)
	
	


<End of modified section>
