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	Reason for change:
	Acc. to TS 24.301 clause 4.4.5:
“… . The UE shall start the ciphering and deciphering of NAS messages when the secure exchange of NAS messages has been established for a NAS signalling connection. From this time onward, unless explicitly defined, the UE shall send all NAS messages ciphered until the NAS signalling connection is released, or the UE performs intersystem handover to A/Gb mode or Iu mode.

The MME shall start ciphering and deciphering of NAS messages as described in subclause 4.4.2.3. From this time onward, except for the SECURITY MODE COMMAND message, the MME shall send all NAS messages ciphered until the NAS signalling connection is released, or the UE performs intersystem handover to A/Gb mode or Iu mode.

Once the encryption of NAS messages has been started between the MME and the UE, the receiver shall discard the unciphered NAS messages which shall have been ciphered according to the rules described in this specification. …”

As network operation with ciphering is configured, the TAU Reject message in step 3 should also be sent ciphered and integrity protected.


	
	

	Summary of change:
	TAU Reject message in step 3 modified to be sent ciphered + integrity protected.
 

	
	

	Consequences if not approved:
	TC implementation may FAIL a conformant UE.
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	Other comments:
	TTCN impact

Note:

In the following test cases TAU Reject is sent either without security protection or with only integrity protection after the secure exchange of NAS messages has been established.
     -  9.2.3.1.10, 11, 12, 13, 14, 15, 15a, 16, 17, 18, 18a, 19, 20, 26;

     -  9.2.3.2.5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16
  These test cases must be reviewed if the present document is accepted.
Consideration shall be given to TS 24.301 cl. 5.5.3.2.5 4th para which implies that  the UE shall be capable of handling TAU Reject is sent either without security protection or with only integrity protection:
“Upon receiving the TRACKING AREA UPDATE REJECT message, if the message is integrity protected or contains a reject cause other than EMM cause value #25, the UE shall stop timer T3430 and stop any transmission of user data.”




<START OF MODIFIED SECTION>
9.2.3.1.20a
Normal tracking area update / Rejected / Congestion

9.2.3.1.20a.1
Test Purpose (TP)

(1)

with { UE has sent a TRACKING AREA UPDATE REQUEST message}

ensure that {

  when { UE receives an integrity protected TRACKING AREA UPDATE REJECT message with the reject cause set to ''Congestion'' and the T3346 value IE present }

    then { The UE shall abort the tracking area updating procedure, reset the tracking area updating attempt counter and set the EPS update status to EU2 NOT UPDATED. The UE shall also start timer T3346 with the value provided in the T3346 IE as received in the TRACKING AREA UPDATE REJECT message, UE initiates the tracking area updating procedure when timer T3346 expires}

9.2.3.1.20a.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: 3GPP TS 24.301 clauses 5.5.3.2.5.

 [TS24.301 clause 5.5.3.2.5]

If the tracking area updating cannot be accepted by the network, the MME sends a TRACKING AREA UPDATE REJECT message to the UE including an appropriate EMM cause value.

If the tracking area update request is rejected due to general NAS level mobility management congestion control, the network shall set the EMM cause value to #22 "congestion" and assign a back-off timer T3346.

Upon receiving the TRACKING AREA UPDATE REJECT message, the UE shall stop timer T3430, stop any transmission of user data, and take the following actions depending on the EMM cause value received.

…

#22
(Congestion);


If the T3346 value IE is present in the TRACKING AREA UPDATE REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below, otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.5.3.2.6.


The UE shall abort the tracking area updating procedure, reset the tracking area updating attempt counter and set the EPS update status to EU2 NOT UPDATED. If the rejected request was not for initiating a PDN connection for emergency bearer services, the UE shall change to state EMM-REGISTERED.ATTEMPTING-TO-UPDATE.


The UE shall stop timer T3346 if it is running.


If the TRACKING AREA UPDATE REJECT message is integrity protected, the UE shall start timer with the value provided in the T3346 value IE.


If the TRACKING AREA UPDATE REJECT message is not integrity protected, the UE shall start timer T3346 with a random value from the default range specified in 3GPP TS 24.008 [13].


The UE stays in the current serving cell and applies the normal cell reselection process. The tracking area updating procedure is started, if still necessary, when timer T3346 expires or is stopped.


If A/Gb mode or Iu mode is supported by the UE, the UE shall handle the GMM parameters GMM state, GPRS update status and routing area updating attempt counter as specified in 3GPP TS 24.008 [13] for the case when the normal routing area updating procedure is rejected with the GMM cause with the same value.

9.2.3.1.20a.3
Test description

9.2.3.1.20a.3.1
Pre-test conditions

System Simulator:

-
cell A (belongs to TAI-1, home PLMN) is set to ''Serving cell'';

-
cell B (belongs to TAI-2, home PLMN) is set to ''Non-suitable cell''; 

-
System information combination 3 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells.

UE:

- 
none

Preamble:

-
the UE is in state Registered, Idle Mode (state 2) on cell A according to TS 36.508 [18].

9.2.3.1.20a.3.2
Test procedure sequence

Table 9.2.3.1.20a.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Set the cell type of cell A to the ''Non-Suitable cell''. 

Set the cell type of cell B to the ''Serving cell''.
	-
	-
	-
	-

	2
	The UE transmits a TRACKING AREA UPDATE REQUEST on Cell B.
	-->
	TRACKING AREA UPDATE REQUEST
	-
	-

	3
	The SS transmits a TRACKING AREA UPDATE REJECT message with EMM cause = '' Congestion '' and T3346 IE set to 5 minutes. The UE starts timer T3346 with the value provided in the T3346 value IE. The message is sent integrity protected and ciphered. 
	<--
	TRACKING AREA UPDATE REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	-
	The following messages are sent and shall be received on Cell B.
	-
	-
	-
	-

	5
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message before timer T3346 has expired?
	-
	-
	1
	F

	6
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message after timer T3346 has expired?
	-->
	TRACKING AREA UPDATE REQUEST
	1
	P

	7
	The SS transmits a TRACKING AREA UPDATE ACCEPT message.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	8
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2_T3440) according to TS 36.508.
	-
	-
	-
	-


9.2.3.1.20a.3.3
Specific message contents

Table 9.2.3.1.20a.3.3-1: Message TRACKING AREA UPDATE REJECT (step 3, Table 9.2.3.1.20a.3.2-1)

	Derivation path: 36.508 table 4.7.2-26

	Information Element
	Value/Remark
	Comment
	Condition

	EMM cause
	'00010110'B
	#22 ''Congestion''
	

	T3346 value
	00100101'B
	5 min
	


NOTE:
This message is sent within SECURITY PROTECTED NAS MESSAGE message.
9.2.3.1.21
Void
<END OF MODIFIED SECTION>
