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	Reason for change:
	In step 3 the SS transmits an integrity protected SERVICE REJECT message with the EMM cause = " Not authorized for this CSG " upon a SERVICE REQUEST message received.

According to TS 24.301 cl. 4.4.4.2 this message with cause #25 is not processed by the UE as no secure exchange of NAS messages has been established.
Consequently, the event to trigger TP1 will not happen and the precondition for subsequent test steps is not fulfilled.  


	
	

	Summary of change:
	In order to make the UE process the SERVICE REQUEST message with cause #25 a secure exchange of NAS messages has to be established. According to TS 24.301 cl. 4.4.2.3, with the UE having valid current EPS security context after the preamble, secure exchange of NAS messages can be re-established, 

·   either by replying with a NAS message that is integrity protected and ciphered using the current EPS security context, 

·   or by initiating a security mode control procedure.
As the first possibility is ruled out due to the specific handling of the SERVICE REQUEST message with cause #25, the second possibility needs to be implemented.

Steps 2A and 2B were added to establish a secure exchange of NAS messages usable to transmit a valid SERVICE REJECT message with the EMM cause = " Not authorized for this CSG ".
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<START OF MODIFIED SECTION>
9.3.1.18
Service Request / Rejected / Not authorized for this CSG

9.3.1.18.1
Test Purpose (TP)

(1)

with { UE having sent a SERVICE REQUEST message }

ensure that {

  when { UE receives a SERVICE REJECT message with the EMM cause value = 25 (Not authorized for this CSG) and this SERVICE REJECT message is not without integrity protection }

    then { UE sets the EPS update status to EU3 ROAMING NOT ALLOWED, removes the CSG ID of the cell that sent SERVICE REJECT message from the Allowed CSG list, searches for a suitable cell in the same PLMN }

            }

(2)

with { UE in state EMM-REGISTERED and EMM-IDLE mode and the CSG ID is removed from the Allowed CSG list }

ensure that {
  when { UE detects entering new tracking areas not included in the TAI list }

    then { UE attempts to enter a normal cell and does not select a cell which is not included in the allowed CSG list }

        }
9.3.1.18.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.6.1.5.

[TS 24.301, clause 5.6.1.5]

On receipt of the SERVICE REJECT message, the UE shall stop timer T3417 and take the following actions depending on the received EMM cause value.

…

#25
(Not authorized for this CSG);

Cause #25 is only applicable when received from a CSG cell. Cause #25 received from a non-CSG cell is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.6.1.6.


If the SERVICE REJECT message with cause #25 was received without integrity protection, then the UE shall discard the message.


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall enter the state EMM-REGISTERED.LIMITED-SERVICE.


The UE shall remove the CSG ID of the cell where the UE has initiated the service request procedure from the Allowed CSG list.


The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].

9.3.1.18.3
Test description

9.3.1.18.3.1
Pre-test conditions

System Simulator:
-
cell A(TAC1, frequency 1,  is a CSG cell);

-
cell B(TAC2, frequency 1,  not a CSG cell);

-
cell A is "Serving cell" and cell B " Non-suitable cell".

-
System information combination 3 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cell B.

-
System information combination 7 as defined in TS 36.508[18] clause 4.4.3.1 is used in cell A;

UE:

-
the UE is previously registered on cell A using either manual CSG selection or a USIM with field EFACSGL preconfigured  (so the allowed CSG list includes CSG ID of cell A).

Preamble:

-
The UE is in state Registered, Idle mode (state 2) on cell A according to [18].

9.3.1.18.3.2
Test procedure sequence

Table 9.3.1.18.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS pages the UE using S-TMSI with CN domain indicator set to "PS".
	-
	-
	-
	-

	-
	The following messages are sent and shall be received on Cell A.
	-
	-
	-
	-

	2
	The UE transmits a SERVICE REQUEST message.
	-->
	SERVICE REQUEST
	-
	-

	2A
	SS transmits a NAS SECURITY MODE COMMAND message including the KSIASME of the new EPS security context (as provided in step 3)
	<--
	SECURITY MODE COMMAND
	-
	-

	2B
	The UE responds with NAS SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context identified by the KSIASME received in the SECURITY MODE COMMAND message in step 2A
	-->
	SECURITY MODE COMPLETE
	-
	-

	3
	The SS transmits a SERVICE REJECT message with the EMM cause = " Not authorized for this CSG " as specified.
	<--
	SERVICE REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	5
	The SS configures:

- Cell A as a "Serving cell".
- Cell B as a "Suitable Neighbour intra-frequency cell“.
	-
	-
	-
	-

	6
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message on cell B?
	-->
	TRACKING AREA UPDATE REQUEST
	1
	P

	7
	The SS transmits a TRACKING AREA UPDATE ACCEPT message.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	8
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	8A
	The SS releases the RRC connection.
	-
	-
	-
	-

	9
	The SS configures:

- Cell A as a " Serving cell".
- Cell B as a " Not Suitable cell".
	-
	-
	-
	-

	10
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message on cell A in the next 30 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	F


9.3.1.18.3.3
Specific message contents

Table 9.3.1.18.3.3-1: SERVICE REJECT (step 3, Table 9.3.1.18.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-22

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'00011001'B
	#25 "Not authorized for this CSG"
	


Table 9.3.1.18.3.3-2: SystemInformationBlockType1 for Cell A, B(Pre-test conditions and all steps in Table 9.3.1.18.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.2

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    csg-Indication
	TRUE
	
	Cell A

	
	FALSE
	
	Cell B

	    csg-Identity
	Not present
	
	Cell B

	
	'000 0000 0000 0000 0000 0000 0010'B
	
	Cell A


9.3.2
Paging procedure
<END OF MODIFIED SECTION>
