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<Start of first modified section>
8.2.1.6
RRC connection reconfiguration / Radio bearer establishment for transition from RRC_Idle to RRC CONNECTED / Success / Latency check / SecurityModeCommand and RRCConnectionReconfiguration transmitted in the same TTI
8.2.1.6.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {
  when { UE received SecurityModeCommand message and RRCConnectionReconfiguration message including a drb-Identity that is not part of the current UE configuration and a nas-DedicatedInformation in the same TTI and 20 subframes later receives an UL grant }

then { UE successfully establish the initial AS security activation according to IE securityConfigSMC and the radio bearer according to IE radioResourceConfiguration }

            }

8.2.1.6.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 36.331, clause  5.3.4.3, 5.3.5.3 and 11.2. 

[TS 36.331, clause 5.3.4.3]

The UE shall:

1>
derive the KeNB key, as specified in TS 33.401 [32];

1> derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
if the SecurityModeCommand message passes the integrity protection check:

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];
2>
configure lower layers to apply integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm, the KRRCenc key and the KUPenc key after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;
[TS 36.331, clause 5.3.5.3]

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure:

…

1>
else:

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

NOTE 2:
If the RRCConnectionReconfiguration message includes the establishment of radio bearers other than SRB1, the UE may start using these radio bearers immediately, i.e. there is no need to wait for an outstanding acknowledgment of the SecurityModeComplete message.

1>
if the RRCConnectionReconfiguration message includes the dedicatedInfoNASList:

2>
forward each element of the dedicatedInfoNASList to upper layers;

…

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration, upon which the procedure ends;

[TS 36.331, clause 11.2]

The UE performance requirements for RRC procedures are specified in the following table, by means of a value N:

N = the number of 1ms subframes from the end of reception of the E-UTRAN -> UE message on the UE physical layer up to when the UE shall be ready for the reception of uplink grant for the UE -> E-UTRAN response message with no access delay other than the TTI-alignment (e.g. excluding delays caused by scheduling, the random access procedure or physical layer synchronisation).
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Figure 11.2-1: Illustration of RRC procedure delay

	Procedure title:
	E-UTRAN -> UE
	UE -> E-UTRAN
	N
	Notes

	RRC Connection Control Procedures

	Initial security activation + RRC connection re-configuration (RB establishment)
	SecurityModeCommand, RRCConnectionReconfiguration
	RRCConnectionReconfigurationComplete
	20
	The two DL messages are transmitted in the same TTI


8.2.1.6.3
Test description
8.2.1.6.3.1
Pre-test conditions
System Simulator:

-
Cell 1 
UE:

 USIM set to Type A in 34.108 [5] subclause 8.3.2.15 is inserted.
Preamble:

-
The UE is in state Registered, Idle mode (state 2) according to [18].

8.2.1.6.3.2
Test procedure sequence
Table 8.2.1.6.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS sends a Paging message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordList.
	<--
	Paging
	-
	-

	2
	The UE transmits an RRCConnectionRequest message.
	-->
	RRCConnectionRequest
	-
	-

	3
	The SS transmit an RRCConnectionSetup message.
	<--
	RRCConnectionSetup
	-
	-

	4
	The UE transmit an RRCConnectionSetupComplete message.
	-->
	RRCConnectionSetupComplete
	-
	-

	5
	The SS transmits a SecurityModeCommand message to activate AS security. (Note 3)
	<--
	SecurityModeCommand
	-
	-

	6
	The SS transmits a RRCConnectionReconfiguration message to establish a data radio bearer. (Note 3)
	<--
	RRCConnectionReconfiguration
	-
	-

	7
	Check: Does the UE transmit an SecurityModeComplete message within 24 (FDD)/27 (TDD) subframes after successful completion of step 5? (Note 2)
	-->
	SecurityModeComplete
	1
	P

	8
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message within 24 (FDD)/27 (TDD) subframes after successful completion of step 6? (Note 2)
	-->
	RRCConnectionReconfigurationComplete
	1
	P

	Note 1:
The SS is configured for RRC procedure delay testing according to TS 36.523-3 clause 7.12.1.

Note 2:
4 (FDD) / 7 (TDD) subframes is added on top of RRC processing delay requirement, because of transmission delay after UL grant. For TDD, consider the max 7 TTI transmission delay after UL grant.
Note 3:
The DL resource allocation sent on PDCCH is big enough to guarantee transmission of all DL RRC PDU in single TTI.


8.2.1.6.3.3
Specific message contents

Table 8.2.1.6.3.3-1: RRCConnectionRequest (step 2, Table 8.2.1.6.3.2-1)

	Derivation Path: 36.508, Table 4.6.1-16

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r8 SEQUENCE {
	
	
	

	      establishmentCause
	mt-Access
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 8.2.1.6.3.3-2: RRCConnectionSetup (step 3, Table 8.2.1.6.3.2-1)
	Derivation Path: 36.508, Table 4.6.1-17

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionSetup ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionSetup-r8 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated SEQUENCE {
	
	
	

	         mac-MainConfig CHOICE {
	
	
	

	           timeAlignmentTimerDedicated
	Infinity
	
	

	             }
	
	
	

	         }
	
	
	

	       }
	
	
	

	     }
	
	
	

	   }
	
	
	

	 }
	
	
	


Table 8.2.1.6.3.3-3: RRCConnectionReconfiguration (step 6, Table 8.2.1.6.3.2-1)

	Derivation Path: 36.508 table 4.6.1-8, condition SRB2-DRB(1, 0)

	Information Element
	Value/Remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        RadioResourceConfigDedicated SEQUENCE {
	
	
	

	          mac-MainConfig CHOICE {
	
	
	

	            timeAlignmentTimerDedicated
	Infinity
	
	

	              }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
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