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<Start of modified section>
14
ETWS
14.1

ETWS reception in RRC_IDLE state / Duplicate detection
14.1.1

Test Purpose (TP)
(1)

with { UE in RRC_IDLE state and follow the reception of Paging message with etws-Indication }

ensure that {

when { UE start to acquire ETWS message from SIB10 and SIB11 }

  then { UE successfully received the ETWS message and activated the “User Alerting” popup display }

           }
14.1.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 23.401, clause 5.12.2; TS 36.331, clauses 5.2.2.4, 5.2.2.17, 5.2.2.18, 5.3.2.3.

[TS 23.401, clause 5.12.2]

The Warning message to be broadcast is delivered via MMEs to multiple eNodeBs. The eNodeB(s) are responsible for scheduling the broadcast of the new message and the repetitions in each cell.

The overall warning message delivery procedure is presented in figure 5.12.2.1-1:
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Figure 5.12.2.1-1: Warning message delivery procedure

…

7a.
If the UE has been configured to receive primary notification "without security", and the UE has authenticated the core network of the eNodeB it is camped on, then the UE can use "warning type" values, 'earthquake', 'tsunami' or 'earthquake and tsunami', immediately to alert the user. When "warning type" is 'test', the UE silently discards the primary notification, but the UE specially designed for testing purposes may proceed with the following procedures.


The UE activates reception of the broadcast messages containing the "warning message".


If the "digital signature" and "timestamp" are present and security checks fail, then the UE notifies the user of this fact and stops the user alerting.


If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.


In other cases the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


UE shall detect duplicate primary notifications and secondary notifications, including when UE changes the cell.

7b.
If the UE has not been configured to receive primary notification "without security" on that PLMN, or the UE has not authenticated the network, the UE activates reception of the broadcast messages containing the "warning message". When "warning type" is 'test', the UE silently discards the primary notification, but the UE specially designed for testing purposes may proceed with the following procedures.


Unless both the "digital signature" and "timestamp" are present and the security checks pass, the UE shall ignore the message, return to normal idle mode, and ignore primary notifications for the next X seconds.

NOTE 7:
Repetition period X is subject to regulatory requirements, but, in the absence of these requirements being included in the 3GPP specifications, the UE manufacturer may assume a value of 60 seconds.


If both the "digital signature" and "timestamp" are present and security checks pass, then the UE alerts the user; and indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.


The network shall use UTC time when constructing the "timestamp". The "timestamp" security check shall only pass if the "digital signature" check passes and the "timestamp" in the message is within 10 minutes of the UE's internal Emergency Warning System clock. The UE shall save all warning messages received within the previous 10 minutes up to a maximum number of N messages, and reject incoming messages that contain the same "timestamp" as a currently saved message.

NOTE 8:
The value N is subject to regulatory requirements, but, in the absence of these requirements being included in the 3GPP specifications, the UE manufacturer can assume a value of 20. A value of 20 would mean that up to 20 genuine warning messages can be sent to the same UE within a period of 10 minutes. If more than 20 genuine warning messages are sent within a period of 10 minutes, then it cannot be guaranteed that a UE would reject a maliciously replayed warning message.

[TS 36.331, clause 5.2.2.4]

The UE shall:

…

1>
if the UE is ETWS capable:

2>
upon entering a cell during RRC_IDLE, following successful handover or upon connection re-establishment:
3>

discard any previously buffered warningMessageSegment;

3>
clear, if any, the current values of messageIdentifier and serialNumber for SystemInformationBlockType11;
2>
when the UE acquires SystemInformationBlockType1 following ETWS indication, upon entering a cell during RRC_IDLE, following successful handover or upon connection re-establishment:
3>
if schedulingInfoList indicates that SystemInformationBlockType10 is present:

4>
start acquiring SystemInformationBlockType10 immediately;

3>
if schedulingInfoList indicates that SystemInformationBlockType11 is present:

4>
start acquiring SystemInformationBlockType11 immediately;

NOTE 2:
UEs shall start acquiring SystemInformationBlockType10 and SystemInformationBlockType11 as described above even when systemInfoValueTag in SystemInformationBlockType1 has not changed.
[TS 36.331, clause 5.2.2.17]

Upon receiving SystemInformationBlockType10, the UE shall:

1>
forward the received warningType, warningSecurityInfo (if present), messageIdentifier and serialNumber to upper layers;

[TS 36.331, clause 5.2.2.18]

Upon receiving SystemInformationBlockType11, the UE shall:

1>
if there is no current value for messageIdentifier and serialNumber for SystemInformationBlockType11; or
1>
if either the received value of messageIdentifier or of serialNumber or of both are different from the current values of messageIdentifier and serialNumber for SystemInformationBlockType11:
2>
use the received values of messageIdentifier and serialNumber for SystemInformationBlockType11 as the current values of  messageIdentifier and serialNumber for SystemInformationBlockType11;

2>
discard any previously buffered warningMessageSegment;
2>
if all segments of a warning message have been received:

3>
assemble the warningMessage from the received warningMessageSegment;

3>
forward the received warningMessage, messageIdentifier, serialNumber and dataCodingScheme to upper layers;

3>
stop reception of SystemInformationBlockType11;

3>
discard the current values of messageIdentifier and serialNumber for SystemInformationBlockType11;

2>
else:

3>
store the received warningMessageSegment;

3>
continue reception of SystemInformationBlockType11;

1>
else if all segments of a warning message have been received:
2>
assemble the warningMessage from the received warningMessageSegment;

2>
forward the received complete warningMessage, messageIdentifier, serialNumber and dataCodingScheme to upper layers;

2>
stop reception of SystemInformationBlockType11;

2>
discard the current values of messageIdentifier and serialNumber for SystemInformationBlockType11;

1>
else:

2>
store the received warningMessageSegment;

2>
continue reception of SystemInformationBlockType11;
[TS 36.331, clause 5.3.2.3]

Upon receiving the Paging message, the UE shall:

…
1>
if the etws-Indication is included and the UE is ETWS capable:

2>
re-acquire SystemInformationBlockType1 immediately, i.e., without waiting until the next system information modification period boundary;

2>
if the schedulingInfoList indicates that SystemInformationBlockType10 is present:

3>
acquire SystemInformationBlockType10;

2> if the schedulingInfoList indicates that SystemInformationBlockType11 is present:

3>
acquire SystemInformationBlockType11;

14.1.3
Test description
14.1.3.1
Pre-test conditions
System Simulator:

· Cell 1
UE:

None.

Preamble:

-
The UE is in state Registered, Idle mode (state 2) according to [18].
14.1.3.2
Test procedure sequence
Table 14.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	-
	-

	1
	The SS include an ETWS message with new messageIdentifier and serialNumber in SystemInformationBlockType10 and SystemInformationBlockType11 and transmit a Paging message including etws-Indication on Cell 1 (NOTE1). 
	<--
	Paging
	-
	-

	2
	Check: Does the UE indicate the contents of the "warning message" to the user?
	-
	-
	1
	P

	3
	The SS wait for 10s.
	-
	-
	-
	-

	4
	The SS include an ETWS message with same messageIdentifier and serialNumber in SystemInformationBlockType10 and SystemInformationBlockType11 and transmit a Paging message including etws-Indication on Cell 1 (NOTE1).
	<--
	Paging
	-
	-

	5
	Check: Does the UE indicate the contents of the "warning message" to the user?
	-
	-
	1
	F

	NOTE1: SystemInformationBlockType11 contain 3 segments.


14.1.3.3
Specific message contents
Table 14.1.3.3-1: SystemInformationBlockType1 for Cell 1 (all steps, Table 14.1.3.2-1)

	Derivation Path: 36.508 table 4.4.3.2-3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  schedulingInformation ::= SEQUENCE (SIZE (1..maxSI-Message)) OF SEQUENCE {}
	Combination 8 in TS 36.508 section 4.4.3.1
	SIB2, SIB3, SIB10 and SIB11 are transmitted
	

	}
	
	
	


Table 14.1.3.3-2: SystemInformationBlockType10 for Cell 1 (all steps, Table 14.1.3.2-1 )

	Derivation Path: 36.508 clause 4.4.3.3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType10 ::= SEQUENCE {
	
	
	

	  messageIdentifier
	'0001 0001 0000 0010'B
	ETWS message identifier for earthquake and tsunami message [see TS 23.041]
	

	serialNumber

- Geographical Scope (2 bit)

- Message Code (10 bit)

  - Emergency User Alert (1 bit)

  - Popup (1 bit)

- Update Number (4 bit)
	'0011 0000 0000 0000'B
Octet 1 bit 7 ~ 6

Octet 1 bit 5 ~ Octet 2 bit 4

Octet 1 bit 5

Octet 1 bit 4

Octet 2 bit 3 ~ 0


	Cell wide;

'11 0000 0000'B
Activate emergency user alert;

Activate popup;

For each update, incremented by one. 

[see TS 23.041]
	

	warningType

- Warning Type Value (7 bit)

- Emergency User Alert (1 bit)

- Popup (1 bit)

- Padding (7 bit)
	'0000 0101 1000 0000'B
Octet 1 bit 7 ~ 1

Octet 1 bit 0

Octet 2 bit 7


	Earthquake and Tsunami;

Activate emergency user alert;

Activate Popup.

[see TS 23.041]
	

	  warningSecurityInfo
	Not present
	
	

	}
	
	
	


Table 14.1.3.3-3: SystemInformationBlockType11 (1st Segment) for Cell 1 (all steps, Table 14.1.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType11 ::= SEQUENCE {
	
	
	

	  messageIdentifier
	'0001 0001 0000 0010'B
	ETWS message identifier for earthquake and tsunami message [see TS 23.041]
	

	serialNumber

- Geographical Scope (2 bit)

- Message Code (10 bit)

  - Emergency User Alert (1 bit)

  - Popup (1 bit)

  - Update Number (4 bit)
	'0011 0000 0000 0000'B
Octet 1 bit 7 ~ 6

Octet 1 bit 5 ~ Octet 2 bit 4

Octet 1 bit 5

Octet 1 bit 4

Octet 2 bit 3 ~ 0


	Cell wide;

'11 0000 0000'B
Activate emergency user alert;

Activate popup;

For each update, incremented by one. 

[see TS 23.041]
	

	  warningMessageSegmentType
	notLastSegment
	
	

	  warningMessageSegmentNumber
	0
	
	

	  warningMessageSegment
	Octetstring of N 
	where N ≥ 1 and less than 1246.
[see TS 23.041]
	

	  dataCodingScheme
	Bitstring (8) ID of the alphabet/coding and the applied language [see TS 23.041]


	
	

	}
	
	
	


Table 14.1.3.3-4: SystemInformationBlockType11 (2nd Segment) for Cell 1 (all steps, Table 14.1.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType11 ::= SEQUENCE {
	
	
	

	  messageIdentifier
	'0001 0001 0000 0010'B
	ETWS message identifier for earthquake and tsunami message [see TS 23.041]
	

	serialNumber

- Geographical Scope (2 bit)

- Message Code (10 bit)

  - Emergency User Alert (1 bit)

  - Popup (1 bit)

  - Update Number (4 bit)
	'0011 0000 0000 0000'B
Octet 1 bit 7 ~ 6

Octet 1 bit 5 ~ Octet 2 bit 4

Octet 1 bit 5

Octet 1 bit 4

Octet 2 bit 3 ~ 0


	Cell wide;

'11 0000 0000'B
Activate emergency user alert;

Activate popup;

For each update, incremented by one. 

[see TS 23.041]
	

	  warningMessageSegmentType
	notLastSegment
	
	

	  warningMessageSegmentNumber
	1
	
	

	  warningMessageSegment
	Octetstring of N 
	where N ≥ 1 and less than 1246.
[see TS 23.041]
	

	  dataCodingScheme
	Not present
	
	

	}
	
	
	


Table 14.1.3.3-5: SystemInformationBlockType11 (3rd Segment) for Cell 1 (all steps, Table 14.1.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType11 ::= SEQUENCE {
	
	
	

	  messageIdentifier
	'0001 0001 0000 0010'B
	ETWS message identifier for earthquake and tsunami message [see TS 23.041]
	

	serialNumber

- Geographical Scope (2 bit)

- Message Code (10 bit)

  - Emergency User Alert (1 bit)

  - Popup (1 bit)

  - Update Number (4 bit)
	'0011 0000 0000 0000'B
Octet 1 bit 7 ~ 6

Octet 1 bit 5 ~ Octet 2 bit 4

Octet 1 bit 5

Octet 1 bit 4

Octet 2 bit 3 ~ 0


	Cell wide;

'11 0000 0000'B
Activate emergency user alert;

Activate popup;

For each update, incremented by one. 

[see TS 23.041]
	

	  warningMessageSegmentType
	lastSegment
	
	

	  warningMessageSegmentNumber
	2
	
	

	  warningMessageSegment
	Octetstring of N 
	where N ≥ 1 and less than 1246.
[see TS 23.041]
	

	  dataCodingScheme
	Not present
	
	

	}
	
	
	


Table 14.1.3.3-6: Paging (step 1 and step 4, Table 14.1.3.2-1)
	Derivation Path: 36.508 Table 4.6.1-7

	Information Element
	Value/remark
	Comment
	Condition

	Paging ::= SEQUENCE {
	
	
	

	  pagingRecordList 
	Not present
	
	

	  systemInfoModification 
	Not present
	
	

	  etws-Indication
	true
	
	

	  nonCriticalExtension SEQUENCE {}
	Not present
	
	

	}
	
	
	


<End of modified section>
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