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1
Introduction

Currently test coverage for verifying UE integrity protection and ciphering is not extensive and there is also some overlap between the existing test cases.  

The purpose of this document is to propose test coverage for missing test scenarios and removal of overlapping test scenarios.
2
Discussion

2.1
Core requirement analysis
2.1.1
TS 36.323

5.6
Ciphering and Deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
5.7
Integrity Protection and Verification

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering.

The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the integrity protection method shall be applied as specified in [6].

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (KRRCint).
At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.
5.1.2.2
Procedures for SRBs

For SRBs, at reception of a PDCP Data PDU from lower layers, the UE shall:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN + 1 and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
else:
-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
if integrity verification is applicable and the integrity verification is passed successfully; or

-
if integrity verification is not applicable:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;
-
deliver the resulting PDCP SDU to upper layer;

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.
2.1.2
TS 36.331

5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
derive the KeNB key, as specified in TS 33.401 [32];

1> derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
if the SecurityModeCommand message passes the integrity protection check:

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];
2>
configure lower layers to apply integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm, the KRRCenc key and the KUPenc key after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends;

5.3.7.2
Initiation

The UE shall only initiate the procedure when AS security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon integrity check failure indication from lower layers; or

2.2
Test case analysis

2.2.1
Current test cases in the work plan

	7.3.3 PDCP ciphering
	
	
	

	
	36.523-1
	7.3.3.1
	Rel-8
	Ciphering and deciphering / Correct functionality of EPS AS encryption algorithms / SNOW3G
	To verify the ciphering function includes both ciphering and deciphering is performed in PDCP correctly.
	See TS 36.323 v8.4.0 clause 5.6

	
	36.523-1
	7.3.3.2
	Rel-8
	Ciphering and deciphering / Correct functionality of EPS UP encryption algorithms / SNOW3G
	To verify the ciphering function includes both ciphering and deciphering is performed in PDCP correctly.
	See TS 36.323 v8.4.0 clause 5.6

	
	36.523-1
	7.3.3.3
	Rel-8
	Ciphering and deciphering / Correct functionality of EPS AS encryption algorithms / AES
	To verify the ciphering function includes both ciphering and deciphering is performed in PDCP correctly.
	See TS 36.323 v8.4.0 clause 5.6

	
	36.523-1
	7.3.3.4
	Rel-8
	Ciphering and deciphering / Correct functionality of EPS UP encryption algorithms / AES
	To verify the ciphering function includes both ciphering and deciphering is performed in PDCP correctly.
	See TS 36.323 v8.4.0 clause 5.6

	7.3.4 PDCP integrity protection
	
	
	

	
	36.523-1
	7.3.4.1
	Rel-8
	Integrity protection / Correct functionality of EPS AS integrity algorithms / SNOW3G
	To verify the integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs correctly
	See TS 36.323 v8.4.0 clause 5.7

	
	36.523-1
	7.3.4.2
	Rel-8
	Integrity protection / Correct functionality of EPS AS integrity algorithms / AES
	To verify the integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs correctly
	See TS 36.323 v8.4.0 clause 5.7


Both AS ciphering and integrity protection are activated with SecurityModeCommand message. Usage of integrity protection is mandatory with real algorithm resulting that ciphering test cases 7.3.3.1 and 7.3.3.3 includes automatically also integrity protection functionality. It’s not optimal to have separate test cases (7.3.3.1, 7.3.3.3, 7.3.4.1 and 7.3.4.2) to test SRB ciphering and integrity protection, because the messages after security activation are both ciphered and integrity protected. 
In addition integrity verification failure scenarios are not currently included in the TS 36.523-1 test cases.
2.2.2
Changes proposed to the work plan
	7.3.3 PDCP ciphering and integrity protection
	
	
	

	
	36.523-1
	7.3.3.1
	Rel-8
	Ciphering and deciphering of the user plane / SNOW3G
	To verify that ciphering and deciphering of the DRB is correctly performed by PDCP.
	See TS 36.323 v8.6.0 clause 5.6

	
	36.523-1
	7.3.3.2
	Rel-8
	Ciphering and deciphering of the user plane / AES
	To verify that ciphering and deciphering of the DRB is correctly performed by PDCP.
	See TS 36.323 v8.6.0 clause 5.6

	
	
	
	

	
	36.523-1
	7.3.3.3
	Rel-8
	Integrity protection / Ciphering and deciphering / Control plane / SNOW3G
	To verify that ciphering / deciphering and integrity protection / verification of the SRBs are correctly performed by PDCP. 
To verify that the UE sends SecurityModeFailure message and continues using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering when SecurityModeCommand fails the integrity protection check.

To verify that the UE initiates RRC connection re-establishment procedure after integrity verification failure.
	See TS 36.323 v8.6.0 clause 5.1.2.2, 5.6, 5.7

	
	36.523-1
	7.3.3.4
	Rel-8
	Integrity protection / Ciphering and deciphering / Control plane / AES
	To verify that ciphering / deciphering and integrity protection / verification of the SRBs are correctly performed by PDCP.
To verify that the UE the UE sends SecurityModeFailure message and continues using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering when SecurityModeCommand fails the integrity protection check.

To verify that the UE initiates RRC connection re-establishment procedure after integrity verification failure.
	See TS 36.323 v8.6.0 clause 5.1.2.2, 5.6, 5.7


3
Conclusion and Proposal

Currently test coverage for verifying UE integrity protection and ciphering is not extensive and there is also some overlap between the existing test cases.  
Proposal 1)
To achieve the extensive ciphering and integrity protection test coverage without the overlap between the test cases it is proposed to modify RAN5 LTE-SIG work plan as described in section 2.2.2. 
The following functionality is proposed to be tested (including P or F verdict assignment according to check) in the test cases 7.3.3.3 and 7.3.3.4 described in section 2.2.2:
2) To check that the UE transmits RRCConnectionRequest message without integrity protection and ciphering. 
3) To check that the UE transmits RRCConnectionSetupComplete message without integrity protection and ciphering.
4) To check that the UE transmits SecurityModeComplete message with integrity protection and without ciphering.
5) To check that the UE transmits RRCConnectionReconfigurationComplete with integrity protection and ciphering.
6) To check that the UE transmits SecurityModeFailure message and continues using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering when SecurityModeCommand fails the integrity protection check.
7) To check that the UE initiates RRC connection re-establishment procedure after integrity verification failure.
4
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