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1
Introduction

Currently there is no test coverage for verifying UE correct routing of uplink packages based on network signalled uplink packet filters. 

The purpose of this document is to discuss possible test concept and propose a new test case to provide necessary test coverage for Rel-8 core requirements for uplink packet filtering based on network signaled ULTFT (Traffic Flow Template).

2
Discussion

2.1
Core requirement analysis
2.1.1
Overview of UE behaviour for routing uplink packets on EPS bearers

TS 23.401 [1] clause 4.4.2.1 gives an overview of expected UE behaviour based on uplink packet filters in the UL TFT  assigned to the EPS bearers by the network:
· The UE routes uplink packets to the different EPS bearers based on uplink packet filters in the TFTs assigned to these EPS bearers. 
· The UE evaluates for a match, first the uplink packet filter amongst all TFTs that has the lowest evaluation precedence index and, if no match is found, proceeds with the evaluation of uplink packet filters in increasing order of their evaluation precedence index. This procedure shall be executed until a match is found or all uplink packet filters have been evaluated. 
· If a match is found, the uplink data packet is transmitted on the EPS bearer that is associated with the TFT of the matching uplink packet filter. 
· If no match is found, the uplink data packet shall be sent via the EPS bearer that has not been assigned any uplink packet filter. 
· If all EPS bearers (including the default EPS bearer for that PDN) have been assigned one or more uplink packet filters, the UE shall discard the uplink data packet.

2.1.2
Packet filter components used to define packet filters

The UL TFT used by the network to specify uplink packet filters is specified in TS 24.301 [2] clause 9.9.4.16, which further refers to TS 24.008 [3] subclause 10.5.6.12. The possible packet filter components that can be used to define packet filters in the UL TFT are (ref [3], subclause 10.5.6.12):
	Packet filter components
	Description

	IPv4 remote address type
	For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.

	IPv6 remote address type
	For "IPv6 remote address type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first.

	Protocol identifier/Next header type
	For "Protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header.

	Single local port type
	For "Single local port type", the packet filter component value field shall be encoded as two octet which specifies a port number.

	Local port range type
	For "Local port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.

	Single remote port type 
	For "Single remote port type", the packet filter component value field shall be encoded as two octet which specifies a port number.

	Remote port range type
	For "Remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.

	Security parameter index type
	For "Security parameter index", the packet filter component value field shall be encoded as four octet which specifies the IPSec security parameter index.

	Type of service/Traffic class type
	For "Type of service/Traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first.

	Flow label type
	For "Flow label type", the packet filter component value field shall be encoded as three octet which specifies the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.


The packet filters used to verify correct UE behaviour for routing uplink packet filters need to cover a set of realistic combination of these packet filter components. The set of packet filters to be covered is FFS. 
2.2
Test case analysis

2.2.1
Use cases and test purposes
The table below lists the procedures/use cases and the candidate “high-level” test purposes for configuring and maintaining uplink packet filters by the network based on core requirements in TS 24.301 [2]. 
	3GPP TS
	Clause
	Use case / Procedure
	Conformance requirement
	Test purpose candidates

	24.301 [2]
	6.4.1.1
	UC1: Default EPS bearer context activation accepted by the UE
	The default EPS bearer context does not have any TFT assigned during the activation procedure. This corresponds to using a match-all packet filter. 
	UC1/TP1: Check UE routing of uplink packets when default bearer configured for match-all packet filter.


	24.301 [2]
	6.4.2.3
	UC2: Dedicated EPS bearer context activation accepted by the UE
	The UE shall use the received TFT to apply mapping of uplink traffic flows to the radio bearer if the TFT contains packet filters for the uplink direction.
	UC2/TP1: Check UE routing of uplink packets for dedicated bearers based on network configured uplink packet filters.

	24.301 [2]
	6.4.2.4
	UC3: Dedicated EPS bearer context activation not accepted by the UE
	The UE shall check the TFT in the request message for different types of TFT IE errors:

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s); or


	This use case is for invalid network behaviour and is proposed not to be prioritised for RAN5 test cases.

	24.301 [2]
	6.4.1.1,

6.4.3.3
	UC4: EPS bearer context modification accepted by the UE
	The network may at anytime after the establishment of this bearer assign a TFT to the default EPS bearer and may subsequently modify the TFT or the packet filters of this default bearer. (ref 6.4.1.1)

The UE shall use the received TFT to apply mapping of uplink traffic flows to the radio bearer if the TFT contains packet filters for the uplink direction. (ref 6.4.3.3)
	UC4/TP1: Check UE routing of uplink packets after modification of packet filter for default bearer.

UC4/TP2: Check UE routing of uplink packets for dedicated bearers based on network modification of uplink packet filters.

	24.301 [2]
	6.4.3.4
	UC5: EPS bearer context modification not accepted by the UE
	The UE shall check the TFT in the request message for different types of TFT IE errors as follows:
#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;
#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);


	This use case is for invalid network behaviour and is proposed not to be prioritised for RAN5 test cases.

	24.301 [2]
	6.1.4
	UC6: E-UTRAN to/from UTRAN/GERAN Inter-working
	Coordination between ESM and SM
· TFT of the default EPS bearer context, if any, to map to the TFT of the default PDP context;
· TFTs of the dedicated EPS bearer contexts to map to TFTs of the secondary PDP contexts;
	The test purposes to check that UE maintains uplink packet filters after handover to/from UTRAN and GERAN is not feasible due to restrictions in the UE test loop mode B in TS 36.509 [5] for UTRAN and GERAN. See also 2.2.
It is FFS if UE test loop mode B will be enhanced in future release of [5] to enable this kind of testing.


2.2.2
Proposed test concept for verifying uplink packet filtering
UE test loop mode B as specified in TS 36.509 [4] provide means for testing of UE routing of uplink packets based on network (SS) configured uplink packet filters. Figure 5.1-2 in [4] shows for the E-UTRAN case that the loopback point for UE test loop mode A is above the “UL TFT handling” function of the UE. 
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Figure 5.1-2: Model for Test Control and UE Test Loop Mode B on UE side for E-UTRA

The test purposes to check that the UE maintains uplink packet filters after handover to/from UTRAN and GERAN (Use case UC6, see 2.1 above) are currently not feasible to test due to restrictions of UE test loop mode B operation in UTRAN and GERN mode (ref [4] clause 5.1). It is FFS if UE test loop mode B will be enhanced in future version of [4] to enable testing of the inter-RAT use cases.
The test purposes for the use cases as listed in section 2.2.1 (UC1/TP1, UC2/TP2, UC4/TP1 and UC4/TP2) could be covered by one test case that initially configures default bearer and dedicated bearers with an initial set of packet filters where default bearer is configured for “match-all packet filters” and a number of dedicated bearers configured based on a set of packet filter components. Then SS could perform one or more modifications of uplink filters to get test coverage of necessary combinations of packet filter components as listed in section 2.1.2 as well as the case when also a packet filter is used for the default bearer. This would get test coverage of initial configuration of packet filters, the packet filter modification procedure and verification of UE is transmitting the uplink IP packets on the correct EPS bearer. 
In case such test case is considered to be to complex then could the test case be split into multiple test cases.

The principle for the test procedure could be:
1. SS establish default and N number of dedicated EPS bearers and initial set of packet filters (default EPS bearer configured as “match-all packets”.

2. SS activates UE test loop mode B

3. SS sends IP packets with header information chosen to verify correct routing of uplink IP packets for the default and the dedicated EPS bearers

4. SS performs modification of uplink packet filters

5. SS sends IP packets with header information chosen to verify correct routing of uplink IP packets for the default and the dedicated EPS bearers for the modified uplink packet filters
6. SS repeats steps 4 and 5 to cover necessary combinations of packet filter components as specified in TS 24.008 [3] subclause 10.5.6.12. 
2.2.3
Proposed test cases

The following is proposed to be added to the LTE SIG work plan:

	10.9 UE routing of uplinks packets
	
	
	
	
	
	
	

	
	36.523-1
	10.9.1
	Rel-8
	UE routing of uplinks packets
	This TC is to verify that UE performs correct UE routing based on network signalled packet filters in the UL TFT IE. 
The test case will verify correct UE routing after initial configuration of uplink pack filters and after modification of uplink packet filters. 

The default EPS bearer will be verified for the “match-all packet filter” (no packet filter) case as well as for the case of having a packet filter configured.

The dedicated EPS bearers will be verified using packet filters covering a set of combination of packet filter components as specified in TS 24.008 subclause 10.5.6.12.
	Ericsson, ST-Ericsson
	
	0%
	
	


3
Conclusion and Proposal

Currently there is no test coverage for verifying UE correct routing of uplink packages based on network signalled uplink packet filters. To achieve test coverage then it is proposed to add a test case as described in section 2.3 to the RAN5 LTE-SIG work plan.
Ericsson and ST-Ericsson volunteer to draft the first version of the test case for the RAN5#46-bis meeting in Beijing (13-16 April) with the target to complete the test case at the RAN5#47 meeting in Montreal (10-14 May). 
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