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Table 15.5.3.3-10: Message CREATE_CHILD_SA Response (step 10, Table 15.5.3.2-1)

	Field
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Initiator’s IKE_SA SPI
	Same as that set by the UE at Step 1
	
	

	  Responder’s IKE_SA SPI
	Same as that set by the SS at Step 2
	
	

	  Next Payload
	‘00101110’B
	E
	

	  Exchange Type
	‘00 100100’B
	CREATE_CHILD_SA
	

	Encrypted Payload
	
	
	

	  Next Payload
	‘00100001’
	SA
	

	  Initialization Vector
	Set by the SS
	
	

	  Encrypted IKE Payloads
	 
	
	

	    Security Association Payload
	
	
	

	      Next Payload
	‘00101000’B
	Nr
	

	      Last proposal
	‘00000000’B
	
	

	        Proposal #
	One of the 2 proposals included in the CREATE_CHILD_SA Request at Step 9
	
	

	        Protocol ID
	‘00000011’B
	ESP
	

	        SPI size
	‘00000100’B
	
	

	        SPI
	Set by the SS
	
	

	           First transform
	‘00000011’B
	This is the transform for confidentiality
	

	          Transform type
	‘00000001’B
	Encription
	

	            Transform attribute type
	The corresponding value of the chosen proposal
	
	

	          Last transform
	‘00000000’B
	This is the transform for integrity
	

	          Transform type
	‘00000011’B
	Integrity
	

	            Transform attribute type
	The corresponding value of the chosen proposal
	
	

	    Nonce Payload
	
	
	

	      Next Payload
	‘00101100’B
	TSi
	

	      Nonce data
	Set by the SS
	
	

	    Traffic Selector – Initiator Payload
	
	
	

	      Next Payload
	‘00101101’B
	TSr
	

	      Number of traffic selectors  
	‘00000010’B
	
	

	      TS type 
	‘00001000’B
	IPv6 range
	

	      IP protocol
	‘10000111B
	Mobility  header
	

	      Start port
	‘0000010100000000’B
	BU
	

	      End port
	‘0000010100000000’B
	BU
	

	      Starting-address
	HoA address derived from HNP
	
	

	      Ending address
	HoA address derived from HNP
	
	

	      TS type 
	‘00001000’B
	IPv6 range
	

	      IP protocol
	‘10000111B
	Mobility  header
	

	      Start port
	‘0000011000000000’B
	BA
	

	      End port
	‘0000011000000000’B
	BA
	

	      Starting-address
	HoA address derived from HNP
	
	

	      Ending address
	HoA address derived from HNP
	
	

	    Traffic Selector – Responder Payload
	
	
	

	      Next Payload
	‘00101001’B
	Notify (Use transport mode)
	

	      Number of traffic selectors  
	‘00000010’B
	
	

	      Ts type 
	‘00001000’B
	IPv6 range
	

	      IP protocol
	‘10000111B
	Mobility  header
	

	      Start port
	‘0000010100000000’B
	BU
	

	      End port
	‘0000010100000000’B
	BU
	

	      Starting-address
	HA address
	
	

	      Ending address
	HA address
	
	

	      TS type 
	‘00001000’B
	IPv6 range
	

	      IP protocol
	‘10000111’B
	Mobility  header
	

	      Start port
	‘0000011000000000’B
	BA
	

	      End port
	‘0000011000000000’B
	BA
	

	      Starting-address
	HA address
	
	

	      Ending address
	HA address
	
	

	    Use transport mode Notify Payload
	
	
	

	      Next Payload
	‘00000000’B
	
	

	      Protocol ID
	‘00000011’B
	ESP 
	  

	      SPI size
	Set by the SS
	
	

	      Notify Message Type
	‘1000000000000111’B
	Use transport mode
	 

	      SPI
	Same as that set by the SS in the accepted SA proposal
	
	

	  Padding 
	Set by the SS
	Fields from Encryption payload
	

	  Pad Length
	Set by the SS
	Fields from Encryption payload
	

	  Integrity checksum data
	Set by the SS
	Fields from Encryption payload
	


<Start of new section>

15.12
Dual-Stack Mobile IPv6 detach in IPv4 network
15.12.1
Test Purpose (TP)
(1)

with { UE has established a security association with the Home Agent and received the IPv6 Home Address and registered its IPv6 Home Address and IPv4 Care-of-Address at the Home Agent }
ensure that {

  when { UE receives a Binding Revocation Indication message from the HA with the A flag set }

    then { UE transmits a Binding Revocation Acknowledgement message with the status field set to ‘Success’ }

            }
(2)

with { UE has received a Binding Revocation Indication message from the HA with the A flag set }
ensure that {

  when { UE has transmitted a Binding Revocation Acknowledgement message with the status field set to ‘Success’ }

    then { UE transmits an IKEv2 INFORMATIONAL message containing a DELETE payload to remove the Ipsec security association associated with the DSMIPv6 registration }

            }

15.12.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.303, clauses 5.4.2.1 and 5.4.2.2.

[TS 24.303, clauses 5.4.2.1]
Upon receiving a Binding Revocation Indication (BRI) message according to draft-ietf-mext-binding-revocation [19] from the HA, the UE first shall perform the required validity checks on the BRI according to draft-ietf-mext-binding-revocation [19].

If the A (Acknowledge) flag is set in the BRI message, the UE shall send a Binding Revocation Acknowledgement (BRA) as specified in draft-ietf-mext-binding-revocation [19]. In this message the UE shall set the status field to ‘Success’ to reflect that it has received the BRI message. The BRA message may be tunnelled in UDP or IPv4 as specified in subclause 5.1.2.4 for Binding Update messages.

The UE then shall remove the entry identified in the BRI as deregistered from its binding update list and shall use the procedures defined in IETF RFC 4306 [14] to remove the IPsec security associations associated with the DSMIPv6 registration as described in subclause 5.4.2.2.
[TS 24.303, clause 5.4.2.2]
The UE shall use the procedures defined in the IKEv2 protocol in IETF RFC 4306 [14] to remove the IPsec security associations associated with the DSMIPv6 registration. The UE shall close the security associations associated with the DSMIPv6 registration and instruct the HA to do the same by sending the INFORMATIONAL request message including a DELETE payload. The Protocol ID in the DELETE payload shall be set to "1" (IKE) to indicate that all IPsec ESP security associations that were negotiated within the IKEv2 exchange shall be deleted.

15.12.3
Test description

15.12.3.1
Pre-test conditions

System Simulator:

-
Cell 1.


UE:

None.
Preamble:

-
The UE is in state Registered, Idle Mode (state 2) on Cell 1 according to [18].
-
The UE has acquired an IPv4 address.

-
The UE has established a security association with the Home Agent and obtained an IPv6 Home Address, by executing the steps in test case 15.5.

-
The UE has registered its IPv6 Home Address and its Care-of-Address (acquired IPv4 address) at the Home Agent, by executing the steps in test case 15.7.

15.12.3.2
Test procedure sequence

Table 15.12.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits a Binding Revocation Indication message with the A flag set to the UE. 
	<--
	Binding Revocation Indication
	-
	-

	2
	Check: Does the UE transmit a Binding Revocation Acknowledgement message with the status field set to ‘Success’?
	-->
	Binding Revocation Acknowledgement
	1
	P

	3
	Check: does the UE transmit an IKEv2 INFORMATIONAL message containing a DELETE payload? 
	-->
	IKEv2 INFORMATIONAL 
	2
	P

	4
	The SS transmits an IKEv2 INFORMATIONAL message containing a DELETE payload back to the UE.
	<--
	IKEv2 INFORMATIONAL
	-
	-


15.12.3.3
Specific message contents
Table 15.12.3.3-1: Binding Revocation Indication (step 1, Table 15.12.3.2-1)

	Field
	Value/remark
	Comment
	Condition

	  IPv4 Header
	
	
	

	    IP Source Address
	UE IPv4 Home Agent address
	
	

	    IP Destination Header
	IPv4 CoA
	
	

	UDP header
	
	
	

	 Source Port
	Set by SS
	
	

	 Destination port
	‘0001000001011111’B
	
	

	IPv6 Source Address
	IPv6 Home Agent address
	
	

	IPv6 Destination Address
	IPv6 Home Address configured by UE from Home Network Prefix assigned to UE during preamble
	
	

	B.R. Type
	‘00000001’B
	B.R.I
	

	Sequence Number
	Set by SS
	
	

	Revocation Trigger
	‘00000001’B
	
	

	P
	‘0’B
	
	

	G
	‘0’B
	
	

	V
	‘0’B
	
	


Table 15.12.3.3-2: Binding Revocation Acknowledgement (step 2, Table 15.12.3.2-1)

	Information Element
	Value/remark
	Comment
	Condition

	  IPv6 Header
	
	
	

	    IP Source Address
	IPv6 CoA
	
	

	    IP Destination Header
	UE IPv6 Home Address
	
	

	UDP header
	
	UDP header
	

	 Source Port
	 ‘0001000001011111’B
	 Source Port
	Set by UE

	 Destination port
	Same as Source port set by SS in step 1
	 Destination port
	‘0001000001011111’B

	IPv6 Source Address
	IPv6 Home Address configured by UE from Home Network Prefix assigned to UE during preamble
	IPv6 Source Address
	IPv6 Home Address configured by UE from Home Network Prefix assigned to UE during preamble

	IPv6 Destination Address
	IPv6 of Home Agent discovered during preamble
	IPv6 Destination Address
	IPv6 of Home Agent discovered during preamble

	B.R. Type
	‘00000010’B
	B.R.A
	

	Sequence Number
	Same value as Sequence Number received in Binding Revocation Indication at Step 1
	
	

	Status
	‘00000000’B
	Success
	

	P
	0
	
	

	G
	0
	
	

	V
	0
	
	


Table 15.12.3.3-3: IKE_INFORMATIONAL (step 3, Table 15.12.3.2-1)

	Field
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Initiator’s IKE_SA SPI
	The one identifying UE in the SA set up during the preamble
	
	

	  Responder’s IKE_SA SPI
	The one identifying the HA in the SA set up during the preamble
	
	

	  Next Payload
	‘00101110’B
	E
	

	  Exchange Type
	‘00100101’B
	INFORMATIONAL
	

	Encrypted Payload
	
	
	

	  Next Payload
	‘00101010’B
	DELETE
	

	Delete Payload
	
	
	

	 Next Payload
	‘00000000’B
	No next payload
	

	 Protocol ID
	‘00000001’B
	IKE SA
	

	  Padding 
	Set by UE
	Fields from Encryption payload
	

	  Pad Length
	Set by UE
	Fields from Encryption payload
	

	  Integrity checksum data
	Set by UE
	Fields from Encryption payload
	


Table 15.12.3.3-4: IKE_INFORMATIONAL (step 4, Table 15.12.3.2-1)

	Field
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Initiator’s IKE_SA SPI
	Same as that set by the UE at Step 3
	
	

	  Responder’s IKE_SA SPI
	Same as that set by the SS at Step 3
	
	

	  Next Payload
	‘00101110’B
	E
	

	  Exchange Type
	‘00100101’B
	INFORMATIONAL
	

	Encrypted Payload
	
	
	

	  Next Payload
	‘00101010’B
	DELETE
	

	Delete Payload
	
	
	

	 Next Payload
	‘00000000’B
	No next payload
	

	 Protocol ID
	‘00000001’B
	IKE SA
	

	  Padding 
	Set by the SS
	Fields from Encryption payload
	

	  Pad Length
	Set by the SS
	Fields from Encryption payload
	

	  Integrity checksum data
	Set by the SS
	Fields from Encryption payload
	


<End of new section>
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