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1
Problem identification
A number of EMM LTE/SAE TCs already specified in 36.523-1 include a successful Attach procedure. Many of them include the procedure not as part of the TP rather as a means of achieving the TP.

A quick analyses of the ways the Attach procedure has been described in the Test procedure sequence reveals that the following issue have not been correctly/sufficiently addressed:

1)
Handling of IP address assignment
Furthermore, some TCs that do test Attach or Combined attach procedures seems to provide ambiguous or incorrect procedure step description and/or message contents in regard to the same Handling of IP address assignment activity.
To avoid confusions and ensure correct and consistent TTCN implementation a consistent way of describing the events related to the indicated above requirements during Attach and Combined attached procedures is required.

2
Handling of IP address assignment

The issue of handling of IP address assignment during UE attach has been discussed before. Modification to the test model (36.523-3) to handle IP assignment through U-plane (e.g. DHCP) was introduced in R5-093513. NEC Registered a paper on the issue as R5-091491 for the RAN5#42bis but did not submit it.
The sub-clauses below evaluate the possible ways of describing the events related to IP address assignment during UE attach.

2.1
What can be found at present in TS 36.523-1

2.1.1
TC 9.2.1.1.1 "Attach Procedure / Success (valid GUTI)"

TC 9.2.1.1.1 is one of the 2 only TCs that tries to address the issue but the present description is somewhat confusing:

-
It says initially that IP addresses are not assigned in this test (step 10)

-
Then in step 12 it indicates that IP address allocation may happen on the User plane

-
In the PDN CONNECTIVITY REQUEST it says that PDN type is "Not checked" but still provides information for its content in the Comment column depending on UE
-
And finally it provides content of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (sent in step 10) where no IPv4 address is assigned regardless of what the UE may have sent in the PDN CONNECTIVITY REQUEST (even if it sent "IP address allocation via NAS signalling" required)
Table 9.2.1.1.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionRequest message not including S-TMSI?
	-
	-
	1
	P

	3
	The SS transmits a RRCConnectionSetup message.
	-
	-
	-
	-

	4
	Check: does the UE transmit an RRCConnectionSetupComplete message including MME group ID and MME code with ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	2
	P

	
	...
	
	
	
	

	10
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message

Note: The IP addresses of the UE are not allocated in this test so PDN address is not included in the message.. 
	<--
	ATTACH ACCEPT
	-
	-

	
	...
	
	
	
	

	12
	IPv4 and/or IPv6 address allocation (e.g. DHCP) may occur on the user plane.
	-
	-
	-
	-


Table 9.2.1.1.1.3.3-4: Message PDN CONNECTIVITY REQUEST (step 4, Table 9.2.1.1.1.3.2-1)

	Derivation path: TS 36.508 table 4.7.3.-20

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	0000
	0 is used when the value is not yet assigned by the network.
	

	Procedure transaction identity
	PTI-1
	UE assigns a particular PTI  between 1 and 254
	

	PDN type
	Not checked.
	The UE may request a PDN for IPv4 only or IPv6 only even if it supports dual stack.
	


Table 9.2.1.1.1.3.3-6: Message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (step 10, Table 9.2.1.1.1.3.2-1)

	Derivation path: TS 36.508 table 4.7.3-6

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	Default EBId
	SS assigns a Default EPS bearer ID between 5 and 15.
	

	Procedure transaction identity
	PTI-1
	Same value as in PDN CONNECTIVITY REQUEST
	

	EPS QoS
	According to reference default EPS bearer context #1 - see [18]
	SS defines a Default EPS QoS
	

	Access point name
	Arbitrary name
	SS defines a Default APN or, if the step 7 exception occurred, uses the value sent in step 7a2
	

	PDN address
	
	
	

	  Length of PDN address contents
	7 octets
	
	pc_IPv4

	  PDN type value
	‘001’b
	IPv4
	pc_IPv4

	  PDN address information


	0.0.0.0
	DHCPv4 is to be used to allocate the IPv4 address,
	pc_IPv4

	  Length of PDN address contents
	11 octets
	
	pc_IPv6

	  PDN type value
	‘010’b
	IPv6
	pc_IPv6

	  PDN address information


	IPv6 interface identifier
	
	pc_IPv6

	  Length of PDN address contents
	15 octets
	
	pc_IPv4v6

	  PDN type value
	‘011’b
	IPv4v6
	pc_IPv4v6

	  PDN address information


	IPv6 interface identifier

0.0.0.0
	-

DHCPv4 is to be used to allocate the IPv4 address,
	pc_IPv4v6


2.1.2
TC 9.2.1.1.5 "Attach procedure / Success / ATTACH ACCEPT message includes the PDN address assigned to the UE"
This is a test that should test the IP address assignment.

The difference between 9.2.1.1.1 and 9.2.1.1.5 is in the latter

-
describing the ACTIVATE DEDICATED EPS BEARER CONTEXT handling after "an active default EPS bearer was received in an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message" - indicates that "the SS allocates a PDN address" which may not always be the case, e.g. DHCPv4 is to be used to allocate the IPv4 address or IPv6 address is needed
-
not describing (which could be assumed as SS not doing it) IPv4 and/or IPv6 address allocation (e.g. DHCP) on the user plane regardless of what the UE may have sent in the PDN CONNECTIVITY REQUEST (even if it sent " DHCPv4 is to be used to allocate the IPv4 address " required or IPv6 for example)
-
describing the PDN address IE in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message differently in comparison to 9.2.1.1.1
-
activates a dedicated bearer - assuming that the IP address is already known (not taking into account the issues described in bullet 2 above)
Table 9.2.1.1.5.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message. 
	-->
	ATTACH REQUEST
	-
	-

	
	...
	
	
	
	

	8
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.

Note: in the DEFAULT EBC REQUEST message, the SS allocates a PDN address of a PDN type which is compliant with the PDN type requested by the UE.
	<--
	ATTACH ACCEPT
	-
	-

	9
	Check: Does the UE transmit an ATTACH COMPLETE message including ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message as specified?
	-->
	ATTACH COMPLETE
	1
	P

	10
	The SS transmits an ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST.

Note: the same PDN address is applicable because the linked EPS bearer ID refers to the default EBC allocated in step 8.
	<--
	ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
	-
	-

	11
	Check: Does the UE transmit an ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message as specified?
	-->
	ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT
	2
	P

	12
	The SS releases the RRC connection.
	-
	-
	-
	-

	13
	Check: Does the test results of CALL generic procedure indicate that the UE is in E-UTRA EMM-REGISTERED state with S-TMSI2?
	-
	- 
	1
	-


Table 9.2.1.1.5.3.3-1: Message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (step 8, Table 9.2.1.1.5.3.2-1)

	Derivation path: 36.508 table 4.7.3-6

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	Default EBId
	SS assigns a Default EPS bearer ID between 5 and 15.
	

	PDN address
	
	
	

	   PDN type
	Same value like the "PDN type" in the PDN CONNECTIVITY REQUEST message in step 2 or 011 is it was unknown
	
	

	   PDN address
	IPv4 Address (octet 4 to 7), IPv6 Address (octet 4 to 11) or IPv6 Address
	
	

	(octet 4 to 11) and IPv4 Address (octet 12 to 15) according to PDN type above
	SS assigns private IPv6/IPv4 address(es)
	
	


2.1.3
Other TCs

There are about 5 TCs in general that are using the general step for possible assignment over U-plane like it is done in 9.2.1.1.1.

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	
	...
	
	
	
	

	xx
	IPv4 and/or IPv6 address allocation (e.g. DHCP) may occur on the user plane.
	-
	-
	-
	-


2.2
Relevant Conformance Requirements

For the relevant conformance requirements see the attached 65-094xxx Handling IP complementary information.doc
2.3
Evaluation of Conformance Requirements

In accordance to TS 24.301, clause 6.2.1 Upon deactivation of the default bearer of a PDN connection (detach or combined detach) the relevant IP information in the UE shall be removed and consequently a new information shall be established next time the UE activates the default bearer (attach and combined attach).

Conclusion 1: All TCs that include attach or combined attach procedures need to take into account the following UE behaviour (dependant on the support UE of IPv4, IPv6 or both and possibly configuration at the time of testing)
-
the UE may try to configure an IPv4 address during the establishment of a default EPS bearer context
-
the UE may try to obtain an IPv4 address via an IETF-based IP address allocation mechanism once the default bearer is established
-
the UE may try to obtain an IPv6 prefix via an IETF-based IP address allocation mechanism once the default bearer is established
In accordance to TS 23.401, clause 5.3.1.1:

The EPS UE may indicate to the network within the Protocol Configuration Options element that the UE wants to obtain the IPv4 address with DHCPv4:

-
the UE may indicate that it prefers to obtain an IPv4 address as part of the default bearer activation procedure. In such a case, the UE relies on the EPS network to provide IPv4 address to the UE as part of the default bearer activation procedure.

-
the UE may indicate that it prefers to obtain the IPv4 address after the default bearer setup by DHCPv4. That is, when the EPS network supports DHCPv4 and allows that, it does not provide the IPv4 address for the UE as part of the default bearer activation procedures. The network may respond to the UE by setting the PDN Address to 0.0.0.0. After the default bearer establishment procedure is completed, the UE uses the connectivity with the EPS and initiates the IPv4 address allocation on its own using DHCPv4. However, if the EPS network provides IPv4 address to the UE as part of the default bearer activation procedure, the UE should accept the IPv4 address indicated in the default bearer activation procedure.

-
if the UE sends no Address Allocation Preference, the PDN GW determines whether to use DHCPv4 or not based on per APN configuration

Conclusion 2: Although the quoted core spec requirements above use the word "should" the rest of the text seems to imply that depending on its capabilities the NWK (SS) may not obey the UE preference for IPv4 allocation via DHCP and instead allocate the address via signalling.
	In summary of the above the following events shall be considered:

-
The UE will indicate in the PDN CONNECTIVITY REQUEST message what the UE expects in regard to IP address allocation

-
In respond the SS could take one of the following actions depending on the type of IP address the UE has indicated in the last PDN CONNECTIVITY REQUEST:

1
if IPv4 was indicated (stand alone or as part of IPv4v6)

-
Provide IPv4 address in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST if allocation over signalling was requested by the UE

-
Provide IPv4 "address" 0.0.0.0 in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST if allocation over DHCPv4 was requested by the UE AND provide the real IPv4 address over the U-plane (procedures defined in TS 29.061)

-
Provide IPv4 address in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST if allocation over DHCPv4 was requested by the UE AND provide the real IPv4 address over the U-plane (procedures defined in TS 29.061) if requested by the UE

2
if IPv6 was indicated (stand alone or as part of IPv4v6)

-
Provision of IPv6 prefix

-
If allocation over signalling was requested by the UE then provide IPv6 prefix in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
-
If allocation over DSMIPv6 was requested by the UE

-
provide IPv6 prefix in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
-
provide the IPv6 prefix via DSMIPv6, if requested by the UE, via a procedure taking place over U-plane (procedures defined in TS 29.061)

-
Provision of IPv6 address/configuration using the IPv6 Stateless Address Autoconfiguration , via a procedure taking place over U-plane (procedures defined in TS 29.061)

NOTE:
In the case of IPv6 there always be activities over U-plane; in case of IPv4 there may be activities over U-plane if UE has requested IP address allocation over DHCPv4


Details for the above are provided below
The UE will send an Attach request providing its preferences in regard to IP allocation

	XX
	The UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message. 
	-->
	ATTACH REQUEST
	-
	-


The PDN CONNECTIVITY REQUEST message shall reflect all options depending on UE capabilities/settings as follows:

Message PDN CONNECTIVITY REQUEST

	Derivation path: TS 36.508 table 4.7.3.-20

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	0000
	0 is used when the value is not yet assigned by the network.
	

	Procedure transaction identity
	PTI-1
	UE assigns a particular PTI  between 1 and 254
	

	PDN type
	
	
	

	  PDN type value
	001
	IPv4
	pc_IPv4

	
	010
	IPv6
	pc_IPv6

	
	011
	IPv4v6
	pc_IPv4 AND pc_IPv6

	
	100
	unused; shall be interpreted as "IPv6" if received by the network
	pc_IPv6

	ESM information transfer flag
	
	
	

	Access point name
	
	
	

	Protocol configuration options
	Not present or any allowed value
	When present the IP address relevant information shall reflect the UE capabilities as per pc_IPv4 and pc_IPv6
(NOTE)
	


NOTE:
UE has a various IP related options from which to choose: 
-
0007H (DSMIPv6 Home Agent Address Request;
-
0008H (DSMIPv6 Home Network Prefix Request);
-
0009H (DSMIPv6 IPv4 Home Agent Address Request);
-
000AH (IP address allocation via NAS signalling); and
-
000BH (IPv4 address allocation via DHCPv4).

On receipt of the PDN CONNECTIVITY REQUEST message sent by the UE, the network shall react depending on the PDN CONNECTIVITY REQUEST settings.
	YY
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message 
Note:
If the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST will assign an IPv4 address or/and provide IPv6 address allocation information depends on the UE capabilities and what UE has indicated in the last PDN CONNECTIVITY REQUEST message (step 2) see 6.2.2 [28]
	<--
	ATTACH ACCEPT
	-
	-


The core spec also says "and when allocating an IP address shall take into account ... the operator policies of the home and visited network, and the user's subscription data". For these the SS needs not to care and therefore the following ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message may be assumed:
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	Derivation path: TS 36.508 table 4.7.3-6

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	Default EBId
	SS assigns a Default EPS bearer ID between 5 and 15.
	

	Procedure transaction identity
	PTI-1
	Same value as in PDN CONNECTIVITY REQUEST
	

	EPS QoS
	According to reference default EPS bearer context #1 - see [18]
	SS defines a Default EPS QoS
	

	Access point name
	SS defines a Default APN or, if The UE transmits an ESM INFORMATION RESPONSE message providing an APN, the SS shall use this value
	If SS accepts an APN different to the default this will be understood by the UE as the connectivity with the requested PDN can be established
	

	PDN address
	
	If the UE has indicated in the PDN CONNECTIVITY REQUEST PDN type value IPv4
	pc_IPv4 AND NOT pc_IPv6

	  Length of PDN address contents
	7 octets
	
	

	  PDN type value
	‘001’b
	IPv4
	

	  PDN address information
	0.0.0.0
	If the UE has indicated in the PDN CONNECTIVITY REQUEST DHCPv4 is to be used to allocate the IPv4 address,
	

	
	IPv4 address
	If the UE has indicated in the PDN CONNECTIVITY REQUEST IP address allocation via NAS signalling is to be used to allocate the IPv4 address,
	

	PDN address
	
	If the UE has indicated in the PDN CONNECTIVITY REQUEST PDN type value IPv6
	pc_IPv6 AND NOT pc_IPv4

	  Length of PDN address contents
	11 octets
	
	

	  PDN type value
	‘010’b
	IPv6
	

	  PDN address information
	IPv6 interface identifier
	
	

	PDN address
	
	If the UE has indicated in the PDN CONNECTIVITY REQUEST PDN type value IPv4v6
	pc_IPv4 AND pc_IPv6

	  Length of PDN address contents
	15 octets
	
	

	  PDN type value
	‘011’b
	IPv4v6
	

	  PDN address information (Octets 4 to 11)
	IPv6 interface identifier
	Octets 4 to 11
	

	  PDN address information (Octets 12 to 15)
	0.0.0.0
	If the UE has indicated in the PDN CONNECTIVITY REQUEST DHCPv4 is to be used to allocate the IPv4 address
	

	
	IPv4 address
	If the UE has indicated in the PDN CONNECTIVITY REQUEST IP address allocation via NAS signalling is to be used to allocate the IPv4 address,
	


After the default EPS bearer has been established, i.e. attach has been completed, depending on if UE needs to obtain IPv4 address via DHCP (see the above messages) or/and IPv6 address IP address allocation may take place over U-Plane. The SS needs to handle this to allow unpredictable UE behaviour if this does not happen in the TC. This needs not be specified in details in the TC procedure description because it is not a NAS exchange but needs to be indicated to allow TTCN to be developed
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	
	...
	
	
	
	

	-
	EXCEPTION: Step X describes behaviour that depends on what UE has indicated in the last PDN CONNECTIVITY REQUEST message
	-
	-
	-
	-

	X
	IF the UE has indicated that certain IP address/prefix allocation should not be done via signalling THEN IP address/prefix/configuration activities may take place over the user plane (see 6.2.2 [28] and TS 29.061)
	-
	-
	-
	-

	
	...
	
	
	
	


Recommendations
It is recommended to RAN5 to
1
endorse the described in clause "Evaluation of Conformance Requirements" above events and message contents as correct understanding
2
Endorse that regardless of the UE preferences indicated in the PDN CONNECTIVITY REQUEST the SS always allocated IPv4 address or/and IPv6 prefix in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST. An LS is sent to CT1 and SA2 to confirm that this behaviour is correct.

-
The above behaviour is applied in all TCs/procedures that require IP address allocation (e.g. most of those that use ATTACH or combined ATTACH)

-
A new TC is added to test UE behaviour if the SS accepts DHCPv4 allocation
3
Endorse that if the UE has expressed preferences in the PDN CONNECTIVITY REQUEST in regard to IPv4 address or/and IPv6 prefix allocation to be done not via signalling then, in addition to (2) above the SS shall handle address or/and IPv6 prefix allocation over U-plane if requested by the UE

NOTE:
2 is endorsed but 3 is not then an LS shall be sent to CT1 and SA2 to confirm that this behaviour is correct.

4
Endorse update of PDN CONNECTIVITY REQUEST and ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST and message contents in 36.508 to avoid multiple duplications if this is to be done in TCs specific message content (see CR in R5-094589)
5
assign AP to all TC owners in which TCs attach or combined attached is included to update their TC descriptions accordingly (see as example to follow CR R5-094184); change to generic procedure(s) in 36.508 would be required as well.
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