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	1: IE SecurityConfiguration  is renamed to SecurityConfigurationHO in RRCConnectionReconfiguration message
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3: CipheringAlgorithm and IntegrityProtAlgorithm are grouped into SecurityAlgorithmConfig
4: Remove IE KeyChangeIndicator and NextHopChainingCount from SMC msg
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4.6.1
Contents of RRC messages
–
RRCConnectionReconfiguration
Table 4.6.1-8: RRCConnectionReconfiguration
	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL 
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        measurementConfiguration
	Not present
	
	

	
	MeasurementConfiguration-DEFAULT
	
	MEAS

	        mobilityControlInformation
	Not present
	
	

	
	MobilityControlInformation-HO
	
	HO

	        nas-DedicatedInformationList
	Not present
	
	

	
	Set according to specific message content
	
	SRB2-DRB(n, m)

DRB(n, m)

SRB1-SRB2-DRB(n,m)

	        radioResourceConfiguration
	RadioResourceConfigDedicated-SRB2-DRB(n, m)
	
	SRB2-DRB(n, m)

	
	RadioResourceConfigDedicated-DRB(n, m)
	
	DRB(n, m)

	
	RadioResourceConfigDedicated-SRB1-SRB2-DRB(n, m)
	
	SRB1-SRB2-DRB(n,m)

	
	RadioResourceConfigDedicated-HO
	
	HO

	        securityConfigurationHO
	Not present
	
	

	
	SecurityConfiguration-HO
	
	HO

	
	
	
	

	
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


	Condition
	Explanation

	SRB2-DRB(n,m)
	Establishment of a SRB and DRB combination with n x AM DRB and m x UM DRB (including establishment of SRB2)

	DRB(n,m)
	Establishment of additional n x AM DRB:s and m x UM DRB:s (SRB2 should already be established)

	SRB1-SRB2-DRB(n,m)
	Establishment of a SRB and DRB combination with n x AM DRB and m x UM DRB (including establishment of SRB1 and SRB2)

	HO
	Intra LTE handover

	MEAS
	A measurement is configured


–
SecurityModeCommand
Table 4.6.1-19: SecurityModeCommand

	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigurationSMC 
	SecurityConfiguration-SMC
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


4.6.4
Security control information elements

–
SecurityConfiguration-HO
Table 4.6.4-1: SecurityConfiguration-HO
	Derivation Path: 36.331 clause 6.3.3

	Information Element
	Value/remark
	Comment
	Condition

	SecurityConfiguration-HO ::= SEQUENCE {
	
	
	

	  handoverType CHOICE {
	
	
	

	    IntraLTE ::= SEQUENCE{
	
	
	

	      securityAlgorithmConfig
	Not present
	
	

	
	
	
	

	
	
	
	

	      keyChangeIndicator
	FFS
	Value range FFS
	

	      nextHopChainingCount
	FFS
	Value range FFS
	

	}
	
	
	

	InterRAT ::= SEQUENCE {
	
	
	

	  securityAlgorithmConfig
	Not present
	
	

	  nas_SecurityParamToEUTRA
	FFS
	OCTET STRING(SIZE(6))
	

	}
	
	
	

	}
	
	
	

	}
	
	
	


–
SecurityConfiguration-SMC
Table 4.6.4-2: SecurityConfiguration-SMC
	Derivation Path: 36.331 clause 6.3.3

	Information Element
	Value/remark
	Comment
	Condition

	SecurityConfiguration-SMC ::= SEQUENCE {
	
	
	

	  securityAlgorithmConfig
	SecurityAlgorithmConfig
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	}
	
	
	


–
SecurityAlgorithmConfig
Table 4.6.4-3: SecurityAlgorithmConfig
	Derivation Path: 36.331 clause 6.3.3

	Information Element
	Value/remark
	Comment
	Condition

	SecurityAlgorithmConfig ::= SEQUENCE {
	
	
	

	  cipheringAlgorithm
	Set according to PIXIT parameter for default ciphering algorithm [FFS]
	
	

	  integrityProtAlgorithm
	Set according to PIXIT parameter for default integrity protection algorithm [FFS]
	
	

	}
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