Page 1



3GPP TSG-RAN WG5 Meeting #41bis
(
 R5-086309
Munich, Germany, 15th – 18th December 2008
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	36.523-1
	CR
	CRNum
	(

rev
	-
	(

Current version:
	8.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Batch 1B - New TC 9.1.2.5 Authentication not accepted by the UE, SQN failure

	
	

	Source to WG:
(

	Samsung Electronics

	Source to TSG:
(

	R5

	
	

	Work item code:
(

	LTE-UEConTest_SIG
	
	Date: (

	16/12/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	Need of testing of Authentication not accepted by the UE, SQN failure has been identified in the LTE/SAE Work Plan but no TC prose has yet been specified

	
	

	Summary of change:
(

	TC prose specified

	
	

	Consequences if 
(

not approved:
	Testing of this behaviour would not be provided

	
	

	Clauses affected:
(

	9.1.2.5

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	X
	
	 Test specifications
	TS 36.523-2

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	Revision from R5-086007 when possible highlighted.


9.1.2.4.3.3
Specific message contents

FFS.
9.1.2.5
Authentication not accepted by the UE, SQN failure
9.1.2.5.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state / EMM-CONNECTED mode}

ensure that {
  when { the UE receives an AUTHENTICATION REQUEST message with SQN out of range }

    then { the UE shall send an AUTHENTICATION FAILURE message to the network, with EMM cause "synch failure" and a re-synchronization token }

            }

(2)

with { UE having sent an AUTHENTICATION FAILURE message to the network, with EMM cause "synch failure" }

ensure that {
  when { the UE receives a new correct AUTHENTICATION REQUEST message while T3420 is running }

    then { the UE shall send a corect AUTHENTICATION RESPONSE message }

            }

9.1.2.5.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.4.2.6 and 5.4.2.7, TS 33.102, clause C.2.2.

[TS 24.301, clause 5.4.2.6]

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [11]). This parameter contains two possible causes for authentication failure:
...

b)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [18]). The UE shall then follow the procedure described in subclause 5.4.2.7, item d.
[TS 24.301, clause 5.4.2.7]

d)
Authentication failure (EMM cause "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause "synch failure", to the network and start the timer T3420 (see example in figure 5.4.2.7.2). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the EMM cause "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the MME to delete all unused authentication vectors for that IMSI and obtain new vectors from the HSS. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3420, if running.

...

If the network is validated successfully (a new AUTHENTICATION REQUEST is received which contains a valid SQN and MAC) while T3420 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.
[TS 33.102, clause C.2.2]
The USIM shall maintain an array of a previously accepted sequence number components: SEQMS (0), SEQMS (1),… SEQMS (a-1). The initial sequence number value in each array element shall be zero.

To verify that the received sequence number SQN is fresh, the USIM shall compare the received SQN with the sequence number in the array element indexed using the index value IND contained in SQN, i.e. with the array entry SEQMS (i) where i = IND is the index value.

...
(b)
If SEQ ≤ SEQMS (i) the USIM shall generate a synchronisation failure message using the highest previously accepted sequence number anywhere in the array, i.e. SQNMS.
9.1.2.5.3
Test description

9.1.2.5.3.1
Pre-test conditions

System Simulator:

-
1 cell, default parameters
UE:

-
None
Preamble:
-
The UE is in state Switched OFF (State 1) according to [18].
9.1.2.5.3.2
Test procedure sequence

Table 9.1.2.5.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message
	-->
	ATTACH REQUEST
	-
	-

	3
	SS transmits a correct AUTHENTICATION REQUEST message
The SS shall store the IE "Authentication parameter AUTN" used in the AUTHENTICATION REQUEST message.
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	The UE responds with a correct AUTHENTICATION RESPONSE message
	-->
	AUTHENTICATION RESPONSE
	-
	-

	5
	SS transmits a SECURITY MODE COMMAND message
	<--
	SECURITY MODE COMMAND
	-
	-

	6
	UE transmits a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME
	-->
	SECURITY MODE COMPLETE
	-
	-

	7
	SS responds with ATTACH ACCEPT
	<--
	ATTACH ACCEPT
	-
	-

	8
	The UE transmits an ATTACH COMPLETE message
	-->
	ATTACH COMPLETE
	-
	-

	9
	SS releases the RRC connection
	-
	-
	-
	-

	10
	SS pages the UE using S-TMSI
Paging Cause= Terminating High Priority Signalling
	-
	-
	-
	-

	11
	The UE sends a correct SERVICE REQUEST message
	-->
	SERVICE REQUEST
	-
	-

	12
	SS transmits an AUTHENTICATION REQUEST message which uses the stored in step 2 AUTH IE. (Note 1)
	<--
	AUTHENTICATION REQUEST
	-
	-

	13
	Check: Does the UE respond with a AUTHENTICATION FAILURE message, with EMM cause "synch failure"
	-->
	AUTHENTICATION FAILURE
	1
	P

	14
	Wait [sometime] simulating NAS (SS) resynchronisation
	-
	-
	-
	-

	15
	SS transmits a new and correct AUTHENTICATION REQUEST message
	<--
	AUTHENTICATION REQUEST
	-
	-

	16
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES that matches the one stored in the SS
	-->
	AUTHENTICATION RESPONSE
	2
	P

	17
	SS transmits a SECURITY MODE COMMAND message
	<--
	SECURITY MODE COMMAND
	-
	-

	18
	UE transmits a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the new KSIASME
	-->
	SECURITY MODE COMPLETE
	-
	-

	Note 1:
Retransmission of the same "Authentication parameter AUTH" will ensure that the USIM will consider the SEQ contained in the "Authentication parameter AUTH" as out of range as per TS 33.102, clause C.2.2


9.1.2.5.3.3
Specific message contents
Table 9.1.2.5.3.3-1: AUTHENTICATION REQUEST (step 12, Table 9.1.2.5.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-7

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	= "Authentication parameter AUTN" used in the AUTHENTICATION REQUEST message in step 3
	
	


Table 9.1.2.5.3.3-2: AUTHENTICATION FAILURE (step 13, Table 9.1.2.5.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-5

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0001 0101'B
	Synch failure
	

	Authentication failure parameter
	Re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102)
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