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9.1.2.1.3.3
Specific message contents

FFS.

9.1.2.2
Authentication not accepted by the network, GUTI used, identification procedure and authentication restart
9.1.2.2.1
Test Purpose (TP)

(1)

with { UE having sent an initial NAS message with type of identity GUTI and responded to an Autentication procedure intiated by the network }

ensure that {
  when { the network initiates an identification procedure due to finding problems with the authentication response returned by the UE }

    then { the UE provides its IMSI in an IDENTITY RESPONSE message and is able to complete successfully a restarted by the network authentication procedure with correct parameters }

            }

9.1.2.2.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.4.2.5.

[TS 24.301, clause 5.4.2.5]

If the authentication response returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:

-
if the GUTI was used; or

-
if the IMSI was used.

If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE during the identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters.
9.1.2.2.3
Test description

9.1.2.2.3.1
Pre-test conditions

System Simulator:

-
1 cell, default parameters

UE:

-
The test USIM contains a valid GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

Preamble:

-
The UE is in state Deregistered, Switched OFF (State 1) according to [18].

9.1.2.2.3.2
Test procedure sequence

Table 9.1.2.2.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2
	The UE transmit an ATTACH REQUEST message including a GUTI-1 and a PDN CONNECTIVITY REQUEST message
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION RESPONSE (Note 1)
	-->
	AUTHENTICATION RESPONSE
	-
	-

	5
	SS transmits an IDENTITY REQUEST message requesting IMSI in the IE Identity type  (Note 1)
	<--
	IDENTITY REQUEST
	-
	-

	6
	Check: Does the UE respond with a correct IDENTITY RESPONSE message providing its IMSI in the IE Mobile Identity (Note 1)
	-->
	IDENTITY RESPONSE
	1
	P

	7
	The SS re-starts the authentication procedure and transmits an AUTHENTICATION REQUEST. (Note 1)
	<--
	AUTHENTICATION REQUEST
	-
	-

	8
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message
	-->
	AUTHENTICATION RESPONSE
	1
	P

	9
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	10
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	11
	SS responds with ATTACH ACCEPT message with a new GUTI-2 included in the EPS mobile identity IE
	<--
	ATTACH ACCEPT
	-
	-

	12
	The UE transmits an ATTACH COMPLETE message
	-->
	ATTACH COMPLETE
	-
	-

	13
	SS releases the RRC connection
	-
	-
	-
	-

	14
	SS pages the UE using S-TMSI
Paging Cause= Terminating High Priority Signalling
	-
	-
	-
	-

	15
	Check: Does the UE respond with a correct SERVICE REQUEST message providing KSIASME value that equals the value provided in the AUTHENTICATION REQUEST message in step 7
	-->
	SERVICE REQUEST
	1
	P

	16
	SS transmits SERVICE REJECT message with EMM cause "Congestion" to complete the procedure

Note: The EMM cause chosen is just for convenience, to ensure that UE will abort the procedure without side effects.
	<--
	SERVICE REJECT
	-
	-

	Note 1:
This TC verifies the UE behaviour in case of Authentication failure due to incorrect IMSI the network had associated with the GUTI which was provided by the UE in the initial NAS message. Because it is impossible to force the UE into this invalid behaviour the test procedure simulates network behaviour pretending that the UE behaviour was incorrect.


9.1.2.2.3.3
Specific message contents

Table 9.1.2.2.3.3-1: SERVICE REJECT (step 16, Table 9.1.2.2.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-22

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	00010110
	Congestion
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