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9.1
EMM common procedures

9.1.2
Authentication procedure
[Text skiped here]
9.1.2.5
Authentication not accepted by the UE, MAC code failure
9.1.2.5.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state / EMM-CONNECTED mode}

ensure that {
  when { the UE receives an AUTHENTICATION REQUEST message with invalid MAC code }

    then { the UE shall send an AUTHENTICATION FAILURE message to the network, with the reject cause "MAC failure" }

            }

9.1.2.5.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.4.2.6.

[TS 24.301, clause 5.4.2.6]

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [11]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the reject cause "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7 (c).
[TS 24.301, clause 5.4.2.7]

c)
Authentication failure (reject cause "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with reject cause "MAC failure" according to subclause 5.4.2.6, to the network and start timer T3418. Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with reject cause "MAC failure", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.
...

If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal.

9.1.2.5.3
Test description

9.1.2.5.3.1
Pre-test conditions

System Simulator:

-
1 cell, default parameters
UE:

-
None.
Preamble:
-
UE in EMM-REGISTERED state / EMM-CONNECTED mode (State 3) according to [18].
9.1.2.5.3.2
Test procedure sequence

Table 9.1.2.5.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code
	<--
	AUTHENTICATION REQUEST
	-
	-

	2
	Check: Does the UE respond with a AUTHENTICATION FAILURE message, with reject cause "MAC failure"
	-->
	AUTHENTICATION FAILURE
	1
	P

	3
	SS transmits an IDENTITY REQUEST message requesting IMSI in the IE Identity type
	<--
	IDENTITY REQUEST
	-
	-

	4
	The UE responds with a correct IDENTITY RESPONSE message providing its IMSI in the IE Mobile Identity
	-->
	IDENTITY RESPONSE
	-
	-

	5
	SS transmits a correct AUTHENTICATION REQUEST message
	<--
	AUTHENTICATION REQUEST
	-
	-

	6
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES that matches the one stored in the SS
	-->
	AUTHENTICATION RESPONSE
	1
	P

	7
	SS transmits a SECURITY MODE COMMAND message
	<--
	SECURITY MODE COMMAND
	-
	-

	8
	UE transmits a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME
	-->
	SECURITY MODE COMPLETE
	-
	-


9.1.2.5.3.3
Specific message contents
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