3GPP TSG RAN WG5 #40bis
(
R5-084240
Sophia Antipolis, France, 6 – 9 October 08
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	36.523-1
	CR
	CRNum
	(

rev
	-
	(

Current version:
	1.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	x
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Introduction of new EMM test case 9.1.3.2: NAS security mode command not accepted by the UE

	
	

	Source to WG:
(

	Motorola

	Source to TSG:
(

	R5

	
	

	Work item code:
(

	LTE-UEConTest_SIG
	
	Date: (

	26/09/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8 
Rel-9
(Release 9)

	
	

	Reason for change:
(

	Test case for NAS security mode command not accepted by the UE is missing


	
	

	Summary of change:
(

	New test case 9.1.3.2: NAS security mode command not accepted by the UE 

	
	

	Consequences if 
(

not approved:
	.Insufficient test coverage

	
	

	Clauses affected:
(

	9.1.3.2[New Clause]

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	X
	
	 Test specifications
	36.523-2

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	R5-084174->R5-084240


<<<START of New text>>>
9.1.3.2
NAS security mode command not accepted by the UE
9.1.3.2.1
Test Purpose (TP)

(1)

with { succesful completion of EPS authentication and key agreement (AKA) procedure[ }

ensure that {

  when { UE receives a [NAS] SECURITY MODE COMMAND message, integrity protected and including not mathcing replayed security capabilities}

   then { UE sends [NAS] SECURITY MODE REJECT and does not start applying the NAS security in both UL and DL}
}

9.1.3.2.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301 clause 5.4.3.1, 5.4.3.2, 5.4.3.3 and 5.4.3.5.
[TS 24.301, clause 5.4.3.1]
The purpose of the NAS security mode command (SMC) procedure is to take the new key set into use, initialise and start NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.

Editor's note: It is FFS whether the SMC procedure can be combined or concatenated with the attach and tracking area update procedures for optimisation purposes.

[TS 24.301, clause 5.4.3.2]
The MME initiates the NAS security mode setup command procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460.

The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message.

...
The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed NONCEUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME or KSISGSN).

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.

[TS 24.301, clause 5.4.3.3]
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

[TS 24.301, clause 5.4.3.5]
If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The SECURITY MODE REJECT message shall contain a cause code that typically indicates one of the following causes:
#23:
UE security capabilities mismatch;

#24:
security mode rejected, unspecified.

Editor's note: The actions to be taken by the network are FFS.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode setup command procedure.

9.1. 3.2.3
Test description

9.1.3.2.3.1
Pre-test conditions
System Simulator:

-
Cell 1 (FDD or TDD).

Preamble:

-
The UE is in state Deregistered, Switched OFF (state 1) according to [18].

9.1.3.2.3.2
Test procedure sequence

Table 9.1.3.2.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	A Mobile originating Signalling connection is established.
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message 
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
It is integrity protected and includes un matched replayed security capabilities.
	<--
	SECURITY MODE COMMAND
	-
	-

	7
	Check:The UE transmits a NAS SECURITY MODE REJECT message with cause’#23:
UE security capabilities mismatch’.
	-->
	SECURITY MODE REJECT
	1
	P

	8
	The SS Transmits an IDENTITY REQUEST message for IMSI [Security not applied]
	<-
	IDENTITY REQUEST
	-
	-

	9
	The UE Transmits an IDENTIY RESPONSE message [Security not applied]
	->
	IDENTITY RESPONSE
	1
	P

	10
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
It is integrity protected and includes request to include IMEISV
	<--
	SECURITY MODE COMMAND
	-
	-

	11
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	12
	The SS transmits an ATTACH ACCEPT message 
	<--
	ATTACH ACCEPT
	-
	-

	13
	The UE transmits an ATTACH COMPLETE message 
	-->
	ATTACH COMPLETE
	-
	

	14
	The SS releases the RRC connection.
	-
	-
	-
	-


9.1. 3.2.3.3
Specific message contents

Table 9.1.3.1.3.3-1: SECURITY MODE COMMAND (Step 6)

	Derivation Path: 36.508 clause 4.7.2, Table 4.7.2-19

	Information Element
	Value/remark
	Comment
	Condition

	Replayed UE security capabilities
	Set to mismatch the security capability of UE under test
	
	


Table 9.1.3.1.3.3-2: SECURITY MODE REJECT (Step 7 )

	Derivation Path: 36.508 clause 4.7.2, Table 4.7.2-21

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	#23
	
	


<<<END of New Text>>>
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