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9.1
EMM common procedures

9.1.2
Authentication procedure

9.1.2.1
Authentication accepted

9.1.2.1.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state / EMM-CONNECTED mode}

ensure that {
  when { the UE receives an AUTHENTICATION REQUEST message }

    then { the UE shall establishe correct EPS security context and respond with a correct AUTHENTICATION RESPONSE message }

            }

9.1.2.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.4.2.1 and 5.4.2.33 and TS 33.401, clause 6.1.1.

[TS 24.301, clause 5.4.2.1]

The UE shall only support the EPS authentication challenge if a USIM is present.
An EPS security context is established in the UE and the network when an EPS authentication is successfully performed. During a successful EPS authentication, the CK and IK keys are computed. CK and IK are then used as key material to compute a new key, KASME. KASME is stored in the EPS security contexts (see 3GPP TS 33.401 [11]) of both the network and the UE, and is the root for the EPS integrity protection and ciphering key hierarchy.
[TS 24.301, clause 5.4.2.3]

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful EPS authentication challenge, the new KASME calculated from the authentication challenge data shall overwrite the previous KASME.
[TS 33.401, clause 6.1.1]

UE shall compute KASME from CK, IK, and serving network's identity (SN id) using the KDF as specified in Annex A. SN id binding implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used.
...
UE shall respond with User authentication response message including RES.

9.1.2.1.3
Test description

9.1.2.1.3.1
Pre-test conditions

System Simulator:

-
1 cell, default parameters
UE:

-
USIM inserted/present, K, CK, IK stored

Preamble:

-
UE in EMM-REGISTERED state / EMM-CONNECTED mode
9.1.2.1.3.2
Test procedure sequence

Table 9.1.2.1.3.2-1: Main Behavior

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS transmits an AUTHENTICATION REQUEST message
	<--
	AUTHENTICATION REQUEST
	1
	-

	2
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message before timer T3460 [6sec+tolerance] expires and the included RES matches the one stored in the SS
	-->
	AUTHENTICATION RESPONSE
	1
	P

	3
	SS releases any resources allocated for the service request procedure. Wait for T3417 [5 sec+tolerance] to ensure that UE does the same and goes into EMM-REGISTERED state / EMM-IDLE mode
	-
	-
	1
	-

	4
	To verify the correct establishment of EPS security context in the UE, Cause SS EMM entity to request the lower layer to start paging using S-TMSI
Paging Cause= Terminating High Priority Signalling
	-
	-
	1
	-

	5
	Check: Does the UE respond with a correct SERVICE REQUEST message providing KSIASME value that equals the value provided in the AUTHENTICATE REQUEST message
	-->
	SERVICE REQUEST
	1
	P

	6
	SS releases any resources allocated for the service request procedure. Wait for T3417 [5 sec+tolerance] to ensure that UE does the same and goes into EMM-REGISTERED state / EMM-IDLE mode
	-
	-
	-
	-


9.1.2.1.3.3
Specific message contents
None.
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