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7.3
PDCP

7.3.4
PDCP Integrity Protection
<TEXT Skiped>

<BEGIN OF MODIFIED SECTION>
7.3.4.4
Integrity protection: Correct functionality of EPS NAS integrity algorithms  (AES) 
TC Scope:

PDCP integrity protection for C-plane 

7.3.4.4.1
Minimum conformance requirements

References: The conformance requirements covered in the present TC are specified in: 3GPP TS 36.323 clauses 5.4

 The following represent an extraction of the requirements relevant to the test purpose.

 [TS 36.323, clause 5.4]

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs.
The integrity protection algorithm and key to be used for PDCP entities are the ones configured by upper layers for each received PDCP PDU [3] and the integrity protection method shall be applied as specified in [6].
The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);

-
IK (Integrity Protection Key).

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully, otherwise the interaction with upper layers is FFS.

The data unit that is integrity protected is the unciphered data part of the PDU and the PDU header.

7.3.4.4.2
Test description

TC is applicable to:

-
All UEs supporting E-UTRA. 

7.3.4.4.2.1
Test Purpose (TP)

with {UE in E-UTRA RRC_CONNECTED state }
ensure that {
  when { UE is requested to achieve functionality of EPS NAS integrity algorithms with AES }
    then { UE transmits the C-plane data }
            }
7.3.4.4.2.2
Pre-test conditions

System Simulator:
-
Cell 1 (FDD or TDD).
UE:
-
UE in UE Loopback Activated test state.
7.3.4.4.3
Test procedure sequence
Table 7.3.4.4.3-1 MAIN BEHAVIOR
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS generats the SecurityModeCommand messages as signalled to the UE (parameter values as used in RRC testing)with the followingcontent to the UE:

requests UE to achieve functionality of EPS NAS integrity algorithms with A
	<--
	SecurityModeCommand 

	
	

	2
	Check if UE has completed the integrity configuration.
	-->
	SecurityModeComplete
	
	P

	3
	The SS creates a TCP/IP packet without IP header compression. 
	
	
	
	

	4
	The SS sends a PDCP C-plane Data  PDU via SRB2 with the following content to the UE:

D/C field  = 1(PDCP Data PDU)
	<--
	PDCP C-plane DATA
	
	

	5
	Check if the UE verifies the integrity of the PDCP C-plane data PDU by calculating the X-MAC 
	<--
	
	
	P

	6
	Check if the UE transmits a PDCP C-plane Data PDU via SRB2  with the following content back to the SS:

D/C field  = 1 (PDCP Data PDU)

the value of the MAC-I field is anticipant as computed with AES
	-->
	PDCP C-plane DATA
	
	P


7.3.4.4.4
Specific message contents
SecurityModeCommand (step 1) 
Table 7.3.4.4.4-1 (step 1, Table 7.3.4.4.3-1)
	Derivation Path: TS 36.331 [17], 6.2.2
	

	Information Element / Field
	Value/remark

	securityConfiguration
	FFS


SecurityModeComplete (step 2)
Table 7.3.4.4.4-2 (step 2, Table 7.3.4.4.3-1)
	Derivation Path: TS 36.331 [17], 6.2.2
	

	Information Element / Field
	Value/remark

	FFS
	


