Error! No text of specified style in document.
8
Error! No text of specified style in document.

SIGnalling Test Case Specification Template usage Examples
Version: v01

The present document contains examples as how to use the SIGnalling Test Case Specification Template provided in SIG_TCs_Specification_Template_v01.doc. Existing TCs in 34.123-1 have been used.
8
Radio Resource Control RRC
....
8.1.12
Integrity Protection
TC Scope:

UE integrity protection (and integrity checking) on RRC messages.
8.1.12.1
Minimum conformance requirements
References: The conformance requirements covered in the present TC are specified in: 3GPP TS 25.331 clause 8.5.10. The following represent an extraction of the requirements relevant to the test purpose.
[TS 25.331, clause 8.5.10.1]
If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3 of TS25.331;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4>
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one.

3>
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.
8.1.12.2
Test description
TC is applicable to:
-
All UEs claiming conformance to R99 or later releases
8.1.12.2.1
Test Purpose (TP)
with { UE in UTRA RRC ESTABLISHED state }
ensure that {
  when { UE receives an RRC message that includes wrong messaqge authentication code }
   then {    UE discards this RRC message }
  when { UE receives an RRC message that includes wrong RRC message sequence number }
   then {    UE discards this RRC message }
  when { UE receives an RRC message that does not include IE"Integrity Check Info" after integrity protection is activated }
   then {    UE discards this RRC message }
}

8.1.12.2.2
Pre-test conditions
System Simulator:
-
1cell.

UE:
-
CS-DCCH+DTCH_DCH (state 6-9) or PS_DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE after integrity protection is activated on all SRBs.
8.1.12.2.3
Test procedure sequence
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	P
	F

	1
	The SS transmits UE CAPABILITY ENQUIRY message on the downlink DCCH using RLC-UM mode on SRB1 to ensure correct initialisation of RRC message sequence number on downlink DCCH using RLC-UM.
	<--
	UE CAPABILITY ENQUIRY
	
	
	

	2
	Check: The UE responds with a UE CAPABILITY INFORMATION message on the uplink DCCH using RLC-AM.
	-->
	UE CAPABILITY INFORMATION
	
	Y
	N

	3
	The SS sends UE CAPABILITY INFORMATION CONFIRM message to the UE. This procedure is used to initialise the downlink RRC message sequence number in the UE.
	<--
	UE CAPABILITY INFORMATION CONFIRM
	
	
	

	4
	Cause SS to transmit RRC CONNECTION RELEASE message which does not include IE"Integrity Check Info" on downlink DCCH.
	<--
	RRC CONNECTION RELEASE
	
	
	

	5
	Check: Does during 5s after step 4 the UE transmits RRC CONNECTION RELEASE COMPLETE message (i.e. UE discards this message and does not respond with RRC CONNECTION RELEASE COMPLETE message).
	
	
	
	Y
	N

	6
	SS transmits RRC CONNECTION RELEASE message which includes wrong message authentication code on downlink DCCH.
	<--
	RRC CONNECTION RELEASE
	
	
	

	7
	Check: Does during 5s after step 6 the UE transmits RRC CONNECTION RELEASE COMPLETE message (i.e. UE discards this message and does not respond with RRC CONNECTION RELEASE COMPLETE message).
	
	
	
	Y
	N

	8
	SS transmits RRC CONNECTION RELEASE message which includes IE"RRC Message sequence number" as set to the same sequence number as the number in previous received RRC message.
	<--
	RRC CONNECTION RELEASE
	
	
	

	9
	Check: Does during 5s after step 8 the UE transmits RRC CONNECTION RELEASE COMPLETE message (i.e. UE discards this message and does not respond with RRC CONNECTION RELEASE COMPLETE message).
	
	
	
	Y
	N

	10
	The SS transmits RRC CONNECTION RELEASE message which includes correct RRC Message sequence number and message authentication code. The SS uses the unacknowledged mode for the connection release procedure
	<--
	RRC CONNECTION RELEASE
	
	
	

	11
	Check: Does the UE transmit (N308 + 1) RRC CONNECTION RELEASE COMPLETE messages on uplink DCCH within T_period_of_time. 
	-->
	RRC CONNECTION RELEASE COMPLETE
	
	Y
	N

	12
	Check: Does the UE enters the idle state. (call C.1)
	
	
	
	Y
	N


Editor's note 1:
There is no need to repeat the intial condition in the test sequence
Editor's note 2:
In the current TC prose description it is not specified for how long the SS should wait for the arrival of the N308+1 RRC CONNECTION RELEASE COMPLETE messages.
8.1.12.2.4
Specific message contents
RRC CONNECTION RELEASE (step 4)
Table 8.1.12.1
	Derivation Path: TS 34.108 [x], 9.x.y
	

	Information Element / Field
	Value/remark

	Integrity check info
	Not Present


Editor's note:
The Default messages contents tables in (this case) 34.108 should be numbered for correct and unambiguous referencing

RRC CONNECTION RELEASE (step 5)

Table 8.1.12.2
	Derivation Path: TS 34.108 [x], 9.x.y
	

	Information Element / Field
	Value/remark

	Integrity check info
	

	     - Message authentication code
	SS calculates the value of MAC-I for this message and set different value from the calculated result to this IE. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	SS provides the value of this IE, from its internal counter value.


RRC CONNECTION RELEASE (step 6)

Table 8.1.12.3
	Derivation Path: 8.1.12.2
	

	Information Element / Field
	Value/remark

	     - RRC Message sequence number
	SS provides the value of this IE equal to the value for the last message accepted by the UE on this radio bearer.


Editor's note:
By referencing Table A.1.2 from table A.1.3 the duplication of 2 table rows are avoided. Other test case that use this same message could also benefit from such a referencing.
6
Idle mode operations

....

6.2
Multi-mode environment (2G/3G case)

6.2.1
PLMN and RAT selection

....

6.2.1.5
Selection of "Other PLMN / access technology combinations"; Manual mode

TC Scope:
UE display of "Other PLMN/access technology combinations with received high quality signal in random order" when UE in Manual mode including forbiden PLMNs set in the USIM.
6.2.1.5.1
Minimum conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 23.122, clause 4.4.3.1.2, TS 25.304, clause 5.1.2.2 and TS 03.22, clause 4.4.3. The following represent an extraction of the requirements relevant to the test purpose.
[TS 23.122, clause 4.4.3.1.2
1.
Manual Network Selection Mode Procedure:

The MS indicates whether there are any PLMNs, which are available using all supported access technologies. This includes PLMNs in the "forbidden PLMNs" list and PLMNs which only offer services not supported by the MS.

If displayed, PLMNs meeting the criteria above are presented in the following order:

1.1
HPLMN;

1.2
PLMNs contained in the "User Controlled PLMN Selector with Access Technology" data field in the SIM (in priority order);

1.3
PLMNs contained in the "Operator Controlled PLMN Selector with Access Technology" data field in the SIM (in priority order);

1.4
Other PLMN/access technology combinations with received high quality signal in random order;

1.5
Other PLMN/access technology combinations in order of decreasing signal quality.

In 1.5, the MS shall order the PLMN/access technology combinations in order of decreasing signal quality within each access technology. The order between PLMN/access technology combinations with different access technologies is an MS implementation issue.

The user may select his desired PLMN and the MS then initiates registration on this PLMN using the access technology chosen by the user for that PLMN or using the highest priority available access technology for that PLMN, if the associated access technologies have a priority order. (This may take place at any time during the presentation of PLMNs). For such a registration, the MS shall ignore the contents of the "forbidden LAs for roaming", "forbidden LAs for regional provision of service", "forbidden PLMNs for GPRS service" and "forbidden PLMNs" lists.
If the user does not select a PLMN, the selected PLMN shall be the one that was selected before the PLMN selection procedure started. If no such PLMN was selected or that PLMN is no longer available, then the MS shall attempt to camp on any acceptable cell and enter the limited service state.

NOTE:
It is an MS implementation option whether to indicate access technologies to the user. If the MS does display access technologies, then the access technology used should be the access technology chosen by the user for that PLMN. If the MS does not display access technologies, then the access technology chosen for a particular PLMN should be the highest priority available access technology for that PLMN, if the associated access technologies have a priority order.
[25.304, clause 5.1.2.2

2.
UTRA case: The UE shall scan all RF channels in the UTRA band according to its capabilities to find available PLMNs. On each carrier, the UE shall search for the strongest cell according to the cell search procedures (for FDD, see TS 25.214, and TDD, see TS 25.224) and read its system information, in order to find out which PLMN the cell belongs to. If the UE can read the PLMN identity, the found PLMN shall be reported to the NAS as a high quality PLMN (but without the RSCP value), provided that the following high quality criterion is fulfilled:

-
For an FDD cell, the measured primary CPICH RSCP value shall be greater than or equal to -95 dBm. 

-
For a TDD cell, the measured P-CCPCH RSCP value shall be greater than or equal to –84 dBm.

Found PLMNs that do not satisfy the high quality criterion, but for which the UE has been able to read the PLMN identities are reported to the NAS together with the CPICH RSCP value for UTRA FDD cells and P‑CCPCH RSCP for UTRA TDD cells.
[TS 03.22, clause 4.4.3

3.
GSM case: A PLMN shall be understood to be received with high quality signal if the signal level is above ‑85 dBm.

6.2.1.5.2
Test description
TC is applicable to:
-
All UEs claiming conformance to FDD R99 or later releases and GSM
6.2.1.5.2.1
Test Purpose (TP)
(1)

with { UE in UTRA Idle mode Multi-mode environment (2G/3G case) neither RPLMN, HPLMN, UPLMN nor OPLMN available and in Manual Network Selection Mode) }
ensure that {
  when { UE is forced to show its PLMN list }
   then {    UE shows the available PLMNs according to the "Other PLMN/access technology combinations with received high quality signal in random order" and the UE can register to the listed PLMNs on user request }
}

(2)

with { UE in UTRA Idle mode Multi-mode environment (2G/3G case) and forbiden PLMNs set in the USIM and in Manual Network Selection Mode) }
ensure that {
  when { UE is forced to show its PLMN list }
   then {    UE shows forbidden PLMNs }
}

6.2.1.5.2.2
Pre-test conditions
System Simulator:
-
4 cells (Cell 1 to Cell 4) with the following settings.
NOTE:
Cell levels are from tables 6.3, 6.4 and 6.5
	Cell
	CPICH_Ec [dBm/3.84 MHz] (FDD)
	P-CCPCH_RSCP [dBm] (TDD)
	High Quality signal
	Test Channel
	PLMN
	Radio Access Technology

	Cell 1
	-80
	-74
	Yes
	1
	PLMN 7
	UTRAN

	Cell 3
	-80
	-69
	Yes
	2
	PLMN 9
	UTRAN


	Cell
	RF signal level [dBm]
	High Quality signal
	Test Channel
	PLMN
	Radio Access Technology

	Cell 2
	-65
	Yes
	1
	PLMN 8
	GSM

	Cell 4
	-65
	Yes
	3
	PLMN 11
	GSM


UE:
-
The UE is in manual PLMN selection mode.

-
The UE is equipped with a USIM containing default values except for those listed below:
	USIM field
	Priority
	PLMN
	Access Technology Identifier

	EFLOCI
	
	PLMN 7
	

	EFFPLMN
	PLMN 8

	
	PLMN 9


6.2.1.5.2.3
Test procedure sequence
Method C is applied (see clause 6).

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	P
	F

	1
	Cuase UE to show its PLMN list
	
	
	
	
	

	2
	Check: Does UE show in its PLMN list PLMN7, 8, 9, 11
	
	
	1,2
	Y
	N

	3
	Cuase the UE to request registration to PLMN7
	
	
	
	
	

	4
	Check: Does the UE registration takes place on Cell 1 and the UE displays that it is camped on PLMN7
	
	
	1
	Y
	N

	5
	Cause the SS to switch off Cell 1
	
	
	
	
	

	6
	Cuase UE to show its PLMN list
	
	
	
	
	

	7
	Check: Does UE show in its PLMN list PLMN 8, 9, 11
	
	
	1,2
	Y
	N

	8
	Cuase the UE to request registration to PLMN8
	
	
	
	
	

	9
	Check: Does the UE registration takes place on Cell 2 and the UE displays that it is camped on PLMN8
	
	
	1
	Y
	N

	10
	Cause the SS to switch off Cell 2
	
	
	
	
	

	11
	Cuase UE to show its PLMN list
	
	
	
	
	

	12
	Check: Does UE show in its PLMN list PLMN 9, 11
	
	
	1,2
	Y
	N

	
	Cuase the UE to request registration to PLMN9
	
	
	
	
	

	
	Check: Does the UE registration takes place on Cell 3 and the UE displays that it is camped on PLMN9
	
	
	1
	Y
	N

	
	Cause the SS to switch off Cell 3
	
	
	
	
	

	
	Cuase UE to show its PLMN list
	
	
	
	
	

	
	Check: Does UE show in its PLMN list PLMN 11
	
	
	1
	Y
	N

	
	Cuase the UE to request registration to PLMN11
	
	
	
	
	

	
	Check: Does the UE registration takes place on Cell 3 and the UE displays that it is camped on PLMN11
	
	
	1
	Y
	N

	
	Cause the SS to switch off Cell 4
	
	
	
	
	

	
	Cuase UE to show its PLMN list
	
	
	
	
	

	
	Check: Does UE show Network not available
	
	
	1
	Y
	N


6.2.1.5.2.4
Specific message contents

None.
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