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13.4
Invalid Behavior - State creation before authentication

13.4.1
Definition and applicability
Test to verify that when the P-CSCF tries to create a state in the SigComp State handler before the SA the UE does not create.

13.4.2
Conformance requirement

The UE shall support SigComp as specified in RFC 3320 [24]. When using SigComp the UE shall send compressed SIP messages in accordance with RFC 3486 [26]. When the UE will create the compartment is implementation specific, but the compartment shall not be created until a set of security associations are set up. The compartment shall finish when the UE is deregistered. State creations and announcements shall be allowed only for messages received in a security association.

NOTE:
Exchange of bytecodes during registration will prevent unnecessary delays during session setup.




Reference(s)

3GPP TS 24.229[10], clause 8.1.1.
13.4.3
Test purpose

To verify that, when the P-CSCF try to create a state with the first REGISTER request in th UE state handler the UE does not create it.
NOTE:
The RFC 3320 [26] in the clause 10 (Security Considerations) point out the attention on the Integrity risk because the SigComp approach assumes that there is appropriate integrity protection below and/or above the SigComp layer, for this reason is not acceptable that state can be created outside security association.

13.4.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE has activated a PDP context, discovered P-CSCF and registered to IMS services, by executing the generic test procedure in Annex C.2 up to the last step (with Compression activated on SS).

SS is configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) configured on the UICC card equipped into the UE. SS has performed AKAv1-MD5 authentication with the UE and accepted the registration.

Related ICS/IXIT Statement(s)
Support for sending the first REGISTER compressed    (Yes/No)

Test procedure

1)
IMS registration is initiated on the UE. The SS waits for the UE to send an initial REGISTER request. The SIP Compression announcement “comp=sigcomp” in the Via header and in the Contact header may be included. The message can be sent compressed or not compressed.
2)
The SS responds to the initial REGISTER request with a compressed valid 401 Unauthorized response, headers populated according to the 401 response common message definition. The SigComp uploaded UDVM bytecode contains an instruction for the creation of new state with the intention to cause a Decompression Failure in the UE.
NOTE:
If a decompression failure occurs when decompressing a message in general a dispatcher should discard the compressed message (or the compressed stream if the transport is stream-based) and any decompressed data that has been outputted but not yet passed to the application.

3)
After the UE client time out expiry the SS waits for the UE sends another initial REGISTER request. This means that the message in the Step 2 has caused a Decompression Failure in the UE. The SIP Compression announcement “comp=sigcomp” in the Via header and in the Contact may be included. The message can be sent compressed or not compressed.
4)
The SS responds to the initial REGISTER request with a compressed valid 401 Unauthorized response, headers populated according to the 401 response common message definition.
5)
The SS waits for the UE to set up a temporary set of security associations and send another REGISTER request over those security associations. The SIP Compression announcement “comp=sigcomp” in the Via header and in the Contact header may be included. The message can be sent compressed or not compressed.
6)
The SS responds to the second REGISTER request with a valid compressed 200 OK response, sent over the same temporary set of security associations that the UE used for sending the REGISTER request. The SS shall populate the headers of the 200 OK response according to the 200 response for REGISTER common message definition.
7)
The SS waits for the UE to send a SUBSCRIBE request. The SIP Compression announcement “comp=sigcomp” in the Via and in the Contact header may be included. The message can be sent compressed or not compressed.
8)
The SS responds to the SUBSCRIBE request with a valid compressed 200 OK response, headers populated according to the 200 response for SUBSCRIBE common message definition with the SIP Compression announcement “comp=sigcomp” in the record-route header.
9)
The SS sends a compressed NOTIFY request for the subscribed registration event package. In the request the Request URI, headers and the request body shall be populated according to the NOTIFY common message definition.
10)
The SS waits for the UE to respond to the NOTIFY with a 200 OK response. The message can be sent compressed or not compressed.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	The UE sends initial registration for IMS services. with comp=sigcomp in the Via and Contact headers. The message can be sent compressed or not compressed. 

	2
	(
	401 Unauthorized
	The SigComp uploaded UDVM bytecode contains an instruction for the creation of new state with the intention to cause a Decompression Failure in the UE

	3
	(
	REGISTER
	After the UE client time out expiry he SS waits for the UE sends another initial REGISTER request. This means that the message in the Step 2 has caused a Decompression Failure in the UE

	4
	(
	401 Unauthorized
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network. This message is sent compressed.

	5
	(
	REGISTER
	The UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials. The message can be sent compressed or not compressed.

	6
	(
	200 OK
	The SS responds with 200 OK. This message is sent compressed.

	7
	(
	SUBSCRIBE
	The UE subscribes to its registration event package. The message can be sent compressed or not compressed.

	8
	(
	200 OK
	The SS responds with 200 OK. This message is sent compressed.

	9
	(
	NOTIFY
	The SS sends initial NOTIFY for registration event package, containing full registration state information for the registered public user identity in the XML body. This message is sent compressed. 

	10
	(
	200 OK
	The UE responds with 200 OK. The message can be sent compressed or not compressed.


Specific Message Contents

REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1, condition A1 "Initial unprotected REGISTER". The following exceptions can be used if the UE is willing to receive response and request compressed:

	Header/param
	Value/remark

	Via
	

	
via-compression
	comp=sigcomp

	Contact
	

	
compression-param
	comp=sigcomp


401 Unauthorized for REGISTER (Step 2)

Use the default message “401 Unauthorized for REGISTER” in annex A.1.2. This message contains in the SigComp Layer an appropriate UDVM instruction for state creation.

REGISTER (Step 3)

Use the default message “REGISTER” in annex A.1.1, condition A1 "Initial unprotected REGISTER". The following exceptions can be used if the UE is willing to receive response and request compressed:

	Header/param
	Value/remark

	Via
	

	
via-compression
	comp=sigcomp

	Contact
	

	
compression-param
	comp=sigcomp


401 Unauthorized for REGISTER (Step 4)

Use the default message “401 Unauthorized for REGISTER” in annex A.1.2. 

REGISTER (Step 5)

Use the default message “REGISTER” in annex A.1.1, condition A2 "Subsequent REGISTER sent over security associations". The following exceptions can be used if the UE is willing to receive response and request compressed:

	Header/param
	Value/remark

	Via
	

	
via-compression
	comp=sigcomp

	Contact
	

	
compression-param
	comp=sigcomp


200 OK for REGISTER (Step 6)

Use the default message “200 OK for REGISTER” in annex A.1.3. 

SUBSCRIBE (Step 7)

Use the default message “SUBSCRIBE for reg-event package” in annex A.1.4. The following exceptions can be used if the UE is willing to receive response and request compressed:
	Header/param
	Value/remark

	Via
	

	
via-compression
	comp=sigcomp

	Contact
	

	
compression-param
	comp=sigcomp


200 OK for SUBSCRIBE (Step 8)

Use the default message “200 OK for SUBSCRIBE” in annex A.1.5 with the following exceptions:
	Header/param
	Value/remark

	Record-Route
	

	
compression-param 
	comp=sigcomp


NOTIFY (Step 9)

Use the default message “NOTIFY for reg-event package” in annex A.1.6 with the following exceptions:

	Header/param
	Value/remark

	Via
	

	
via-parm1:
	

	

via-compression
	comp=sigcomp


200 OK for NOTIFY (Step 10)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1. 

13.4.5
Test requirements

Step 3: The SS shall check that after client time-out expiry in accordance to the 3GPP TS 24.229 [10] clause 8.1.1 the UE sends another initial REGISTER request as in Step 1, this means that the message in the Step 2 has caused a Decompression Failure
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