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	Reason for change:
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	The procedure to configure security neglects synchronization between the SS side and the UE side. The UE message Security Mode Complete is acknowledged at the RLC level on SRB2 irrespective of the state of the security configuration at the SS side. This acknowledgement allows the UE to send on SRB3 the messages which are ciphered according to the setting indicated in the Security Mode Complete message.

In case the SS side has not finished security configuration reception of ciphered messages from the UE on SRB3 it will result in failures.
Two mechanisms to resolve the SRB3 UL cipehreing problem were discussed in details in RAN5#30 and #31. RAN5#31 decided to introduce the two options in 34.123-3. This CR summarizes all necessary changes in 34.123-3.
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2. In the security procedure, RLC DL data trasmissions are suspended. An SS may suspend processing of data PDUs in the UL. The UL control PDUs and Piggybacked Status may optionally be processed. The clarifications are added in 7.3.2.2.27, 7.3.2.2.31.
3. The test securitry scenarios in 8.5.4.1.2 and 8.5.4.4.2 are updated accordingly.
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7.3.2.2.26b
CRLC_NotAckNxtRxSDU

	ASN.1 ASP Type Definition

	Type Name
	CRLC_NotAckNxtRxSDU_CNF

	PCO Type
	CSAP

	Comment
	To confirm that the next received SDU has not been acknowledged.

	Type Definition

	SEQUENCE
{




cellId




INTEGER(-1..63),




routingInfo



RoutingInfo

}


	ASN.1 ASP Type Definition

	Type Name
	CRLC_NotAckNxtRxSDU_REQ

	PCO Type
	CSAP

	Comment
	To request that the next received SDU is not acknowledged. The received SDU is passed to the upper layers.

	Type Definition

	SEQUENCE
{




cellId




INTEGER(-1..63),




routingInfo



RoutingInfo,




mode




ENUMERATED{start(0)}
}


7.3.2.2.26c
CRLC_ProhibitRLC_Ack
The use of the pair of ASPs should be restricted to each start of  SRB3 Uplink ciphering only. The SS behaviours are not specified if the ASPs are used in any other procedures.
	ASN.1 ASP Type Definition

	Type Name
	CRLC_ProhibitRLC_Ack_CNF

	PCO Type
	CSAP

	Comment
	To confirm that the reception of a CRLC_ProhibitRLC_Ack_REQ.

	Type Definition

	SEQUENCE
{




cellId




INTEGER(-1..63),




routingInfo



RoutingInfo,




supportFlag



SupportFlag

DEFAULT
noNeed
}


	ASN.1 ASP Type Definition

	Type Name
	CRLC_ProhibitRLC_Ack_REQ

	PCO Type
	CSAP

	Comment
	To request the SS to prohibit/Continue acknowledging RLC SDUs. 

	Type Definition

	SEQUENCE
{




cellId




INTEGER(-1..63),




routingInfo



RoutingInfo,




mode




ENUMERATED{prohibit(0), continue(1)}
}


	ASN.1 Type Definition

	Type Name
	SupportFlag

	Comment
	The default value noNeed indicates that the SS does not perform the operation mentioned in CRLC_ProhibitRLC_Ack_REQ, but performs the suspension / resume of  UL RLC PDU data.
If the non default values are taken, the SS has either prohibited, or continued acknowledging RLC SDUs.

	Type Definition

	ENUMERATED {ackProhibited(0), ackContinued(1), noNeed (2)}


7.3.2.2.27
CRLC_Resume

	ASN.1 ASP Type Definition

	Type Name
	CRLC_Resume_CNF

	PCO Type
	CSAP

	Comment
	To confirm the resume request

	Type Definition

	SEQUENCE
{




cellId





INTEGER(-1..63),




routingInfo




RoutingInfo

}


	ASN.1 ASP Type Definition

	Type Name
	CRLC_Resume_REQ

	PCO Type
	CSAP

	Comment
	To request to resume data transmission.

If the SS implemented the optional suspension of UL data PDUs, then the processing in the UL of data PDUs shall be resumed. Any suspended UL control PDUs and Piggybacked Status shall be preceeded or resumed.

	Type Definition

	SEQUENCE
{




cellId





INTEGER(-1..63),




routingInfo




RoutingInfo

}


<Start of modified clause>
7.3.2.2.31
CRLC_Suspend

	ASN.1 ASP Type Definition

	Type Name
	CRLC_Suspend_CNF

	PCO Type
	CSAP

	Comment
	To confirm the suspension of data transmission. The parameter vt indicates either the value of the Send State Variable VT(S) for AM, or the value of Data State Varialble VT(US) for UM.

	Type Definition

	SEQUENCE
{




cellId




INTEGER(-1..63),




routingInfo



RoutingInfo,




vt





RLC_SequenceNumber

}


	ASN.1 ASP Type Definition

	Type Name
	CRLC_Suspend_REQ

	PCO Type
	CSAP

	Comment
	To request the suspension of data transmission. The parameter n indicates that an RLC entity will not send a PDU with "Sequence Number"(VT(S)+N for AM and "Sequence Number"(VT(US)+N for UM, where N is a non-negative integer. Optionally an SS may start immediate suspension of processing of data PDUs in the UL. The UL control PDUs and Piggybacked Status may optionally be processed.

	Type Definition

	SEQUENCE
{




cellId




INTEGER(-1..63),




routingInfo



RoutingInfo,




n





RLC_SequenceNumber

}


<Start of modified clause>
8.5.4.1.2
Start both integrity protection and ciphering

INTEGRITY_PROTECTION Status = NotStarted.

SECURITY MODE COMMAND with "Integrity protection mode info" IE containing integrityProtectionModeCommand = Start, and "Ciphering mode info" IE containing cipheringModeCommand = Start/Restart (algorithm UEA0 or UEA1)

1
Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = value most recently received or 0 ( new key)




cipheringKey = value maintained by TTCN




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_SequenceNumber_REQ



-- 
Get current RLC SN of all SRB for calculating suitable down link activation time


CRLC_Suspend_REQ



-- Suspend all signalling radio bearers except RB2. Optionally an SS may start immediate 


suspension of processing of data PDUs in the UL. The UL control PDUs and Piggybacked Status 


may optionally processed.

CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm) 




rb_DL_CiphActivationTimeInfo = calculated activation time




incHFN = NotInc


CRLC_SetRRC_MessageSN_REQ (SN=0)




--
Downlink RRC message sequence number set to 0


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = startIntegrityProtection (FRESH)




integrityProtectionAlgorithm = selected value




(downlink integrity protection starts immediate) 


CRLC_Integrity_Activate_REQ (CN domain concerned)




ul_IntegProtActivationInfo = 0 (RB2 only) 

CRLC_ProhibitRLC_Ack_REQ 



mode = prohibit (RB3 only)


-- An SS supporting suspension of UL data PDUs may provide a dummy CRLC_ProhibitRLC_Ack_CNF
2
Send SECURITY MODE COMMAND

3
After receiving SECURITY MODE COMPLETE


CRLC_Ciphering_Activate_REQ (CN domain concerned)

rb_UL_CipheringActivationTimeInfo = value received in SECURITY MODE COMPLETE

incHFN = NotInc


CRLC_Integrity_Activate_REQ (CN domain concerned)

ul_IntegProtActivationInfo = value in "Uplink integrity protection activation time" (except RB2) received from SECURITY MODE COMPLETE


CRLC_ProhibitRLC_Ack_REQ 



mode = continue (RB3 only)


-- An SS supporting suspension of UL data PDUs may provide a dummy CRLC_ProhibitRLC_Ack_CNF

CRLC_Resume_REQ


-- If the SS implemented the optional suspension of UL data PDUs, then the processing in the 

UL of data PDUs shall be resumed. Any suspended UL control PDUs and Piggybacked Status shall be preceeded or resumed.
<Start of modified clause>
8.5.4.4.2
Integrity and ciphering started

CIPHERING_STATUS = Started for the CN domain concerned

SECURITY MODE COMMAND contains


"Integrity protection mode info" IE with integrityProtectionModeCommand = modify,


"Ciphering mode info" IE with cipheringModeCommand = Start/Restart.

1
Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cipheringKey = new key 




cn_DomainIdentity = CS or PS


if TM RB exist



CMAC_SecurityMode_Config_REQ




startValue = 0 ( new key)




cipheringKey = new key




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_SequenceNumber_REQ



-- Get current RLC SN for calculating suitable down link activation time


CRLC_Suspend_REQ


-- Optionally an SS may start immediate suspension of processing of data PDUs in the UL. The 

UL control PDUs and Piggybacked Status may optionally be processed.

CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




rb_DL_CiphActivationTimeInfo = calculated activation time




incHFN = NotInc


CRLC_RRC_MessageSN_REQ



-- Get current RRC message SN for calculating suitable DL activation time


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = modify

dl_IntegrityProtActivationInfo = now (SRB2), calculated value or a pending activation time set by previous security mode control procedure (SRB other than SRB2)


CRLC_Integrity_Activate_REQ (CN domain concerned,RB2)




ul_IntegrityProtActivationInfo = now


if TM RB exist



CPHY_Frame_Number_REQ




--Get current CFN for calculating suitable activation time for TM RB



CMAC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




activationTimeForDPCH = calculated activation time




incHFN = IncPerCFN_Cycle

CRLC_ProhibitRLC_Ack_REQ 



mode = prohibit (RB3 only)


-- An SS supporting suspension of UL data PDUs may provide a dummy CRLC_ProhibitRLC_Ack_CNF
2
Sending SECURITY MODE COMMAND message

3
After receiving SECURITY MODE COMPLETE


CRLC_Ciphering_Activate_REQ (CN domain concerned)

rb_UL_CipheringActivationTimeInfo = value received in SECURITY MODE COMPLETE

incHFN = NotInc


CRLC_Integrity_Activate_REQ (CN domain concerned, except RB2)

ul_IntegProtActivationInfo = value in "Uplink integrity protection activation time"


CRLC_ProhibitRLC_Ack_REQ 



mode = continue (RB3 only)


-- An SS supporting suspension of UL data PDUs may provide a dummy CRLC_ProhibitRLC_Ack_CNF

CRLC_Resume_REQ



-- If the SS implemented the optional suspension of UL data PDUs, then the processing in the 

UL of data PDUs shall be resumed. Any suspended UL control PDUs and Piggybacked Status shall be preceeded or resumed.
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