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Introduction

Currently the existing IMS CC test cases enable testing of UEs supporting IPv4 or IPv6 and full IMS security. 

Non-compliance with IPv6 is not the only difference between early IMS implementations and fully 3GPP compliant implementations. It is also expected that there will be a need to deploy some IMS-based services before products are available which fully support the 3GPP IMS security features defined in TS 33.203 [2]. 3GPP has identified that for early IMS implementations there is a need to ensure that simple, yet adequately secure, mechanisms are in place to protect against the most significant security threats that will exist in early IMS implementations. This is described in the SA3 technical report TR 33.978 [1]. 

This mean that UEs which do not support full IMS security according to TS 33.203 [2], but early IMS security  according to TR 33.978 [1], can not be tested.
The current test cases lack test coverage of inter-working scenarios for the case a UE supports full IMS security while the IMS network only supports early IMS security. 
Discussion

Full IMS security (TS 33.203)

 The key-characteristics for Full IMS security according to 33.102 [2] related to the terminal are:

· Authentication of the subscriber and the network

· Integrity protection of SIP signalling between the UE and the P‑CSCF
· IMS confidentiality protection of SIP signalling messages between the UE and the P‑CSCF (introduced from Rel-6, optional)
Example of successful registration procedure for UE and network supporting full IMS security:
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Early IMS security (TR 33.978)

For Early IMS security according to 33.978 [1] the key-characteristics are:

· Secure binding in the HSS between the public/private user identity (SIP-level identity) and the IP address currently allocated to the user at the GPRS level (bearer/network level identity).

Example of successful registration procedure for UE only supporting early IMS security:
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Inter-working – Early and Full IMS Security scenarios

TR 33.978 also describes some inter-working scenarios (section 6.2.6) for different cases of support of early and full security in the UE and/or in the network. Some of these scenarios could be considered as valid test scenarios. One example of such scenario is the case when a UE supports both early and full IMS security and the network only supports early IMS security:
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Impact on 34.229-1
To enable testing of UEs only supporting early IMS security as specified in TR 33.978 [1] the following need to be changed in 34.229-1:

1. The generic procedures in Annex A need to be updated to also cover the case of early IMS security.

2. The authentication test cases will only be applicable to UEs supporting full IMS security

3. The Registration test cases need to be updated to also cover the early IMS security case or new dedicated test cases need to be developed for this case.  
Conclusion and Proposal
To enable testing of IMS terminals supporting early IMS security according to TR 33.978 it is proposed that the test cases in 34.229-1 are enhanced to enable the test cases to be run with terminals using 3GPP full or early IMS security.

It need also to be considered if inter-working scenarios for UEs supporting full and early IMS security and networks only supporting early security need to be covered by the RAN5 IMS CC test suite.
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