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Introduction
This document contains a draft test case for IMS registration when the UE is equipped with USIM.
1.1
Initial registration using USIM

1.1.1 Definition and applicability
Test to verify that the UE can correctly register to IMS services when equipped with UICC that contains only USIM application. The process consists of discovering the P-CSCF, sending initial registration, authenticating the user and finally subscribing the registration event package for the registered default public user identity.

NOTE: All the references within [ ] shall be renumbered. Thereafter this note shall be removed.

1.1.2 Conformance requirement

If there is an ISIM and a USIM application on a UICC, then the ISIM application shall always be used for IMS authentication, as described in 3GPP TS 33.203 [33.203].

In case the UE is loaded with a UICC that contains the ISIM application, it will be preconfigured with all the necessary parameters to initiate the registration to the IM CN subsystem. These parameters include:

-
the private user identity;

-
one ore more public user identities; and

-
the home network domain name used to address the SIP REGISTER request

In case the UE is loaded with a UICC that does not contain the ISIM application, the UE shall:

-
 generate a private user identity;

-
generate a temporary public user identity; and

-
generate a home network domain name to address the SIP REGISTER request to.

All these three parameters are derived from the IMSI parameter in the USIM, according to the procedures described in 3GPP TS 23.003 [23.003]. If the UICC does not contain the ISIM application, the UE shall derive new values every time the UICC is changed, and shall discard existing values if the UICC is removed.

The temporary public user identity is only used in REGISTER requests, i.e. initial registration, re-registration, mobile-initiated deregistration. After a successful registration, the UE will get the associated public user identities, and the UE may use any of them in subsequent non-REGISTER requests.

The UE shall not reveal to the user the temporary public user identity if the temporary public user identity is barred. The temporary public user identity is not barred if received by the UE in the P-Associated-URI header.

The UE can register a public user identity at any time that a valid PDP context exists. However, the UE shall only initiate a new registration procedure when it has received a final response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.
The UE shall send only the initial REGISTER requests to the port advertised to the UE during the P-CSCF discovery procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, the UE shall send the initial REGISTER request to the SIP default port values as specified in RFC 3261 [3261]. 

A REGISTER request may be protected using a security association, see 3GPP TS 33.203 [33.203], established as a result of an earlier registration. 

The UE shall extract or derive from the UICC a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in 3GPP TS 24.229 [24.229] subclause 5.1.1.1A. A public user identity may be input by the end user.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the Authorization header, with the username field, set to the value of the private user identity;

b)
the From header set to the SIP URI that contains the public user identity to be registered;

c)
the To header set to the SIP URI that contains the public user identity to be registered;

d)
the Contact header set to include SIP URI(s) containing the IP address of the UE in the hostport parameter or FQDN. If the REGISTER request is protected by a security association, the UE shall also include the protected server port value in the hostport parameter;

e)
the Via header containing the IP address or FQDN of the UE in the sent-by field. If the REGISTER request is protected by a security association, the UE shall also include the protected server port value in the sent-by field.

NOTE 1:
If the UE specifies its FQDN in the host parameter in the Contact header and in the sent-by field in the Via header, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

NOTE 2:
The UE associates two ports, a protected client port and a protected server port, with each pair of security association. For details on the selection of the protected port value see 3GPP TS 33.203 [33.203].

f)
the Expires header, or the expires parameter within the Contact header, set to the value of 600 000 seconds as the value desired for the duration of the registration;

NOTE 3:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

g)
a Request-URI set to the SIP URI of the domain name of the home network;

h)
the Security-Client header field set to specify the security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [33.203]. The syntax of the parameters needed for the security association setup is specified in Annex H of 3GPP TS 33.203 [33.203]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [3329]. The UE shall support the HMAC-MD5-96 (RFC 2403 [2403]) and HMAC-SHA-1-96 (RFC 2404 [2404]) IPsec layer algorithms, and shall announce support for them according to the procedures defined in RFC 3329 [3329];

i)
the Supported header containing the option tag "path"; and

j)
if a security association exists, a P-Access-Network-Info header that contains information concerning the access network technology and, if applicable, the cell ID.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in 3GPP TS 24.229 [24.229] subclause 5.1.1.5.1.

Authentication is achieved via the registration and re-registration procedures. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1)
extract the RAND and AUTN parameters;

2)
check the validity of a received authentication challenge, as described in 3GPP TS 33.203 [33.203] i.e. the locally calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN parameter derived from the AUTN part of the challenge must be within the correct range; and

3)
check the existence of the Security-Server header as described in RFC 3329 [3329]. If the header is not present or it does not contain the parameters required for the setup of the set of security associations (see annex H of 3GPP TS 33.203 [33.203]), the UE shall abandon the authentication procedure and send a new REGISTER request with a new Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [33.203];

2)
set up a temporary set of security associations based on the static list and parameters it received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header in the REGISTER request. The UE sets up the temporary set of security associations using the most preferred mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK as the shared key. The UE shall use the parameters received in the Security-Server header to setup the temporary set of security associations. The UE shall set a temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

3)
send another REGISTER request using the temporary set of security associations to protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing the private user identity and the authentication challenge response calculated by the UE using RES and other parameters, as described in RFC 3310 [3310]. The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID of the integrity protected REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

On receiving the 200 (OK) response for the integrity protected REGISTER request, the UE shall:

-
change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

-
use the newly established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE:
In this case, the UE will send requests towards the P-CSCF over the newly established set of security associations. Responses towards the P-CSCF that are sent via UDP will be sent over the newly established set of security associations. Responses towards the P-CSCF that are sent via TCP will be sent over the same set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associations is received from the P-CSCF, the UE shall delete the old set of security associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security associations are completed.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)
store the expiration time of the registration for the public user identities found in the To header value;

b)
store the list of URIs contained in the P-Associated-URI header value. This list contains the URIs that are associated to the registered public user identity;

c)
store as the default public user identity the first URI on the list of URIs present in the P-Associated-URI header;

d)
treat the identity under registration as a barred public user identity, if it is not included in the P-Associated-URI header;
e)
store the list of Service-Route headers contained in the Service-Route header, in order to build a proper preloaded Route header value for new dialogs; and

f)
set the security association lifetime to the longest of either the previously existing security association lifetime (if available), or the lifetime of the just completed registration plus 30 seconds.

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the reg event package for the public user identity registered at the users registrar (S-CSCF) as described in RFC 3680 [3680].

The UE shall use the default public user identiy for subscription to the registration-state event package, if the public user identity that was used for initial registration is a barred public user identity. The UE may use either the default public user identity or the public user identity used for initial registration for the subscription to the registration-state event package, if the initial public user identity that was used for initiaial registratioin is not barred.

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a)
a Request URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the public user identity used for subscription;

b)
a From header set to a SIP URI that contains the public user identity used for subscription;

c)
a To header set to a SIP URI that contains the public user identity used for subscription;

d)
an Event header set to the "reg" event package;

e)
an Expires header set to 600 000 seconds as the value desired for the duration of the subscription; and

f)
a P-Access-Network-Info header that contains information concerning the access network technology and, if applicable, the cell ID.

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request, the UE shall:

-
include the protected server port in the Via header entry relating to the UE; and

-
include the protected server port in any Contact header that is otherwise included.

….

The UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request (except ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone method. This header shall contain information concerning the access network technology and, if applicable, the cell ID.

The UE shall build a proper preloaded Route header value for all new dialogs and standalone transactions. The UE shall build a list of Route header values made out of, in this order, the P-CSCF URI (containing the IP address or the FQDN learnt through the P-CSCF discovery procedures, and the protected port learnt during the registration procedure), and the values received in the Service-Route header saved from the 200 (OK) response to the last registration or re-registration. 

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.

Upon receipt of a NOTIFY request on the dialog which was generated during subscription to the reg event package the UE shall perform the following actions:

-
if a state attribute "active", i.e. registered is received for one or more public user identities, the UE shall store the indicated public user identities as registered;

-
if a state attribute "terminated", i.e. deregistered is received for one or more public user identities, the UE shall store the indicated public user identities as deregistered.

NOTE:
There may be public user identities which are automatically registered within the registrar (S-CSCF) of the user upon registration of one public user identity. Usually these automatically or implicitly registered public user identities belong to the same service profile of the user and they might not be available within the UE. The implicitly registered public user identities may also belong to different service profiles. The here-described procedures provide a different mechanism (to the 200 (OK) response to the REGISTER request) to inform the UE about these automatically registered public user identities.

Reference(s)

3G TS 24.229, clauses 5.1.1.1A, 5.1.1.2, 5.1.1.3, 5.1.1.5.1, 5.1.2.1 and 5.1.2A.1
1.1.3
Test purpose
1.
To verify that UE correctly derives a private user identity, a temporary public user identity and a home network domain name from the IMSI parameter in the USIM, according to the procedures described in 3GPP TS 23.003 [23.003] clause 13; and

2.
To verify that the UE sends a correctly composed initial REGISTER request to S-CSCF via the discovered P-CSCF, according to 3GPP TS 24.229 [24.229] clause 5.1.1.2; and

3.
To verify that after receiving a valid 401 (Unauthorized) response from S-CSCF for the initial REGISTER sent, the UE correctly authenticates itself by sending another REGISTER request with correctly composed Authorization header using AKAv1-MD5 algorithm (as described in RFC 3310 [3310]); and

4.
To verify that the UE announces to support the "ipsec-3gpp" security mechanism together with HMAC-MD5-96 (RFC 2403 [2403]) and HMAC-SHA-1-96 (RFC 2404 [2404]) IPsec layer algorithms according to the procedures defined in RFC 3329 [3329]; and

5.
To verify that the UE supports both the HMAC-MD5-96 (RFC 2403 [2403]) and HMAC-SHA-1-96 (RFC 2404 [2404]) IPsec layer algorithms for integrity protection and uses the one that is preferred by the P-CSCF according to the procedures defined in RFC 3329 [3329]; and
6.
To verify that the UE sets up two pairs of security associations as defined in 3GPP TS 33.203 [33.203] clause 7 and uses those for sending the REGISTER request to authenticate itself and for sending any other subsequent request; and
7.
To verify that after receiving a valid 200 OK response from S-CSCF for the REGISTER sent for authentication, the UE stores the default public user identity and information about barred user identities; and

8.
To verify that after receiving a valid 200 OK response from S-CSCF for the REGISTER sent for authentication, the UE subscribes to the reg event package for the public user identity registered at the users registrar (S-CSCF) as described in RFC 3680 [3680]; and

9.
To verify that the UE uses the default public user identiy for subscription to the registration-state event package, when the public user identity that was used for initial registration is a barred public user identity; and

10.
To verify that the UE uses the stored service route for routing the SUBSCRIBE sent; and
11.
To verify that after receiving a valid 200 OK response from S-CSCF to the SUBSCRIBE sent for registration event package, the UE maintains the generated dialog; and

12.
To verify that after receiving a valid NOTIFY for the registration event package, the UE will update and store the registration state of the indicated public user identities accordingly (as specified in RFC 3680 [3680] clause 5); and
13.
To verify that the UE responds the received valid NOTIFY with 200 OK.
1.1.4
Method of test
Initial conditions

UE contains USIM application on UICC but no ISIM application. UE is not registered to IMS services, but has discovered SS as P-CSCF.
SS is configured with the temporary public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. SS is listening to SIP default port 5060 for both UDP and TCP protocols. SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [33.203] clause 6.1 and RFC 3310 [3310].
Related ICS/IXIT Statement(s)
<To be added>

Test procedure

1
IMS registration is initiated on the UE. SS waits the UE to send an initial REGISTER request.

2
SS responds to the initial REGISTER request with a valid 401 Unauthorized response, headers populated according to the 401 response common message definition.
3
SS waits for the UE to set up a temporary set of security associations and send another REGISTER request, over those security associations.
4
SS responds to the second REGISTER request with valid 200 OK response, sent over the same temporary set of security associations that the UE used for sending the REGISTER request. SS shall populate the headers of the 200 OK response according to the 200 response for REGISTER common message definition.
5
SS waits for the UE to send a SUBSCRIBE request over the newly established security associations.

6
SS responds to the SUBSCRIBE request with a valid 200 OK response, headers populated according to the 200 response for SUBSCRIBE common message definition.
7
SS sends UE a NOTIFY request for the subscribed registration event package. In the request the Request URI, headers and the request body shall be populated according to the NOTIFY common message definition.
8
SS waits for the UE to respond the NOTIFY with 200 OK response.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	UE sends initial registration for IMS services.

	2
	(
	401 Unauthorized
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network.

	3
	(
	REGISTER
	UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials.

	4
	(
	200 OK
	The SS responds with 200 OK.

	5
	(
	SUBSCRIBE
	UE subcribes to its registration event package. 

	6
	(
	200 OK
	The SS responds SUBSCRIBE with 200 OK

	7
	(
	NOTIFY
	The SS sends initial NOTIFY for registration event package, containing full registration state information for the registered public user identity in the XML body 

	8
	(
	200 OK
	The UE responds the NOTIFY with 200 OK


1.1.5 
Test requirements

Step 1: SS shall check that in accordance to the 3GPP TS 24.229 [24.229] clause 5.1.1.2 the UE sends an initial REGISTER request where the Request-URI and the headers have been correctly populated according to the REGISTER common message definition with the following exceptions:

	Header
	Value/remark

	Contact
	SIP URI to indicate an unprotected port selected by the UE

	Security-Verify
	Header must not appear in the request

	Authorization
	Values of nonce and response parameters not to be checked
Values or presence of nc or opaque parameters not to be checked


Step 3: SS shall check that in accordance to the 3GPP TS 24.229 [24.229] clause 5.1.1.5 the UE sends another REGISTER request as follows:

a)
the UE sets up the temporary set of security associations between the ports announced in Security-Client header (UE) in the REGISTER request and Security-Server header (SS) in the 401 Unauthorized response; and

b)
the UE uses the most preferred mechanism and algorithm returned by the SS and supported by the UE for the temporary set of security associations; and

c)
the use uses IK derived from RAND as the shared key for integrity protection for the temporary set of security associations; and

d)
the UE sends the second REGISTER over the temporary set of security associations; and

e) 
the Request-URI and the headers of the REGISTER request have been correctly populated according to the REGISTER common message definition with the following exceptions:

	Header
	Value/remark

	CSeq
	sequence number incremented by one compared to the initial REGISTER request


Step 5: SS shall check that, in accordance to the 3GPP TS 24.229 [24.229] clause 5.1.1.3, the UE sends a SUBSCRIBE request for registration event package over the newly established set of security associations. The request shall have the Request-URI and the headers correctly populated according to the SUBSCRIBE common message definition.
Step 8: SS shall check that, in accordance to the 3GPP TS 24.229 [24.229] and RFC 3265 [3265] clause 3.2.4, the 200 OK response sent by the UE to the NOTIFY, the Status-Line and the headers have been correctly populated according to the 200 response for other request common message definition.

NOTE:
If the UE specifies its FQDN in the host parameter in the Contact header and in the sent-by field in the Via header (within any of the request sent by the UE), then SS has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

Clause numbering depends on applicability. Defined terms should be ordered alphabetically.

Clause numbering depends on applicability. Defined terms should be ordered alphabetically.

