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1 Introduction

The installation and connection of 3G HNBs to the PLMN shall require as little intervention of the operator as possible.  Ideally the HNB shall be preconfigured with a set of parameters that would allow it to initiate a connection procedure terminating with the establishment of the appropriate interfaces between the HNB and the HNB GW that is most suitable for serving it (e.g. the most local, the less loaded, etc.).

It is assumed that multiple HNB GWs will be deployed in the PLMN due to the very large number of expected HNBs.  Such GWs will serve pools of HNBs and will act as a relay between the HNBs and the core network.  It is therefore important that in the HNB installation process the HNB is able to discover the most appropriate HNB GW (with the support of the preconfigured parameters provided to it).  Such discovery process might involve several connection attempts to HNB GW nodes, until the most appropriate HNB GW is selected and a connection to it is established.  Also, the discovery process shall account for cases where the optimum HNB GW is detected but not available due to e.g. overload or failure.  In this case a fall back procedure to the next optimal HNB GW shall be available.

In this document a series of discovery procedures are presented where a HNB tries to discover the optimum HNB GW to connect and to initialize an interface to it.
2 Discussion

The primary factor for a HNB choosing a HNB GW is the geographical location, so that all HNBs in a given geographical area connect to the same HNB GW.  This is because the location identifiers assigned to the HNBs (i.e. LAI for 3G and TAI for LTE) will depend on the HNB GW.  Therefore, allowing HNBs in geographical proximity with each other to connect to the same HNB GW would result in a consistent assignment of location identifiers and therefore in optimised UE mobility.  

A secondary consideration is latency, in order to provide a usable service.
The problem of a HNB connecting to an appropriate HNB GW can be decomposed into two steps:
· Locate service

· Connect to service

A possible approach is that of using a bespoke location service (or provisional gateway) used in order to point the HNB towards the correct HNB GW to use, and this choice procedure is documented further later.

This document first presents the deployment options for the location service, followed by considerations for HNB GW deployment, and finally it looks at the decision-making procedure for pointing to the most appropriate HNB GW.

2.1 Location Service Detection

It is assumed that the HNB is preconfigured with a domain name of the lookup service (or “provisioning gateway”). The actual method of pre-configuration is out of scope for this document.
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Figure 1: HNB GW Discovery with Lookup Service
In figure 1 the HNB GW discovery procedure is shown.  The procedure is made of the following steps:

1) Upon boot, the HNB will first do a DNS lookup for the preconfigured domain name, and then connect to this provisioning server hosting the Lookup Service 
1a)
Optionally a secured tunnel can be established between the HNB and the Lookup Service

2) The HNB delivers a set of information about itself in the Lookup Query. This might include, but is not limited to:
· Unique HNB identity (HNB serial number, eNB ID, etc.)

· And/or an account identifier 

· Visible macro cells list (macro fingerprints)
· Local Area Code (LAC) (if preconfigured in the HNB)

· Any type of alternative location information available (e.g. GSM location)

3) The Lookup Service replies with the details of the HNB GW that most suites the HNB.  More than one HNB GW couls be reported to the HNB so to provide redundancy. The lookup service is able to provide HNB GW(s) details because it  has access to a database that maps account ID and/or HNB identification parameters to the user’s geographical location (based on the address declared by the user), and/or a database that maps the macro cell context reported by the HNB to a geographical area.  
4) The HNB establishes a secured connection with the first available HNB GW from the list of HNB GWs provided by the Lookup Service

In order to cover most cases accurately, both the macro fingerprints and the the HNB IDs (used to retrieve the user’s address) should be used.  Indeed, the macro observations would verify the address information, while if there was no macro coverage, the customer address information is all that the provisioning server has to base its decision on.

In addition, the HNB source IP address could be used to infer network topology information, and if the message exchange included timestamps, the latency could also be discovered.
Based on this information, the provisioning server can decide which HNB GW the HNB should connect to, since each will have an associated geographical area. There should be initially allocated areas which adapt dynamically in order to share load, as some areas may have many more HNBs than others.
As explained above, the provisioning server should also return more than one HNB GW if possible, where one can act as a fallback if the primary gateway has failed or becomes overloaded. This backup HNB GW should be covering a neighbouring or overlapping geographical area.

It would be beneficial to design this protocol securely, amongst other reasons to protect against denial of service attacks. The exchange could be undertaken across TLS in a fashion similar to that specified in the DSL Forum TR-069. Alternatively, an IPsec tunnel could be established and then the exchange undertaken through this, as shown in the above diagram. As a third alternative, a connectionless protocol (UDP) could be used, and the packets could be encrypted/signed in order to verify the participants.  PKI can be used to verify the client to the server and vice versa, for example HNB credentials could be authenticated via X.509 certificates.
3 Conclusions

It is proposed that the problem of HNB GW discovery is discussed and that the above HNB GW discovery principles are agreed by RAN3 as part of [1].
4 References

[1] “Home (e)NodeB”, 3GPP TR R3.020.
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