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1. Introduction

In RAN WG3 #61 a UE Registration procedure for handling of pre-Rel8 UEs was agreed although some details were still under discussion in RAN WG3 #61bis. This procedure enables access control of legacy UEs which is essential for a fast introduction of Femto cells to the market. As UEs starts to support Rel8 functionality the operator networks will need to support both CSG capable (Rel8) terminals and non CSG (pre-Rel8) terminals. The simultaneous support of both CSG and non-CSG terminals will most likely be required during a very long period since a subsidized shift of terminals can be very expensive and a natural shift normally takes many years.
Therefore there is a need to support both non-CSG and CSG terminals in the same network. 

2. Discussion 
The figure 1 below illustrates the case when the 3G HNB registers a specific UE with the HNB-GW. The registration is triggered when the UE attempts to access the 3G HNB for the first time via an initial NAS message (i.e., Location Updating Request).
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Figure 1, UE registration procedure
For the HNB and HNB-GW to interoperate in multivendor scenario it has been agreed that access control for legacy UEs is mandated in the HNB-GW, while access control in HNB is optional. 
Now for the CSG capable (Rel8) terminals access control will be performed, first by the UE itself and then on the network side in MSC/VLR, SGSN [1] so the mechanisms for access control are different depending on the capabilities of the UE. 
The adopted principles of access control for Rel-8 UEs in MSC/VLR, SGSN makes the access control in HNB GW redundant and it would hence be desirable to avoid duplicating the access control data. Furthermore to align with the security concerns raised by SA3 in [2] it is also desirable to avoid requesting IMSI over the air from HNB when possible. Since we need to support both legacy and Rel-8 UEs by the same network nodes there needs to be mechanism to identify which access control mechanism to apply on a specific UE. In the following sections we describe two alternative solutions to address this. 

2.1 Reuse of UE Registration procedure 

If the UE registration procedure should be reused for CSG capable terminals the HNB GW need to have the possibility to distinguish CSG capable terminals from non-CSG capable terminals. This could be enabled using an indication of the UE capabilities, E.g. by adding the "Access stratum release indicator" and/or “UE capability indicator” provided in RRC connection setup and furthermore in the UE registration request message.
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Figure 2, Access Control with both legacy UE and CSG capable UEs - Alternative 1
This enables the HNB to avoid IMSI request for CSG capable (Rel-8) UEs and HNB GW to forward the access control of these UE to Core Network while still performing access control on legacy UEs in HNB GW.

1. A UE tries access to a CSG cell and establishes a RRC connection. The UE could be either a legacy UE attempting to access the CSG cell without any knowledge about it being allowed to access the cell or not, or it could be a CSG capable UE that has the CSG-ID of the CSG cell in its CSG Whitelist. Different UE capabilities, e.g. "Access stratum release indicator" or “UE capability indicator”, are reported to the HNB as part of the RRC Connection establishment procedure.
2. The UE performs an upper layer procedure, e.g. initiates a Location Update and the Initial Layer 3 message, Location Update Request in this case, is sent to the HNB using RRC protocol mechanisms.
3. The HNB uses UE capabilities received in step 1 to determine action to take.
a. If indication that UE supports the CSG concept, the HNB initiates the UE Registration procedure and includes the indication about UE capabilities. I.e. the HNB could refrain from performing the Identity request procedure (step 3 in figure 1) to avoid that the UE IMSI is sent in clear over the air for higher security. 
b. If legacy UE, I.e. no support for the CSG concept, the HNB acts as in figure 1. The HNB should include the indication about UE capabilities in the UE Registration request message.
4. The UE registration message is sent to HNB GW including the indication about UE capabilities.
5. The HNB GW uses the indication about UE capabilities to determine action to take.
a. If indication that UE supports the CSG concept, the HNB GW accepts the registration and defers access control to the CN.
b. If legacy UE, I.e. no support for the CSG concept, the HNB GW acts as in figure 2 and performs access control using IMSI and information about allowed IMSIs for the used HNB.
6. UE Registration Accept message is sent to HNB (for a legacy UE the registration could be rejected as well)
7. The initial UE message including the CSG identity for the HNB is sent to the HNB GW and forwarded to CN.
8. 8-13. the sequence could continue as exemplified. 

2.2 Access control without the use of UE Registration procedure
An alternative solution is that the HNB check the "Access stratum release indicator" and/or “UE capability indicator” provided in RRC connection setup to take decision on whether to initiate UE registration or perform access control using the Connect message including the RANAP Initial UE message. A separate call flow on this alternative is provided in Figure 3, below.
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Figure 3, Access Control with both legacy UE and CSG capable UEs - Alternative 2
Step 1 and 2 are same as in alternative 1. The difference is how the HNB acts in step 3.
3. The HNB uses UE capabilities received in step 1 to determine action to take.
a.  
If UE indicates supports of the CSG concept, the HNB continues without any special action and defers the access control to the CN, without requesting IMSI over the air and without triggering UE registration procedure. The Connect message could then be seen as an implicit registration in the HNB GW. 
b.  
If legacy UE, I.e. No support for the CSG concept, the HNB acts as in figure 2. 
4. Connect message with initial UE message embedded sent to HNB GW, the HNB GW could see this as an implicit registration.
Step 5 to 10 could continue as exemplified. 
3. Conclusion and Proposal 
This contribution has presented two alternative mechanisms for handling access control of both CSG and non-CSG UEs. Both alternatives avoid IMSI request in clear over the air for CSG UEs. It is proposed to agree to specify that HNB shall not request IMSI for CSG UEs and to discuss the two alternative solutions for access control signaling between towards HNB GW and CN.
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