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1 Introduction 
In the text proposal R3-082733 [1, section 5.1.1.3 describes the method for the HNB-GW to re-direct the HNB to register with another HNB-GW.  As currently proposed in 5.1.1.3, it is possible for the HNB-GW to re-direct only the HNB-GW TNL/RNL layer functionality without the ability to re-direct the IPsec security layer to a new SeGW access point.  This contribution provides reasons why the HNB-GW controlled redirection should support redirection of the whole Iuh interface rather than just the TNL/RNL layers of the interface. 
2 Discussion
The HNB UTRAN Architecture described in the approved 3G HNB Feasibilty Study [2] and shown in Figure 1 shows a single HNB-GW function that terminates all layers of the Iuh interface.  
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Figure 1

This figure shows a logical HNB-GW function and leaves it to product implementation as to how the control plane, user plane, and security plane features of the Iuh interface are implemented on physical platforms.  In particular, the SeGW function that terminates the IPsec layers of the Iuh interface may be integrated within a HNB-GW implementation or it may be external to the HNB-GW TNL/RNL layer implementation.  The physical implementation of HNB-GW and the SeGW function is not normally dictated by standards and there is no reason to change that principle for the HNB access network architecture.
The following analysis discusses the need for supporting the redirection of the entire Iuh interface and not just the RNL/TNL layers:
1. In [1], section 5.1.1.4 describes a second method where the HNB may be redirected to another HNB-GW.  This second method defines redirection to include the full Iuh interface including the means to redirect the IPsec tunnel.  The support of IPsec tunnel redirection in section 5.1.1.4 supports the argument that the ability to redirect the IPsec tunnel at the same time as redirecting the HNB-GW TNL/RNL layer is considered to be a functional requirement for HNB operation. The same functional requirements for HNB operation are applicable when redirection is triggered by the HNB-GW and as a result the principles of redirection should be uniformly applied whether done via HNB O&M or HNB-GW.
2. For HNB-GWs with internal SeGW, if the IPsec tunnel cannot be redirected at the same time as the HNB-GW TNL/RNL layer (i.e. redirect the whole interface), then the HNB-GW is precluded from using the HNB-GW controlled redirection for internal load balancing unless the HNB-GW inserts an internal IP network to route between SeGW functions and HNB-GW TNL/RNL layer functions.  It also precludes the HNB-GW from load balancing the SeGW function using the redirection method.
3. For HNB-GWs with external SeGWs, Figure 1 does not preclude the implementation of some HNB-GW TNL/RNL functions on the external SeGW.  Supporting SeGW redirection at the same time as the HNB-GW TNL/RNL layer redirection allows the redirection to be coordinated between the HNB-GW TNL/RNL functions residing on the HNB-GW and the HNB-GW TNL/RNL functions residing on the SeGW.  The restriction on the redirection of the IPsec tunnel again imposes unnecessary restrictions on the functions that could be co-located with the external SeGW.

4. There seems to be an assumption that the capacity of an external SeGW is greater than the capacity of the HNB-GW TNL/RNL functions; hence, the thought that redirection should be supported “between a cluster of HNB-GWs behind the same SeGW.”  This assumption does not address the case where the capacity of the HNB-GW TNL/RNL functions is greater than the capacity of a SeGW and re-direction for load balancing of the HNB-GW TNL/RNL should also support the load balancing of the resources consumed on the external SeGW.

Potential functional implications when IPsec tunnel is redirected
1. Since the HNB operates over the Internet on unreliable home power, temporary Internet or power issues may result in the temporary disconnection of the IPsec tunnel.

2. Any time the HNB disconnects the existing IPsec tunnel and re-establishes the IPsec tunnel, the HNB may be assigned a new IP address by the SeGW. As a result, the HNB will need to re-attach to the serving HNB O&M system (for e.g. to update the newly assigned IP address of the HNB in the HNB O&M system). This re-attach upon reestablishment of secure tunnel is required independent of whether the IPsec tunnel reestablishment is to the same SeGW or a different SeGW.

3. The redirection mechanism specified in section 5.1.1.4 of [1], must take into account the re-establishment of IPsec tunnel and the resulting implication on the HNB and HNB O&M. Whether the IPsec tunnel re-direction is triggered by the HNB-GW or the mechanism in section 5.1.1.4, the same behaviour and implication applies.
4. It is also proposed in [1], that the HNB O&M may optionally connect to the HNB O&M directly, using SSL for secure communication, without traversing the IPsec tunnel and SeGW.  In this mode of operation, the SeGW is used exclusively for the purposes of connecting the HNB to the HNB-GW and hence IPsec tunnel redirection does not affect at all the direct SSL connection between the HNB and the HNB O&M.  
This analysis shows there are several use cases that require the Iuh interface to be redirected in whole.  The requirement to support full Iuh interface redirection is not in dispute since it is a supported operation in [1]
3 Proposal

It is proposed that all HNB-GW redirection methods support the redirection of the full Iuh interface and that this proposal be reflected in appropriate sections of the HNB Stage 2 specification TS 25.467 [3].
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