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Introduction
The LS (R2-1706161) was sent to SA3 to ask whether the Counter Check procedure is needed if integrity protection is supported for DRB. Even if the answer from SA3 is No, considering that the function of integrity protection is optionally enabled, the Counter Check procedure is still needed for the case that integrity protection of whole UP data is disabled, or for those DRBs without integrity protection.
Observation1: Considering that integrity protection is optionally enabled, the Counter Check procedure is needed for the case that integrity protection of whole UP data is disabled, or for those DRBs without integrity protection.
Counter check procedure is used optionally by E-UTRAN to periodically perform a local authentication, i.e. the UE is requested to check if, for each DRB, the most significant bits of the COUNT value can match the values indicated by E-UTRAN.
In LTE DC, SeNB initiated counter check procedure is used to perform verification of the value of PDCP COUNTs associated with SCG bearers as shown below:


Figure 1: Legacy LTE DC Counter Check Procedure
Assuming that the same counter check procedure is adopted for EN-DC, i.e. SgNB triggers counter check and sends the PDCP COUNT values of all SCG (split) bearers to MeNB, MeNB may not be able to understand the content of COUNT CHECK REQUEST message from SgNB, since the PDCP COUNT values of SCG (split) bearers may be different from MeNB. It is also possible that MeNB has offloaded even total data to SgNB, then counter check procedure may not be triggered by MeNB itself for long time, thus the risk for COUNT –Desync on SgNB side arises.
Observation2: MeNB may not be able to understand the content of COUNT CHECK REQUEST message from SgNB, since the PDCP COUNT values of SCG (split) bearers may be different from MeNB.
Observation3: By relying on MeNB triggering counter check procedure, the risk for COUNT –Desync on SgNB side arises.
Hence, it is worth considering enhancing counter check procedure for EN-DC, in order to solve above issues.
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[bookmark: _GoBack]For EN-DC, direct SCG SRB was introduced:
· UE can be configured with an SCG SRB to allow SN RRC messages to be sent directly between UE and SN.
· For SN RRC reconfigurations not requiring any coordination with MN then SN RRC messages can be transported directly to the UE (or eNB implementation can be deliver it embedded within a MN RRC message)
Technically SgNB can independently perform the counter check procedure with UE. For example, similar counter check procedure as LTE is adopted, i.e. SgNB triggers counter check procedure (if the PDCP COUNT value of any SCG (split) bearer reaches a pre-defined value) and sends count check request message, including all PDCP COUNT values of all SCG (split) bearers to UE, UE replies SgNB directly with the count check response message, including the PDCP COUNT value checking results, then SgNB transfers the results to MeNB in a understandable format, only when counter check failure is detected.
An example of independent SN initiated counter check procedure is shown in Figure 2.


Figure 2: Example of independent SN initiated Counter Check Procedure
Based on above analysis, we propose that the counter check procedure can be initiated by MN and SN independently in EN-DC or other MR-DC, and SN initiated count check request message and the response message from UE should be allowed to transfer over SCG SRB.
Proposal 1: In MR-DC, the counter check procedure can be initiated by MN and SN independently.
Proposal 2: The counter check procedure over SCG SRB should be allowed.
In the procedure of Figure 2, the SgNB only needs to report the Counter Check results to MN only if PDCP COUNT check failure is detected, otherwise SgNB doesn't report anything to MN.
Proposal 3: SN reports Counter Check results to MN only if Counter Check failure is detected.
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Whenever PDCP COUNT value check failure is detected, SN can initiate SN release or another dedicated procedure, with new indication about “PDCP COUNT check failure”, based on which MN takes further actions.
Proposal 4: Once counter check failure is detected in SN, one SN release required or other dedicated message should be sent to MN, with the cause value for counter check failure.
Conclusion
Observation1: Considering that integrity protection is optionally enabled, the Counter Check procedure is needed for the case that integrity protection of whole UP data is disabled, or for those DRBs without integrity protection.
Observation2: MeNB may not be able to understand the content of COUNT CHECK REQUEST message from SgNB, since the PDCP COUNT values of SCG (split) bearers may be different from MeNB.
Observation3: By relying on MeNB triggering counter check procedure, the risk for COUNT –Desync on SgNB side arises.
Proposal 1: In MR-DC, the counter check procedure can be initiated by MN and SN independently.
Proposal 2: The counter check procedure over SCG SRB should be allowed.
Proposal 3: SN reports Counter Check results to MN only if Counter Check failure is detected.
Proposal 4: Once counter check failure is detected in SN, one SN release required or other dedicated message should be sent to MN, with the cause value for counter check failure
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