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1. Overall Description:

SA2 would like to thank SA3 for the LS (S2-166776/ S3-161968) on “state of SA3 discussions on NG security architecture”.
1. Question to SA2: 

What are the architecture impacts if there were an option to provide e2e UP security between UE and UPF in the home network as part of  NextGen architecture?
SA2 answer:
a. Providing UP ciphering in an UPF  in NGC may impact UP header compression (e.g. NGC is responsible of any UP header compression or UP header compression cannot apply). SA2 suggests discussing the impact of SA3 proposed solutions with RAN.
b. Providing UP security in HPLMN means the VPLMN may need for any PDU session to receive the necessary information from the HPLMN to fulfil its potential legal obligation (LI and RD) 

c. Providing UP security in NGC would require an interface between the Network Function hosting the SEAF/SCMF and SMF (both located in the PLMN where UP security is enforced).
d. Providing UP security in HPLMN means an interface between SMF and the Network Function holding the SEAF/SCMF functionality (unless collocated) in HPLMN. This may mean that there are 2 SEAF: one in VPLMN (that starts the authentication for the UE to be able to register to an AMF) and another one in HPLMN.

e. Providing UP security in NGC may imply another negotiation of security algorithms (between the UE and the network) beyond the negotiation of security algorithm done at UE registration to an AMF.

Whether ciphering the user plane between the UE and  an UPF in NGC impacts the RAN ability to apply policies requires further study.

2. Questions to SA2: Simultaneous attachment to slices and relation to AMF
· Is there one AMF for all slices the UE is connected to (at a given point in time), or can there be multiple instances of AMFs the UE is connected to (at a given point in time)? 
· In particular, can the following case occur: slices 1 to 3 are available using AMF1, but slices 4 and 5 are not available to AMF1, but only to AMF2, so that a UE that wants to attach to all slices 1 to 5 needs to connect to both, AMF1 and AMF2, at the same time?
· Or is it so that each slice is associated with an instance of an AMF dedicated to that slice (as claimed in some contributions to SA3#85)? 

SA2 answer:
Regardless of the number of slices serving an UE there is an unique AMF serving an UE on a given access at any given time. This is described in 23.799 § 8. « A UE may access multiple slices simultaneously via a single RAN. In such case, those slices share some control plane functions, e.g. MMF, AUF.  »

A UE is never connected simultaneously to two AMFs over a given access.

In the example of SA3 question, if such scenario were to exist, the UE would either be connected to slices 1 and 3 via AMF1, or to slices 4 and 5 via AMF2, and never to both. If an operator wants to allow a UE to access to all slices, it would need to configure an AMF instance to allow access to slices 1 to 5.
When a UE is simultaneously connected to the same NGC network over 3GPP access and non-3GPP access, the UE is served by a single AMF. 

NOTE 1: The way to route over multiple accesses to the same AMF will be defined in the normative phase.

NOTE 2: The scenario that a UE is roaming and connected over different PLMN will be considered during the normative phase.
3. Questions to SA2: Attachment to one slice after the other and relation to AMF

· Can the UE always connect to all of the UEs permitted slices using one AMF or is it sometimes necessary to move the UE to another AMF so it can connect to a particular slice (e.g. can it happen that a UE attaches to a slice under control of AMF 1 and later wants to or needs to attach to a slice not under control of AMF 1, such that there is move in AMF)?

SA2 answer:
Such scenarios are still under being discussed in SA2 
4. Questions to SA2: Moving between AMFs and impact on attachment to slices

· SA3 assumes that a UE can move from one AMF to another AMF over time (similar to a UE moving between MMEs in LTE). What happens to the assocations between the source AMF and the slices the UE is attached to? Will the target AMF always be able to provide the mobility management for all these slices?

SA2 answer:
UE move from one AMF to another AMF (similar to a UE moving between MMEs in LTE) has not been extensively discussed in SA2 (there is no corresponding documented agreement).The AMF the UE is assigned to is expected to be able to handle all the slices a UE is attached to. 

5. Questions to SA2: SA3 would like to point out that the acronym "AMF" (Authentication Management Field) has been in use in 3GPP TS 33.102 since Rel-99. SA3 kindly asks SA2 to consider finding a different acronym for the Access and Mobility Management Function. 

SA2 answer:
SA2 has decided to postpone the discussion on a potential change to the name “AMF” by another  acronym” 

6. Question to SA2: 


There may be a dependency of this topic on an open question related to the security of network slicing: 

· should there be a single authentication with key establishment even when the UE attaches to multiple slices, or 

· could there be a primary authentication with key establishment run by the MNO and a secondary authentication with key establishment run by a third party that is a tenant of a slice such that the key resulting from the secondary authentication is used in that slice? 

If the second bullet is a possibility then this may also necessitate replicas of SEAF and SCMF in the slices.  

SA2 answer: 
SA2 has only discussed and concluded on 
· An authentication associated with key establishment may be performed to allow the UE to access to NGC independently of the UE being connected to a single or multiple slices. This applies in all cases. 
· an optional secondary authentication and authorization of the UE run by a Third party and performed via the SMF is possible. No associated key establishment mechanism has been discussed as it is assumed that for this release there is trust between the PLMN and the Third party. SA2 assumes that it is under SA3 responsibility to define how authentication is supported. 
7. Questions to SA2: What are the architecture impacts if there were an option to provide e2e encryption and e2e integrity protection between UE and UPF in the visited core network as part of the NextGen architecture?

SA2 answer: Please refer to the answer to Q1
A joint conference call could be organized in the second half of January for experts of relevant groups to discuss these points.
2. Actions:

To SA3 group.

ACTION: 
Please take into account the answers provided above
To RAN2 and RAN3 groups.

ACTION: 
Please provide any feedback 
3. Date of Next TSG-SA2 Meetings:

SA2 Meeting #118-BIS 
16th - 20th January 2017
Spokane (US)
SA2 Meeting #119
13th - 17th February 2017  
Dubrovnik (HR)
