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1. introduction

The Security area of Rel5 IP transport option has not been making any progress ever since the Liaison Statement was sent to SA3. This is due to the missing reply to the sent LS. In the following there is an excerpt from the most recent WI status report.

Security (  6.12, 7.11 ) 
Study area started. RAN3 waits for SA3 response on security aspects – the remaining work depends on SA3 answer.

As the IP Transport Work Item is soon coming to its end, RAN WG3 should start proper actions in order to get SA3 involved in the security aspect of the WI. The most immediate action should be to send a new LS to SA3. Attached to this LS is a draft LS to SA3.

2. Discussion

It is to be decided urgently within RAN WG3 if the security features of Transport Network Layer of Rel5 IP UTRAN are something to be standardised as part of the Rel5 IP transport WI. In earlier UTRAN Releases all aspects of TNL security have been excluded from the 3GPP specifications. Before making the decision, the view of TSG-SA WG3 is needed.

If it is seen necessary to have a set of security capabilities in the TNL then this set should be standardised as part of the Rel5 IP transport option. This is in order to ensure multivendor compatibility.

2.1 Security considerations

One motivation for the IP transport option in Rel5 UTRAN is to allow the UMTS operators to have homogenous network and network management environments in which to run their UMTS networks. In this scenario there is the implication of the possibility that the same IP network would be used for other purposes as well. 

At the same time it is reasonable to assume that the IP network that is used for UTRAN/UMTS is a well-managed network, not only from the QoS viewpoint but also from the access and security viewpoint. That is, the operator is to have knowledge/access control of the hosts and other networks that have access to its physical/virtual IP network and traffic there. There are various ways of building this IP network. For example an operator may build it from the scratch by investing in routers and transmission or it can lease it as a Virtual Private Network from some IP network operator. In leased networks the security requirements are higher than in operator's own IP network. From the UMTS operator's viewpoint the leased network is an external network; it cannot trust the IP provider and other users of the same physical network. As a result operator may need to encrypt all traffic traversing the leased network. Although the UMTS operator's network may be difficult to get in from outside, it is also needed to consider data protection because of internal threats. In most cases the realisation of internal threats is more likely than of external ones. 
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Figure 1.  UTRAN in an operator's IP infrastucture – Logical view.

Considering the further work on IP transport security in RAN WG3 there are two aspects to be considered. 

1) Is it safe to assume that UMTS operator's IP infrastructure that is used for IP transport of Rel5 UTRAN is controlled and well managed from the security viewpoint? 

2) Irrespective of the level of control and management in IP network in question, is there still a need for inbuilt security in Rel5 IP UTRAN Transport Network Layer specifications?

The answer to the first question may well be obtained within RAN WG3 while the opinion of TSG-SA WG3 is needed on the second question.

Then, depending on the view of SA3 and on the answer to the first  question above, the needed level of security to be standardised as part of Rel5 IP transport option can be evaluated.

Alternative levels of TNL security in Rel5 UTRAN may involve e.g., the following.

· Authentication between peer UTRAN nodes when using IPSec (two IPSec peers need to be authenticated when the communication between them is starting)

· Authentication and Encryption of all UTRAN Control plane (NBAP, RNSAP, RANAP) and Management plane messages

· Authentication and encryption of some of the messages/procedures in UTRAN Control plane and Management plane, involving e.g., secured transport of ciphering keys in Iu.

· Authentication and encryption of all UTRAN traffic in all interfaces

It is noted here that the assumption is that any security measures to be included in the Rel5 UTRAN transport specifications are based on IP Security Architecture (IPSec) [1].

3. conclusion and proposal

As a conslusion RAN WG3 should send a Liaison Statement to TSG-SA WG3, urgently asking their view on the need for any security features in Rel5 IP transport specifications. Moreover, RAN WG3 should ask the view of SA3 on the level of these security features.

At the same time RAN WG3 needs to evaluate the nature of IP networks/networking infrastucture to be used in Rel5 IP UTRANs. Operators' view is considered the most valuable input in this evaluation.

Then RAN WG3 needs to agree on the level of security that is to be included in Rel5 UTRAN TNL specifications and the means of providing it.

The proposed Liaison Statement to SA3 is in the associated Tdoc R3-01####. The next SA3 meeting takes place on 27.-30. of November.
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