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1 Introduction

Security Threats and Security Operation in IP networks are described in the TR [1]. 

2 Description

The traffic between the UE and the RNC is encrypted on the RNL. 

The control plane for IP UTRAN is using SCTP and SCTP includes a cookie exchange to prevent unauthorised connections to be set up at transport level [1].

The following are not protected: RANAP, RNSAP and NBAP IEs, Iu user plane, Iub/Iur FP control frames.

So far in R99/R4 the UTRAN has been regarded as a closed environment, not needing any additional protection.

3 SA3 status on Network Domain Security

The 3G Security Architecture is described in [2] and the concept of Network Domain Security (NDS) is defined. In TS 33.210 [3] SA3 is in the process of specifying the security architecture for the UMTS network domain IP based control plane. The scope is however only to cover the control signalling in the UMTS core network. The scope included from the beginning also Iu and Iur, but that was removed during 3GPP TSG SA WG3 NDS ad hoc in Madrid, Spain 23-24 April 2001. 

SA3 expect that security for Iu/Iur will not make it until R6 [4] [5].

4 Conclusion

For the time being SA3 has excluded Iu and Iur from their R5 release of the Network Domain Security [3]. For R99/R4 the security protection measures taken have been regarded as sufficient as UTRAN has been regarded as a closed environment. The IP UTRAN should also be regarded as a closed environment in R5.

5 Proposals

1. Add the following statements in the IP UTRAN TR [1] in section 7.11:
It is assumed that the IP UTRAN is a closed environment in R5 and do not need to have more security features than what is provided for the ATM option in R99/R4. IP security is an issue for further study in later releases.

2. Send an LS to SA3 and ask them to confirm the proposed working assumption.
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