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1. Introduction

IP transport on UTRAN interfaces provides greater flexibility for operators to build their transport network. As the transport network can be more open with more options to implement it, new security considerations can be relevant.

The general objective and requirements for security for 3G systems are defined by SA3. A classification of threats and requirements is given in [1]. This paper considers this analysis from SA3 and its application to IP networks.

Finally, this paper presents some IP Security considerations, related to architecture, standards and common solutions.

The intent is not to require these solutions for the IP transport Work Item, but to mention existing solutions that can fulfil the security requirements for IP Transport networks. No additional security function is identified to be necessary up to now. The security solution may be up to the operator or to the vendor.

2. Security Threats

[1] classifies between threats associated to the air interface, to the UE or to other part of the network. For the last ones, the identified threats are the following:

· Unauthorised access to data: traffic eavesdropping, receiver masquerading, unauthorised access to stored data, traffic flow analysis.

· Threats to integrity: manipulation of stored data, traffic or network elements by masquerading or any other way.

· Denial of service: physical or protocol intervention, abuse of emergency services.

· Repudiation: of charge, of traffic origin or delivery.

· Unauthorised access to services: by masquerading or misusing privileges or services.

Recent stories have shown that the rapid development of Internet brings some security issues specific to IP network equipment and technology. IP networks are certainly more sensitive to unauthorised access because of the wide deployment of internet technologies. 

Some protocol weaknesses have been identified for a long time in IP protocols. For instance, TCP protocol is sensitive to Denial of Service attacks, because it may initiate many connection establishment procedures, without authenticating the originator.

3. Security Operation in IP networks

3.1. IPSec architectures

In IETF, security is a whole area of work, in which one group focuses especially on security architecture and IPSec protocol suite [2]. IPSec is a protocol providing authentication and integrity protection in two different architectures:

· Security provisioning end-to-end between hosts: this solution puts the complexity into the hosts;

· Gateway to gateway: IPSec is terminated in intermediate nodes (routers) that protect the data in a sub-part of the network that may be insecure.

When the security is provided from host to host, two modes are possible:

· Transport mode, in which integrity and authentication cover only transport protocol (above IP) and higher protocols.

· Tunnel mode, in which the IP header is also protected. That mode needs a second IP header to be present to allow routing.

The tunnel mode is the only possible solution for gateway to gateway architecture.

Both modes cause additional overhead per IP packet.

IPSec is a separate protocol in IPv4 but is fully integrated in IPv6. However its use is optional in IPv6. It is possible to provide security to IPv6 hosts without using IPSec in the hosts, for instance with gateway to gateway tunnel mode.

IPSec architecture assumes the existence of a Key management system. That system can be manually administered or controlled by IETF protocols like, ISAKMP. 

3.2. SCTP Security features

SCTP (Stream Control Transmission Protocol) has been designed to transport signalling and control data on top of IP. It delivers a reliable transport service, like TCP. But it brings also some additional features.

It incorporates a cookie exchange mechanism at connection establishment. That procedure was explicitly designed to prevent unauthorised connections to be set up at transport level.

3.3. Firewalls and other systems

Beyond standard protocols and architecture defined by IETF, constructors have proposed their own security features in boxes often called “Firewalls”. They most often implement standard security solutions but they also incorporate additional functions.

This kind of equipment is mainly dependent on the State of the Art of any kind of security experts. The decision to use it is out of the scope of UMTS standardisation.

4. Conclusion

IP network and IP protocols present specific characteristics related to security:

· They have some weaknesses to protocol failures or threats due to wide deployment and knowledge of IP technology.

· They bring also specific solutions with a great flexibility of choice and deployment.

Security shall probably be considered when designing the IP Transport in UTRAN. It should be discussed to which extent security solutions should be part of IP Transport standardisation. 

However it is not clear that all security functions require to be standardised in UTRAN Network Elements. Implementation of security protection may be up to vendors and operators.
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