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[bookmark: _Toc517264659]8.3.4	CP alternatives for architecture 1a
In architecture 1a, the UE’s and the MT’s UP and RRC traffic can be protected via PDCP over the wireless backhaul. A mechanism has to be defined to also protect F1-AP traffic over the wireless backhaul.
The following four alternatives can be considered. Other alternatives are not precluded.



Figure 8.3.4- 1: Example for alternative 1 of architecture 1a. 1a: UE’s RRC, 1b: MT’s RRC, 1c: DU’s F1-AP 
Alternative 1: 

Figure 8.3.4-1 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 1. In these examples, the adaptation layer is placed on top of RLC. On the IAB-node’s access link, the adaptation layer may or may not be included. The example does not preclude other options. This alternative has the following main features:


· The UE’s and the MT’s RRC are carried over SRB. 
· On the UE’s or MT’s access link, the SRB uses an RLC-channel. 
· On the wireless backhaul links, the SRB’s PDCP layer is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.
· The DU’s F1-AP is encapsulated in RRC of the collocated MT. F1-AP is therefore protected by the PDCP of the underlying SRB. 
· Within the IAB-donor, the baseline is to use native F1-C stack (see section 9).



Figure 8.3.4 - 2: Example for alternative 2 of architecture 1a. 2a: UE’s RRC, 2b: MT’s RRC, 2c: DU’s F1-AP
Alternative 2: 

Figure 8.3.4 - 2 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 2. In these examples, the adaptation layer resides on top of RLC. On the IAB-node’s access link, the adaptation layer may or may not be included. The example does not preclude other options. This alternative has the following main features:

· The UE’s and the MT’s RRC are carried over SRB. 
· On the UE’s or MT’s access link, the SRB uses an RLC-channel. 
· On the wireless backhaul link, the PDCP of the RRC’s SRB is encapsulated into F1-AP. 
· The DU’s F1-AP is carried over an SRB of the collocated MT. F1-AP is protected by this SRB’s PDCP. 
· On the wireless backhaul links, the PDCP of the F1-AP’s SRB is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.
· Within the IAB-donor, the baseline is to use native F1-C stack (see section 9)



Figure 8.3.4 - 3: Example for alternative 3 of architecture 1a. 3a: UE’s RRC, 3b: MT’s RRC, 3c: DU’s F1-AP

Alternative 3: 

Figure 8.3.4 - 3 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 3. In these examples, the adaptation layer resides on top of RLC. On the IAB-node’s access link, the adaptation layer may or may not be included. The example does not preclude other options. This alternative has the following main features:

· The UE’s and the MT’s RRC are carried over SRB. 
· On the UE’s or MT’s access link, the RRC’s SRB uses an RLC-channel. On the wireless backhaul links, the SRB’s PDCP layer is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.
· The DU’s F1-AP is also carried over an SRB of the collocated MT. F1-AP is protected by this SRB’s PDCP. 
· On the wireless backhaul links, the PDCP of the SRB is also carried over RLC-channels with adaptation layer. 
· Within the IAB-donor, the baseline is to use native F1-C stack (see section 9).



Figure 8.3.4 - 4: Example for alternative 4 of architecture 1a. 1a: UE’s RRC, 1b: MT’s RRC, 1c: DU’s F1-AP 
Alternative 4: 

Figure 8.3.4 - 4 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 4. In these examples, the adaptation layer resides on top of RLC and carries an IP-layer as discussed in section 8.2.2. This alternative has the following main features:

· The IP-layer carried by adapt is connected to the fronthaul’s IP-plane through a routing function at the IAB-donor DU. On this IP-layer, all IAB-nodes hold IP-addresses, which are routable from the IAB-donor CU-CP.
· The extended IP-plane allows native F1-C to be used between IAB-node DU and IAB-donor CU-DP. Signalling traffic can be prioritized on this IP routing plane using DSCP markings in compliance with TS 38.474. 
· F1-C is protected via NDS, e.g. via D-TLS, as established by S3-181838.
· The UE’s and the MT’s RRC use SRB, which is carried over F1-C in compliance with TS 38.470. 



Figure 8.3.4- X: Example for alternative Y of architecture 1a. Ya: UE’s RRC, Yb: MT’s RRC, Yc: DU’s F1-AP 
Alternative 5: 

Figure 8.3.4-X shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative Y. In these examples, the adaptation layer is placed on top of RLC. On the IAB-node’s access link, the adaptation layer may or may not be included. The example does not preclude other options. This alternative has the following main features:
· The UE’s and the MT’s RRC are carried over SRB. 
· On the UE’s or MT’s access link, the SRB uses an RLC-channel. 
· On the wireless backhaul links, the SRB’s PDCP layer is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.
· The DU’s F1-AP is carried over a DRB. F1-AP is therefore protected by this DRB’s PDCP. 
· Within the IAB-donor, the baseline is to use native F1-U stack. The DU’s F1-AP is carried over E1 interface.

Summary:
For Encapsulation (for relaying RRC messages):
· Without F1-AP Encapsulation: The IAB node doesn’t use F1-AP to carry UE’s RRC/MT’s RRC. The IAB node maps UE’s RRC/MT’s RRC directly on RLC-channels
· Using F1-AP Encapsulation: The IAB node uses F1-AP to carry UE’s RRC/MT’s RRC. The IAB node encapsulates UE’s RRC/MT’s RRC with F1-AP RRC message containers 
· Using F1-AP Encapsulation with SCTP/IP: The IAB node uses F1-AP to carry UE’s RRC/MT’s RRC. In addition, the IAB node uses SCTP/IP for adaptation layer.

For Using DRB or SRB for transmission of CP signaling (F1-AP mapping on PDCP entity):
· Encapsulated in RRC of the collocated MT: The IAB node encapsulates DU’s F1-AP. F1-AP is protected by the PDCP of the underlying SRB.
· Carried via SRB: The IAB node uses another SRB to carry DU’s F1-AP without encapsulation in RRC
· Carried over native F1-C: The IAB node uses native F1-C format to carry DU’s F1-AP
· Carried over DRB: The IAB node uses a DRB to carry DU’s F1-AP.

For Security of F1-AP:
· Via PDCP: F1-AP is protected by the PDCP
· Via DTLS: F1-AP is protected by the DTLS

The comparison analysis of the five CP alternatives are provided in the Table 8.3.4-x. More comparison aspects are not excluded.
[bookmark: _Ref516822488]
Table 8.3.4-x. Comparison of the five CP alternatives of architecture 1a. 
	Comparison aspects
	Alt 1
	Alt 2
	Alt 3
	Alt 4
	Alt Y
	Comparison analysis

	Transport for CP signaling on wireless plane
	UE/IAB-MT’s RRC
	SRB in access link, SRB over RLC channel in backhaul links
	Same as alt 1
	Same as alt 1
	Same as alt 1
	Same as alt 1
	SRB is recommended to carry UE/IAB-MT’s RRC signaling in all the alternatives.
[TBD for IAB DU’s F1AP]

	
	IAB-DU’s F1AP 
	SRB of collocated MT
	Same as alt 1
	Same as alt 1
	DRB
	[TBD]
	

	Encapsulation 
	UE/IAB-MT’s RRC
	Within PDCP but without encapsulation in F1-AP of serving IAB node
	Within  PDCP and F1-AP of serving IAB node
	Same as alt 1
	Same as alt 2
	Same with alt 1
	[TBD]

	
	IAB-DU’s F1AP
	Within RRC of collocated MT
	Within PDCP of collocated MT
	Same as Alt 2
	Within DTLS/SCTP/IP above RLC channel
	Within PDCP of collocated MT
	[TBD]

	Security of F1AP
	Protected by PDCP 
	Same as alt 1
	Same as alt 1
	Protected by DTLS
	Protected by PDCP
	[TBD]

	Routing of control plane PDUs
	Adaptation layer is responsible for routing
	Same as alt 1
	Same as alt 1
	Same as alt 1
	Same as alt 1
	In all alternatives, the adaptation layer is used for routing.

	Impact to IAB donor
	Native F1-C as baseline
	Same as alt 1
	Same as alt 1
	[TBD]
	Native F1-C over E1
	[TBD]
The detailed impact on native F1-AP needs further study.
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