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1. Introduction

RAN2 sent an LS to RAN3 in last meeting, suggesting that it should be supported to perform periodical RNAU procedure without relocating the UE context. In this contribution, we analyse a few feasible solutions to support this feature and ask RAN3 to choose one option.
2. Discussion
In last RAN3 meeting, an LS is received from RAN2 citing an agreement [1]:
RAN2 preference for RAN3 to support RNAU without context relocation, under the assumption that there is no major RAN2 impact.

The main purpose of this agreement is to mitigate the latency and UE power consumption, since the serving gNB is able to send the RRC suspension message only if the path switch procedure is completed.
Three are a few potential solutions to support this feature. From the perspective of AS layer security, these solutions can be grouped into three types:
Option 1: MSG4 is sent on SRB0 without any encryption.
Option 2: MSG4 is sent on SRB1, and protected by the PDCP entity of the serving gNB.

Option 3: MSG4 is sent on SRB1, and protected by the PDCP entity of the anchor gNB.
For Option 1, it is reasonable to reuse current RRCReject message as the MSG4. An indicator should be added into the RRCReject message in order to distinguish it from legacy use case of temporary rejection. It is already agreed in RAN2 that the RRCReject message should not include any configuration. Therefore, this message can be generated directly by the serving gNB (Option 1-2 when mentioned hereafter). Nevertheless, it is also feasible that the anchor gNB generates the RRCReject message and transfer it over Xn toward the serving gNB (Option 1-1), piggybacked by e.g. the “Retrieve UE Context Reject” message.
For the next time of RRC resumption, the UE shall continue to use the same KgNB to generate MAC-I and include it in the MSG3 as in this time of RRC resumption.
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Option 1-1
Option 1-2
For Option 2, it is reasonable to reuse current RRCRelease message as the MSG4. The anchor gNB shall deliver some security context toward current serving gNB so that it can protect the RRC message. This context can be carried in current Xn “Retrieve UE Context Response” message. Similar with Option 1, the RRCRelease message can be generated by either the anchor gNB (Option 2-1) or the serving gNB (Option 2-2). For Option 2-2, the anchor gNB shall provide at least the SuspendConfig IE toward the serving gNB, so that the serving gNB can generate a correct RRCRelease message.
In addition, if Option 2 is adopted while no further enhancement is carried out on UE, the next RRCResumeRequest message shall be protected by the same Krrcint as this RRCReject message.
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Option 2-1
Option 2-2

This is at odd with SA3 principle [2]:

However, SA3 requires that UE shall not use the same key between the UE and two different physical end-points, as for example in Figure 2 in the RAN2 reply LS (R2-1806457), where the same KRRCint is used between the UE and the last serving gNB (in step 2) and between the UE and the target gNB (in step 7).
The Figure mentioned above is as following [3]:
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Former RAN2 agreement on RNAU procedure. No longer valid at present.
As opposed by SA3, RAN2 reversed the former agreement and decided that MSG3 and MSG4 should be protected by different Krrcint. Similar thing may happen if Option 2 is adopted.
For Option 3, it is also reasonable to reuse current RRCRelease message as the MSG4. This message should be generated directly by the anchor gNB, and delivered to the serving gNB as the form of PDCP PDU. The serving gNB shall pass the PDCP PDU directly to the UE, similar with performance of the secondary node in SRB split bearer. It is appropriate to reuse current “Retrieve UE Context Reject” message to carry this PDCP PDU, as no essential UE context is transferred.
For the next time of RRC resumption, the UE shall continue to use the same KgNB to to generate MAC-I and include it in the MSG3 as the KgNB used to protect the RRCRelease message in this time of RRC resumption.
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Option 3

The following table generalises abovementioned analyses:
	option
	Option 1-1
	Option 1-2
	Option 2-1
	Option 2-2
	Option 3

	RRC message name
	RRCReject
	RRCReject
	RRCRelease
	RRCRelease
	RRCRelease

	generated by which RRC layer
	anchor gNB
	serving gNB
	anchor gNB
	serving gNB
	anchor gNB

	protected by which PDCP layer
	neither
	neither
	serving gNB
	serving gNB
	anchor gNB

	transferred on which SRB
	SRB0
	SRB0
	SRB1
	SRB1
	SRB1

	impact on the RRC spec
	new indicator in the “RRCReject” message
	new indicator in the “RRCReject” message
	FFS
(need to check with SA3 and RAN2 )
	FFS
(need to check with SA3 and RAN2)
	no impact

	IE needed to be added in Xn “Retrieve UE Context Response / Reject” message
	new RRC container: “RRCReject” message
	no major impact
	new RRC container: “RRCRelease” message
	new RRC container: “SuspendConfig” IE
	new RRC container: PDCP PDU


Proposal 1: RAN3 is kindly asked to discuss how to support RNAU without context relocation, and select one solution among the options listed in this contribution.
Proposal 2: If Option 2 is adopted, RAN3 is kindly asked to send an LS toward SA3 and RAN2 to check if there is any necessary enhancement concerning AS security.
3. Conclusion

Proposal 1: RAN3 is kindly asked to discuss how to support RNAU without context relocation, and select one solution among the options listed in this contribution.

Proposal 2: If Option 2 is adopted, RAN3 is kindly asked to send an LS toward SA3 and RAN2 to check if there is any necessary enhancement concerning AS security.
4. Reference

[1] R2-1809169, LS on RNAU without context relocation
[2] S3-181997, Reply LS on security for inactive state

[3] R2-1806457, Reply LS on security for inactive state
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