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1   Description
At SA2 127bis SA2 agreed CR in [3] in which SA2 has finalized the solution for UP integrity taking into account the max data rate per UE.

SA2 has considered this max data rate as a UE SM-capability sent over NAS to 5GC and which 5GC should provide to NG-RAN when the integrity protection is required or preferred for:

· Either rejecting PDU session setup (1)

· Or enforcing the max bit rate (2). 
Conditions for applying (1) or (2) are left to RAN groups to decide.

It is worth noticing that the SMF will already do some admission control based on service reasons. For example, if the UE supports 64 kbps max and the SMF judges that a PDU session is not worth establishing at all for a given DNN given the expected bit rate. 
Therefore, RAN would not need to fail the PDU session for service reason. Due to this we see no reason that RAN would fail the PDU session when the integrity protection is “preferred”, but RAN would fail only if integrity protection is “required”. RAN3 has already a cause value for this.

Then for traffic enforcement, no new cause value is needed.

Observation 1: no new cause is needed to report in relation to the max IP data rate supported by UE.
The only addition is to add the max data rate to NGAP in order to enable NG-RAN to do the enforcement.

Besides, it is described in [3] that although the max IP data rate is a UE parameter it will be sent by SMF, even if identical for any PDU session originated from any SMF. Therefore, from RAN3 viewpoint this should be included within the SM-Info container, the same as currently the security indication is provided.
Besides, during Xn handover this max data rate must be provided together with the security indication in order to enable enforcement by the target RAN node.

Stage 3 for Xn interface is provided below.

Proposal 1: add the max IP data rate over XnAP to enable integrity protection traffic enforcement. 
2   Conclusion and Proposal

This paper has explained the recent SA2 conclusions on the max IP data rate per UE for integrity protection and made the following proposal:

Proposal 1: add the max IP data rate over XnAP to enable integrity protection traffic enforcement. 
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Text Proposal for TS 38.423
8.2.1
Handover Preparation

8.2.1.1
General

This procedure is used to establish necessary resources in an NG-RAN node for an incoming handover.

The procedure uses UE-associated signalling.

8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: Handover Preparation, successful operation

The source NG-RAN node initiates the procedure by sending the HANDOVER REQUEST message to the target NG-RAN node. When the source NG-RAN node sends the HANDOVER REQUEST message, it shall start the timer TXnRELOCprep.
If the Signalling TNL association address at source NG-C side IE is included in the HANDOVER REQUEST message the target NG-RAN node shall behave as specified in TS 23.502 [13].
For each E-RAB ID IE included in the Qos Flow To Be Setup List IE in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, store the content of the IE in the UE context and use it for subsequent inter-system handover.
If the Masked IMEISV IE is contained in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.

At reception of the HANDOVER REQUEST message the target NG-RAN node shall prepare the configuration of the AS security relation between the UE and the target NG-RAN node by using the information in the UE Security Capabilities IE and the AS Security Information IE in the UE Context Information IE, as specified in TS 33.501 [28].

Upon reception of the PDU Session Resource Setup List IE, contained in the HANDOVER REQUEST message, the target NG-RAN node shall behave the same as specified in TS 38.413 [5] for the PDU Session Resource Setup procedure. The target NG-RAN node shall report in the HANDOVER REQUEST ACKNOWLEDGE message the successful establishment of the result for all the requested PDU session resources. When the target NG-RAN node reports the unsuccessful establishment of a PDU session resource, the cause value should be precise enough to enable the source NG-RAN node to know the reason for the unsuccessful establishment.

For each QoS flow for which the source NG-RAN node proposes to perform forwarding of downlink data, the source NG-RAN node shall include the DL Forwarding IE set to "DL forwarding proposed" within the QoS Flows To Be Setup List IE in the PDU Session Resource To Be Setup List IE in the HANDOVER REQUEST message. For each PDU session that the target NG-RAN node decides to admit the data forwarding for at least one QoS flow, the target NG-RAN node includes the PDU Session level DL data forwarding GTP-U Tunnel Endpoint IE within the Data Forwarding Info from target NG-RAN node IE in the PDU Session Admitted Response Transfer IE contained in the PDU Sessions Admitted List IE in the HANDOVER REQUEST ACKNOWLEDGE message.
For each DRB for which the source NG-RAN node proposes to perform forwarding of downlink data, the source NG-RAN node shall include the DRB ID IE and the mapped Qos Flows List IE within the Source DRB to QoS Flow Mapping List IE contained in the PDU Session Resources To Be Setup List IE in the HANDOVER REQUEST message. If the target NG-RAN node decides to use the same DRB configuration and to map the same QoS flows as the source NG-RAN node, the target NG-RAN node includes the DL Forwarding GTP Tunnel Endpoint IE within the Data Forwarding Response DRB List IE in the HANDOVER REQUEST ACKNOWLEDGE message to indicate that it accepts the proposed forwarding of downlink data for this DRB.
If the HANDOVER REQUEST ACKNOWLEDGE message contains the UL Forwarding GTP Tunnel Endpoint IE for a given DRB in the Data Forwarding Response DRB List IE within Data Forwarding Info from target NG-RAN node IE in the PDU Session Resources Admitted List IE and the source NG-RAN node accepts the data forwarding proposed by the target NG-RAN node, the source NG-RAN node shall perform forwarding of uplink data for the DRB.

If the HANDOVER REQUEST includes PDU session resources for PDU sessions associated to S-NSSAIs not supported by target NG-RAN, the target NG-RAN shall reject such PDU session resources. In this case, and if at least one PDU Session Resource To Be Setup Item IE is admitted, the target NG-RAN shall send the HANDOVER REQUEST ACKNOWLEDGE message including the PDU Session Resources Not Admitted List IE listing corresponding PDU sessions rejected at the target NG-RAN.
If the Mobility Restriction List IE is
-
contained in the HANDOVER REQUEST message, the target NG-RAN node shall

-
store the information received in the Mobility Restriction List IE in the UE context;

-
use this information to determine a target for the UE during subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE, except when one of the PDU sessions has a particular ARP value (TS 23.501 [7]) in which case the information shall not apply;

-
use this information to select a proper SCG during dual connectivity operation.

-
use this information to select proper RNA(s) for the UE when moving the UE to RRC_INACTIVE.

-
not contained in the HANDOVER REQUEST message, the target NG-RAN node shall

-
consider that no roaming and no access restriction apply to the UE.

If the Trace Activation IE is included in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, initiate the requested trace function as specified in TS 32.422 [23].

If the Index to RAT/Frequency Selection Priority IE is contained in the HANDOVER REQUEST message, the target NG-RAN node shall store this information and use it as defined in TS 23.501 [7].
If the UE Context Reference at the S-NG-RAN IE is contained in the HANDOVER REQUEST message the target NG-RAN node may use it as specified in TS 37.340 [8]. In this case, the source NG-RAN node may expect the target NG-RAN node to include the UE Context Kept Indicator IE set to "True" in the HANDOVER REQUEST ACKNOWLEDGE message, which shall use this information as specified in TS 37.340 [8].

For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Be Setup List IE and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", the target NG-RAN node shall perform user plane integrity protection or ciphering, respectively. If the NG-RAN node is not able to perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU Session Resources with an appropriate cause value. If the Max IP Data Rate IE is included, the target NG-RAN node shall also take it into account when deciding to accept or reject the PDU session Resource with Integrity Protection Indication IE set to “required” and shall store and further use it in order to enforce integrity protected traffic accordingly.
If the NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to "required".

For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Be Setup List IE and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", the target NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively and shall notify the SMF whether it succeeded the user plane integrity protection or ciphering or not for the concerned security policy. If the Integrity Protection Indication IE is set to “preferred” and the Max IP Data Rate IE is included, the NG-RAN node shall store it and further use it if user plane integrity protection is performed in order to enforce integrity protected traffic accordingly. The NG-RAN node shall also transfer it in case of handover. 
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Be Setup List IE and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "not needed", the target NG-RAN node shall not perform user plane integrity protection nor ciphering for the concerned PDU session

If the Location Reporting Information IE is included in the HANDOVER REQUEST message, then the target NG-RAN node should initiate the requested location reporting functionality as defined in TS 38.413 [5].
Next Change
9.2.3.52
Security Indication

This IE indicates whether the UP integrity is configured for corresponding PDU sessions, respectively.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed,…)

	Indicates whether UP integrity protection shall apply, should apply, or shall not apply for the concerned PDU session.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply, or shall not apply for the concerned PDU session.

	Max IP Data Rate
	O
	
	Bit Rate 
9.2.3.4
	Indicates the maximum data rate per UE for integrity protection for the DRBs. This IE is only provided with Integrity Protection Information set to “required” or “preferred”.


Next Change
9.3.5
Information Element definitions

-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

XnAP-IEs {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

ngran-access (22) modules (3) xnap (2) version1 (1) xnap-IEs (2) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

Next Change
-- S

SCGConfigurationQuery
::= ENUMERATED {true, ...}

SecurityIndication ::= SEQUENCE {


integrityProtectionIndication


ENUMERATED {required, preferred, not-needed, ...},


confidentialityProtectionIndication

ENUMERATED {required, preferred, not-needed, ...},

maxIPDataRate






BitRate 

OPTIONAL,

iE-Extensions






ProtocolExtensionContainer { {SecurityIndication-ExtIEs} } OPTIONAL,


...

}

SecurityIndication-ExtIEs XNAP-PROTOCOL-EXTENSION ::= {


...

}

-- Served Cells E-UTRA IEs
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