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1   Introduction
SA3 has made some agreements on user plane security in the last meeting [1], and one LS regarding how to communicate user plane security policy from 5GC to NG-RAN has been sent to RAN3 [2]. In this contribution, we intend to first review the SA3 progress and then discuss the possible impacts on NG interface from RAN3 perspective.
2   Discussion

In the last SA3 meeting, the following agreements were made which are relevant to RAN and RAN3, 
(#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).

(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

It can be seen that RRC signalling is agreed for the purpose of negotiating the UP integrity protection and ciphering activation in SA3, which means that UP integrity protection and confidentiality will be configured and activated per DRB over air interface. This allows UP integrity and confidentiality to be configured to one DRB while not configured for another DRB so as to facilitate the diverse security requirement. Actually, in RAN2, it has been already approved to introduce an indicator of “IntegrityProtection” in PDCP configuration, and it indicates whether the integrity protection is configured or not on basis of DRB [4]. Therefore, it is straightforward to conclude that 5GC needs to inform RAN over NG interface whether integrity protection and ciphering are needed or not during PDU session establishment. 
Proposal 1. From RAN3 perspective, 5GC needs to inform RAN whether the integrity protection and ciphering are needed or not during PDU session establishment.
In order to facilitate the activation of UP integrity protection and ciphering, we prefer to reuse the similar mechanism for the air interface, i.e. a separate indicator is added to indicate to the RAN whether UP integrity protection and ciphering are ON or OFF for each flow being established within the current PDU session. If the session-level activation is ON, UP integrity or ciphering can be applied to the flows associated with the session. The reason is that the integrity protection and ciphering functionalities residing in PDCP which is blind to the QoS flow so that the session-level activation is more aligned with security mechanism in NR and easier to be adopted in Rel-15. Therefore, PDCP entity doesn’t need to distinguish data from different QoS flows to perform the flow-level security activation. So far we don’t foresee any necessity of flow-level granularity in NR. By doing this, QoS of the flow can be decoupled from the security, which has no impact on QoS mechanisms and is more friendly to be implemented in Rel-15. 
Proposal 2. Indicators of integrity protection and ciphering activation are needed per PDU session in the PDU SESSION RESOURCE SETUP message.

3   Conclusion
This contribution discussed the RAN3 impacts of user plane security, and has the following proposals,
Proposal 1. From RAN3 perspective, 5GC needs to inform RAN whether the integrity protection and ciphering are needed or not during PDU session establishment.

Proposal 2. Indicators of integrity protection and ciphering activation are needed per PDU session in the PDU SESSION RESOURCE SETUP message.

In addition, a text proposal to TS 38.413 is provided in Annex. Also the changes to TS 38.423 and a draft reply LS to SA3 are in [3][5].
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5   Annex – TP
Beginning of Text Proposal to TS 38.413
8.2
PDU Session Management Procedures
Editor’s Note:
It is FFS whether to name the PDU session/QoS flow as PDU session resource/QoS flow resource or other names in the descriptions and IE definitions.
Editor’s Note:
Definition of PDU Session Resource is FFS.
8.2.1
PDU Session Resource Setup

8.2.1.1
General

The purpose of the PDU Session Resource Setup procedure is to assign resources on Uu and NG-U for one or several PDU Session Resources and the corresponding QoS flows, and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.
Editor’s Note:
Further details are FFS.
8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: PDU session resource setup: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE SETUP REQUEST message to the NG-RAN node.

-
The PDU SESSION RESOURCE REQUEST message shall contain the information required by the NG-RAN node to setup PDU session related NG-RAN configuration consisting of at least one PDU Session Resource for each PDU Session Resource to setup included in PDU Session Resource To Be Setup Item IE.
Upon reception of the PDU SESSION RESOURCE SETUP REQUEST message, and if resources are available for the requested configuration, the NG-RAN node shall execute the requested NG-RAN configuration and allocate associated resources over NG and over Uu for each PDU session listed in the PDU Session Resource To Be Setup Item IE. 
For each requested PDU session, if resources are available for the requested configuration, the NG-RAN node shall establish at least one or several Data Radio Bearers and associate each accepted QoS flow of the PDU session to a Data Radio Bearer established. 
For each PDU session successfully established the NG-RAN node shall pass to the UE the NAS-PDU IE, if available, and the value contained in the PDU Session ID IE received for the PDU Session. The NG-RAN node shall not send to the UE the NAS PDUs associated to the failed PDU sessions. 
For each PDU session the NG-RAN node shall store the transport layer address and the tunnel endpoint included in the PDU Session Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and use it as the uplink termination point for the user plane data for this PDU session.

For each PDU session for which the PDU Session Type IE is included in the PDU SESSION RESOURCE SETUP REQUEST message and is not set to “IPv4” nor “IPv6” [values FFS], the NG-RAN node shall not perform header compression for the concerned PDU session.

For each PDU session for which the S-NSSAI IE is included in the PDU SESSION RESOURCE SETUP REQUEST message the NG-RAN node shall store the Network Slice Selection Assistance Information corresponding to the concerned PDU session and use it as specified in TS 38.300 [8]. 

For each PDU session for which the Security Indications IE is included in the PDU SESSION RESOURCE SETUP REQUEST message and Integrity Protection Indication IE is set to “TRUE”, the NG-RAN node shall perform user plane integrity for the concerned PDU session. Otherwise, the NG-RAN node shall not perform user plane integrity for the concerned PDU session.
For each PDU session for which the Security Indications IE is included in the PDU SESSION RESOURCE SETUP REQUEST message and Ciphering Indication IE is set to “TRUE”, the NG-RAN node shall perform ciphering for the concerned PDU session. Otherwise, the NG-RAN node shall not perform ciphering for the concerned PDU session.
For each PDU session in the PDU SESSION RESOURCE SETUP REQUEST message the NG-RAN node shall enforce the traffic corresponding to the received PDU Session Resource Aggregated Maximum Bit Rate IE. The NG-RAN node shall use the received Aggregate Maximum Bit Rate for the concerned PDU session and concerned UE as specified in TS 23.501 [9].
For each QoS flow requested to be setup the NG-RAN node shall take into account the received QoS Flow Level QoS Parameters IE. For each QoS flow the NG-RAN node shall establish or modify the resources according to the values of the Allocation and Retention Priority IE (priority level and pre-emption indicators) and the resource situation as follows: 

-
The NG-RAN node shall consider the priority level of the requested QoS flow, when deciding on the resource allocation.

-
The priority levels and the pre-emption indicators may (individually or in combination) be used to determine whether the QoS flow setup has to be performed unconditionally and immediately. If the requested QoS flow is marked as “may trigger pre-emption” and the resource situation requires so, the NG-RAN node may trigger the pre-emption procedure which may then cause the forced release of a lower priority QoS flow which is marked as “pre-emptable”. Whilst the process and the extent of the pre-emption procedure are operator-dependent, the pre-emption indicators shall be treated as follows:

1.
The values of the last received Pre-emption Vulnerability IE and Priority Level IE shall prevail.

2.
If the Pre-emption Capability IE is set to “may trigger pre-emption”, then this allocation request may trigger the pre-emption procedure.

3.
If the Pre-emption Capability IE is set to “shall not trigger pre-emption”, then this allocation request shall not trigger the pre-emption procedure.

4.
If the Pre-emption Vulnerability IE is set to “pre-emptable”, then this QoS flow shall be included in the pre-emption process.

5.
If the Pre-emption Vulnerability IE is set to “not pre-emptable”, then this QoS flow shall not be included in the pre-emption process.

6.
If the Priority Level IE is set to “no priority” the given values for the Pre-emption Capability IE and Pre-emption Vulnerability IE shall not be considered. Instead the values “shall not trigger pre-emption” and “not pre-emptable” shall prevail.

-
The NG-RAN node pre-emption process shall keep the following rules [FFS]:
1.
The NG-RAN node shall only pre‑empt QoS flows with lower priority, in ascending order of priority.

2.
The pre-emption may be done for QoS flows belonging to the same UE or to other UEs.

For each QoS flow which has been successfully established, the NG-RAN node stores the mapped E-RAB ID if included in the PDU Session Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and uses it as specified in TS 38.300 [8].
The NG-RAN node shall report to the AMF in the PDU SESSION RESOURCE SETUP RESPONSE message the result for each individual PDU session resource requested to be setup. In particular, for each PDU session resource successfully setup, it shall include the PDU Session Setup Response Transfer IE containing the following information: 

-
The list of QoS flows which have been successfully established in the QoS Flows Setup List IE.
-
The list of QoS flows which have failed to be established, if any, in the QoS Flows Failed to Setup List IE.

-
The transport layer address and tunnel endpoint to be used for the PDU session.
The list of PDU session resources which failed to be setup, if any, shall be reported in the PDU SESSION RESOURCE SETUP RESPONSE message with an appropriate cause value within the PDU Session Resource Setup Failed List IE. 

Upon reception of the PDU SESSION RESOURCE SETUP RESPONSE message the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the PDU Session Setup Response Transfer IE to each SMF associated with the concerned PDU session.
When the NG-RAN node reports unsuccessful establishment of a QoS flow, the cause value should be precise enough to enable the SMF to know the reason for an unsuccessful establishment.

Interactions with Handover Preparation procedure:

If a handover becomes necessary during the PDU Session Resource Setup procedure, the NG-RAN node may interrupt the ongoing PDU Session Resource Setup procedure and initiate the Handover Preparation procedure as follows:

1.
The NG-RAN node shall send the PDU SESSION RESOURCE SETUP RESPONSE message in which the NG-RAN node shall indicate, if necessary, all the PDU session resources failed to be setup with an appropriate cause value.
2.
The NG-RAN node shall trigger the handover procedure.
Editor’s Note:
Further details are FFS.
End of Text Proposal to TS 38.413
Begin of Text Proposal to TS 38.413
9.3.1.11
PDU Session Setup Request Transfer

This IE is transparent to the AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource Aggregated Maximum Bit Rate
	M
	
	<ref>
	
	-
	

	Transport Layer Information
	M
	
	9.3.2.2
	
	-
	

	PDU Session Type
	M
	
	<ref>
	eNote: IP, unstructured or Ethernet
	-
	

	Security Indications
	O
	
	9.3.1.X
	
	
	

	QoS Flows Setup List
	
	1
	
	
	-
	

	>QoS Flows Setup Item IEs
	
	1..<maxnoofQoSFlows>
	
	
	-
	

	>>QoS Flow Indicator
	M
	
	<ref>
	
	EACH
	reject

	>>QoS Flow Level QoS Parameters
	O
	
	9.3.1.23
	
	EACH
	reject

	>>E-RAB ID
	O
	
	9.3.2.3
	
	EACH
	ignore


End of Text Proposal to TS 38.413
Begin of Text Proposal to TS 38.413
9.3.1.X
Security Indications
This IE contains the UP integrity and ciphering indications which indicate whether the UP integrity and ciphering are configured for corresponding sessions, respectively.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Security Indications
	
	
	
	

	> Integrity Protection Indication
	M
	
	ENUMERATED(TRUE,…)

	Whether the concerned PDU session is enabled with integrity protection by the 5GC.


	> Ciphering Indication
	M
	
	ENUMERATED(TRUE,…)

	Whether the concerned PDU session is enabled with ciphering by the 5GC.



End of Text Proposal to TS 38.413
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