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Introduction
Following the successful completion of the CP-UP Study Item in the last RAN3#98 meeting a number of issues remain unresolved. These open issues are around the security solution of the split control and user planes and the new E1 interface [1, 2].
In this contribution we present several scenarios for the split control user plane and discuss various security aspects. These scenarios cover Scenarios 1-3, as highlighted in TR 38.806 Section 6, and scenarios from the agreed WID in RP-172831 (which includes support for the en-gNB).
Security Key Derivation
The Security Keys generated for use in this architecture follow the solution described in TS 33.501 Section 6.2.1[3] where the control and user planes security keys are derived from the main gNB security key. See the following Figure 1:
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[bookmark: _Ref503273004]Figure 1 Control and User Plane Keys Derived from KgNB
The KgNB is used to generate the Control Plane Keys, KRRCint and KRRCenc and User Plane Keys, KUPint and Kupenc respectively. Furthermore, in order to protect the user data for each DRB, a separate User Plane key is generated per DRB. 
Security Solutions 
Scenario 1: Centralised CU-CP and Centralised CU-UP
In this scenario the Control and User Plane entities, CU-CP and CU-UP respectively, are both located away from the radio base station site. They may be co-located or located in different physical locations. In both cases they can use the E1 interface. See following Figure 2:
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[bookmark: _Ref503278337]Figure 2 Security Solution of Scenario 1 in TR 38.806
Observation 1: For Scenario 1, Control Plane Security Keys are located in CU-CP entity and User Plane Security Keys are located in the CU-UP entity 
If the CU-CP and CU-UP are both located within the operator’s “secure environment” the need to provide further, 3GPP specified, protection for the keys when transmitted across E1 interface, and, when stored with CU-CP and CU-UP may be low. 
Because the CU-CP and CU-UP can be deemed to be in a secure environment, this scenario does not require that the keys are changed at handover between DUs.
 Multiple User Plane Functions for one UE
[bookmark: _GoBack]The solution must accommodate two or more CU-UP functions per UE. E.g.  a geographically centralised CU-UP for the IMS APN and a CU-UP that is geographically close to the base station site for an application using a very Low Latency APN. In this configuration (which is illustrated in Figure 3) the CU-UPs are connected to the  CU-CP with independent E1 links and connect to the DU with independent F1-U interfaces. 
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[bookmark: _Ref503447390]Figure 3 Scenario with UE having two or more CU-UPs supporting different User Plane Applications
In this scenario, it is clear that any single CU-UP cannot be responsible for the generation of the UP keys for DRBs used by other CU-UPs. Hence the CU-CP needs to be responsible for the generation of the user plane keys.
Observation 2: With geographically diverse CU-UPs for one UE, independent CU-UP Key generation is required within the CU-CP.
Observation 3: E1 signalling needs to be able to handle CU-UPs for different APNs (for en-gNB) or different PDN connections (gNB) being located in geographically diverse places.
Observation 4: For the situation where the E1 interface flows outside the secure CU core, security mechanisms (e.g. IPsec) are required to protect it.
Scenario 1 Providing Dual Connectivity Option 3X Solution 
The architecture, illustrated in Figure 3, can be expanded to provide Dual Connectivity Solution as illustrated in Figure 5.
In this configuration Control signalling from MME terminates on the MeNB. The MeNB is connected to the CU-CP over the X2-C interface. The CU-UP units have independent user plane connections to the S/PGW over the S1-U interface.
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[bookmark: _Ref503449160]Figure 5: Central CU-CP, with Dual Connectivity Option 3X, and geographically diverse CU-UP solution 
Observation 5: For Dual Connectivity Option 3X scenario, the SgNB receives the S-KgNB over the X2-C interface from the eNodeB. The SgNB uses the received S-KgNB to generate CU-CP and CU-UP keys. 
Scenario 2: Centralised CU-CP and Distributed CU-UP
In this scenario, the CU-CP entity is centralised and CU-UP entities are co-located in DUs such that every DU has a separate User Plane Entity. Individual CU-UPs, located in DUs, are connected via the E1 link to the Centralised CU-CP entity.
With this deployment scenario, individual User Plane Secure Keys are generated for each DU as illustrated in the following Figure 4. 


[image: ]
[bookmark: _Ref503278413]Figure 4 Security Solution of Scenario 2 with multiple non co-located DUs per CU-CP
In this scenario, the User Plane keys are stored in the DU site. To avoid a single insecure DU location compromising security over a wider area, it is anticipated that SA3 would require that the UP keys are changed as the UE moves from DU1 to DU2.
Observation 6: For the case of CU-UP at the DU site and multiple non co-located DUs per CU-CP, User Plane Security Keys are expected to need to change as UEs move from one DU to another. *
Observation 7: For the case of CU-UP at the DU site and multiple non co-located DUs per CU-CP, SA3 need to consider how to manage the CP keys as UEs move from one DU to another. *
*Note SA3 have yet to decide the input parameters for the Key derivation 
Observation 8: The need to protect E1 signalling from eavesdropping also applies to this scenario. 

Scenario 3: Centralised CU-UP and Distributed CU-CP 
In this scenario, the CU-UP is centralised and CU-CP entities are co-located in DUs such that every DU has a separate Control Plane Entity. Individual CU-CPs, located in DUs, are connected via the E1 link to the Centralised CU-UP location. 
To avoid a single insecure DU location compromising security over a wider area, it is anticipated that SA3 would require that the CP keys are changed as the UE moves from DU1 to DU2. See following Figure 5.
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[bookmark: _Ref503278471]Figure 5 Security Solution of Scenario 3
Furthermore, separate User Plane Security Keys are generated in the CU-UP for the user plane connected to the DU to ensure user data security. 
With this deployment scenario, a UE which is handed over from one DU to another will have different Control and User Plane Secure Keys in each DU. 
Observation 9: For Scenario 3 individual User Plane and Control Plane Security Keys are generated for each CU-CP*
Observation 10: for Scenario 3, Control Plane (and probably User Plane) Security Keys change as UEs move from one DU to another*
*Note SA3 have yet to decide the input parameters for the Key derivation 
Scenario 3 With Dual Connectivity Scenario Option 3X
The configuration of Scenario 3 can be expanded to provide Option 3X Dual Connectivity solution with eNodeB. In this configuration, which is illustrated in Figure 6, CU-UP is connected to the S/P Gateway via the S1-U interface; control signalling from MME is terminated at the Master eNodeB; and the X2-C interface connects the MeNB to the en-gNB’s CU-CP that is located at the en-gNB’s DU site. 
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[bookmark: _Ref503448410]Figure 6 Scenario 3 expanded to allow Dual Connectivity Option 3X between legacy LTE eNodeB and gNB 
Observation 11: Option 3X Architecture can work with CU-CP located at the DU.
Observation 12: X2-C and E1 signalling links need to be protected from eavesdropping.
Observation 13: movement of the UE from one MeNB to another MeNB will lead to SgNB key change.
 
Conclusion
In this contribution we have illustrated Security Solutions for the three deployment scenarios discussed in TR 38.806 plus the EN-DC scenarios included in the WID in RP-172831.
From the discussions presented in this contribution, the following Observations can be made:
Observation 1: For Scenario 1, Control Plane Security Keys are located in CU-CP entity and User Plane Security Keys are located in the CU-UP entity 
Observation 2: With geographically diverse CU-UPs for one UE, independent CU-UP Key generation is required within the CU-CP.
Observation 3: E1 signalling needs to be able to handle CU-UPs for different APNs (for en-gNB) or different PDN connections (gNB) being located in geographically diverse places.
Observation 4: For the situation where the E1 interface flows outside the secure CU core, security mechanisms (e.g. IPsec) are required to protect it.
Observation 5: For Dual Connectivity Option 3X scenario, the SgNB receives the S-KgNB over the X2-C interface from the eNodeB. The SgNB uses the received S-KgNB to generate CU-CP and CU-UP keys. 

Observation 6: For the case of CU-UP at the DU site and multiple non co-located DUs per CU-CP, User Plane Security Keys are expected to need to change as UEs move from one DU to another. *
Observation 7: For the case of CU-UP at the DU site and multiple non co-located DUs per CU-CP, SA3 need to consider how to manage the CP keys as UEs move from one DU to another. *
Observation 8: The need to protect E1 signalling from eavesdropping also applies to Scenario 2. 
Observation 9: For Scenario 3 individual User Plane and Control Plane Security Keys are generated for each CU-CP*
Observation 10: for Scenario 3, Control Plane (and probably User Plane) Security Keys change as UEs move from one DU to another*
Observation 11: Option 3X Architecture can work with CU-CP housed in the DU.
Observation 12: X2-C and E1 signalling links need to be protected from eavesdropping.
Observation 13: movement of the UE from one MeNB to another MeNB will lead to SgNB key change.
 (*Note SA3 have yet to decide the input parameters for the Key derivation)

From the technical discussion presented in this contribution the following conclusions can be made:
1- Security Key generation must be located in the CU-CP for all the deployment scenarios 
2- The proposed solutions for all scenarios illustrated in this contribution, shall support diverse locations of CU-CP in the network
3- User Plane Keys, are generated by CU-CP and are transferred across the network over the E1 interface
4- For every DRB, associated with an E1 bearer, a separate security key is required
5- E1 link must be made secure, where it flows outside the secure CU core
We need confirmation from SA3 working group on the input parameters used to generate KRRCint, KRRCenc, KUPint, KUPenc, for Control and User Planes respectively.

Proposal RAN3 is kindly asked to agree and to adopt the above 5 conclusions. 
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