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1 Introduction

Due to CP and UP separation, security handling mechanism should be investigated, i.e. if NAS security and AS security would be impacted or not. It was understood that NAS security and AS CU-CP security will not be impacted. Security impact is mainly on CU-UP. Security impacts on CU-UP include key derivation, PDCP wrap around and counter checking. This document discusses the security issue for CU-UP.
2 Discussion 
As in TR38.806, there are two options for key derivation for CU-UP:

Option 1: To let CU-CP derive KUPenc, KUPCint and forward to CU-UP;

Option 2: To let CU-UP derive KUPenc, KUPCint according to the KgNB forwarded by CU-CP. 

In Option 1, CU-CP is fully in control of generating UP key and CP key from the same KgNB and control of the refresh of KgNB. Once a PDCP SN in UP is about to wrap around, the CU-UP notify this situation to the CU-CP, then CU-CP trigger the refresh of KgNB, e.g. initiate intra-gNB handover. Key generation and key refresh procedure involving UE can re-use existing RRC message. 
Option 2 can further divided into option 2-1, the KgNB used by the CU-UP can be the same one used by CU-CP. Option 2-2 has different KgNB for CU-CP and CU-UP. Since CU-CP and CU-UP are two different logical network elements therefore consider two logical nodes use different KgNB. 
Some comparisons are made in below table.  
	
	Option 1
	Option 2-1
	Option 2-2

	UE impact
	· No UE impact


	· No UE impact


	· Impact UE

The CP generates a u-KgNB for UP based on algorithm; RRC should carry the information related to algorithm. The UE generates the same u-KgNB based on it. 

	CU-CP impact
	· Select the security algorithm

· KgNB Key refresh once PDCP wrap around
	· Select the security algorithm

· KgNB Key refresh once PDCP wrap around
	· KgNB key refresh only when “counter” is wrap around

	CU-UP impact
	· CU-UP is Simple
	· CU-UP is complex by support deriving ciphering and integrity keys

	· CU-UP is complex by support deriving ciphering and integrity keys
· Select the security algorithm

	Security
	· Sends{ KUPenc, KUPCint } in E1 may have security issue
	· Two logical node use the same KgNB, may have security issue
	· Provide safer protection, the mechanism has been evaluated in dual connectivity


From the comparison, option 2-2 provides similar security protection as dual connectivity, which had been evaluated by SA3 before. The CU-CP maintains a UP Counter for CU-UP and generates u-KgNB for CU-UP based on this counter. The UP Counter is similar as the SCG Counter used in DC. But option 2-2 has UE impact. Such as if SN is separated into CU-CP and CU-UP, then MN maintains SCG counter and CU-CP maintains another counter for UP. Currently it is not support two counters in RRC message and in UE. So it is better to choose an option that without UE impact. Option 1-1 has no UE impact and has less complexity in CU-UP but just one concerning on security. We think the first step is to confirm whether option 1 has security problem from SA3.
Proposal 
It is proposed to send a LS to ask SA3 about security issue for option 1.
The corresponding draft LS is in R3-180324 [3].

3 Conclusions
This document discussed the security issue in case of CU-CP and CU-UP separation. It is proposed to below proposal:
Proposal 
It is proposed to send a LS to ask SA3 about security issue for option 1.
The corresponding draft LS is in R3-180324 [3].
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