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1
Introduction
The study item on separation of CP and UP was closed and a new WI was agreed. It was also recognized to solve how to handle security aspect in January Adhoc meeting.

This paper discusses how to handle AS security.
2
Discussion
During the study item, AS security key issue was discussed and captured in TR 38.806 as follows.
====
5.10.3.1 Key derivation

While for PDCP-U, since it is located in CU-UP, which handles user plane data by performing encryption and integrity based on user plane key (i.e., KUP.enc, KUP.int). The strait forward way is to let CU-CP to derive the KUP.enc and KUP.int for CU-UP, and also negotiate with UE about the encryption and integrity algorithm for CU-UP, then forward to CU-UP.

However, if CU-CP itself is located in a place close to air interface, e.g. outdoor site where is not a security place, then we could have another option, i.e. it might be safer that this CU-CP just forward the KgNB for the CU-UP itself to generate KUP.enc, KUP.int, i.e. there are two options for key derivation:

Option 1: To let CU-CP derive KUP.enc, KUPCint and forward to CU-UP;

Option 2: To let CU-UP derive KUP.enc, KUPCint according to the KgNB forwarded by CU-CP. 

As security algorithm selection is performed between CU-CP and UE, CU-CP selects both encryption and integrity algorithm. However, PDCP-U in CU-UP needs user plane encryption and integrity algorithm, so CU-CP needs to forward the selected encryption and integrity algorithm to CU-UP. 

Since CU-CP and CU-UP are two different logical network elements which are very likely separated physically, then it might be also safer to have different KgNB (e.g. KgNB and K*gNB) for different network node. 
====

Since CU-CP and CU-UP are two different logical network elements, like as Dual Connectivity or small cell, RAN3 can assume the same security principle is applied. 
By taking the same principle as Dual Connectivity, RAN3 can conclude as follows.

· Since one UE can be served by multiple CU-UPs (for different services), it is better that CU-CP does the key co-ordinations. Thus, all the air interface security keys (Ciphering and Integrity protection) derivations are located in CU-CP.

· Security algorithm selection is located at CU-CP and selected algorithm is communicated to CU-UP(s).

· The security keys (Ciphering and Integrity protection) for the DRBs are derived at the CU-CP and communicated to the CU-UP(s) via E1-AP Bearer Setup.

· CU-UP(s) requests the CU-CP for new keys (Key refresh) when required.

Proposal 1: It is proposed to agree on the following principle for security key handling.

· Since one UE can be served by multiple CU-UPs (for different services), it is better that CU-CP does the key co-ordinations. Thus, all the air interface security keys (Ciphering and Integrity protection) derivations are located in CU-CP.

· Security algorithm selection is located at CU-CP and selected algorithm is communicated to CU-UP(s).

· The security keys (Ciphering and Integrity protection) for the DRBs are derived at the CU-CP and communicated to the CU-UP(s) via E1-AP Bearer Setup.

· CU-UP(s) requests the CU-CP for new keys (Key refresh) when required.

Unless RAN3 sees fundamental difference from Dual Connectivity or other existing mechanisms in RAN, RAN3 should proceed with their specification work. No official LS to SA3 seems not necessary at this point.

Proposal 2: Unless RAN3 sees fundamental difference from Dual Connectivity or other existing mechanisms in RAN, RAN3 should proceed with their specification work. No official LS to SA3 seems not necessary at this point.

3
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