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Introduction

After RAN#78 plenary meeting, New WID on Separation of CP and UP for Split Option 2 was approved. Clarification on the mechanism for AS security activation and configuration with RAN2 and SA3 involvement was approved to be the top task in this NR Adhoc meeting. In this contribution, we will focus on the security key generation issue for CP/UP seperation. A draft LSout to SA3 and RAN2 is also proposed.
Discussion
For CP-UP security handling, the security key (i.e., KUP.enc, KUP.int) derivation which are used for user plane data encryption and integrity captured in [1] is shown as follows:
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5.10.3.1 Key derivation

While for PDCP-U, since it is located in CU-UP, which handles user plane data by performing encryption and integrity
based on user planc key (i.c., KUP.enc, KUPiny). The strait forward wayis to let CU-CP to derive the KUP.enc and KUPint
for CU-UP, and also negotiate with UE about the encryption and integrity algorithm for CU-UP, then forward to CU-
UP.

However, if CU-CPitselfis located in a place close to air interface, e.g. outdoor site where is not a security place, then
we could have another option, i.c. it might be safer that this CU-CP just forward the KgNB for the CU-UP itself to
‘generate KUP.enc, KUPin, i.c. there are two options for key derivation:

Option 1: To let CU-CP derive KUP enc, KUPCint and forward to CU-UP;

Option 2: To let CU-UP derive KUP.enc, KUBCint according to the KgNB forwarded by CU-CP,




Option 1 seems the most straight forward way for security key generation between CU-CP and CU-UP which is similar as DC. When CU-UP is located closer to the DU (which means the CU-UP is close to the air interface),  the CU-UP may encounter security risk. Thus it might be safer to let CU-CP derive the security key (i.e., KUP.enc, KUP.int) and then forward to CU-UP. On the other hand, it will expose the generated user plane security key over E1 interface.

For Option 2, the most important advantage is to support more flexible security key granularity, e.g., per DRB level, per CU-UP level, Since CU-UP generates the security key individually, the encryption can be achieved with more efficient way. But for this solution, if the CU-UP is located in an insecurity environment, the KgNB may be exposed over E1 interface. Consequently the RRC security key and the user plane security key derived from KgNB will be no longer secure. Additionally, the security key generated by the CU-UP need to be transferred back to the CU-CP, which will also expose the CU-UP generated security key to the E1 interface. Therefore, if Option 2 is adopted for the security key generation, both the CU-CP and CU-UP should be located in a security environment, else there has the risk to leak the RRC security key due to KgNB exposure.
Observation 1: Both Option 1 and Option 2 will expose the security key to the E1 interface. Option 1 seems the most straight way. While Option 2 can support more flexible security key generation, e.g. per DRB or per CU-UP level security key but it requires both CU-CP and CU-UP to be located in a security environment.
Observation 2: Both of the two Options have its own advantage and disadvantage, which needs to be further evaluated by SA3 and RAN2.

The parameters and derivation functions for generating the security key in LTE can be found in Annex A.7 of [2]. However, these parameters are targeting the per UE level security key generation. For the per DRB level security key generation, the bearer identity needs to be associated with per DRB security key. The following table provides the example of the parameters which are needed to be transferred from the CU-CP to the CU-UP for security key generation.
	Security related information from CU-CP to CU-UP
	Per UE level
	Per CU-UP level
	Per DRB level

	Option 1
	KUP.enc
KUP.int

Encryption Algorithm

Integrity Algorithm


	CU-CP may generate different KUP.enc and KUP.int for each CU-UP

KUP.enc
KUP.int

Encryption Algorithm

Integrity Algorithm
	DRB ID, only avaliable if flow to DRB mapping is performed in CU-CP

KUP.enc
KUP.int

Encryption Algorithm

Integrity Algorithm

	Option 2
	KgNB

Encryption Algorithm

Integrity Protection Algorithm
	CU-CP may generate security key from KgNB per CU-UP level based on specific CU-UP Info, e.g.,CU-UP ID.

KgNB

Encryption Algorithm

Integrity Protection Algorithm
	CU-UP can generate the security key per DRB level with DRB ID
KgNB

Encryption Algorithm

Integrity Protection Algorithm


Table 1 Parameters transferred from CU-CP to CU-UP for security key generation.

RAN3 is kindly suggested to send an LS to SA3 and RAN2 to confirm the user plane security key generation solution and the information over E1 interface which are related to security key generation.

Proposal: RAN3 is kindly suggested to send an LS to SA3 and RAN2 to clarify the mechanism for AS security activation and configuration. 
Conclusion
The following observations and proposals are provided:

Observation 1: Both Option 1 and Option 2 will expose the security key to the E1 interface. Option 1 seems the most straight way. While Option 2 can support more flexible security key generation, e.g. per DRB or per CU-UP level security key but it requires both CU-CP and CU-UP to be located in a security environment.
Observation 2: Both of the two Options have its own advantage and disadvantage, which needs to be further evaluated by SA3 and RAN2.

Proposal: RAN3 is kindly suggested to send an LS to SA3 and RAN2 to clarify the mechanism for AS security activation and configuration. 
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