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1
Introduction

During RAN3#69 the problem of how to enhance mobility between open mode HeNBs and macro eNBs and between HeNBs was discussed. Several scenarios were envisaged and solutions were listed at a fairly high level.  This contribution attempts to analyse the solutions mentioned during past discussions in more details, highlighting potential issues needing to be resolved before the scenarios can be deemed as viable.
2
HeNB to HeNB Mobility Enhancements
The HeNB to HeNB communication could be carried out either in the case of HeNB GW support or in the case of HeNBs being directly connected to the EPC.  

The first issue that needs to be discussed and addressed for both scenarios with and without the HeNB GW concerns security over the X2 interface between HeNBs. In fact, TS 33.401 quotes the following:

“In order to protect the S1 and X2 control plane, it is required to implement IPsec ESP according to RFC 4303 [7] as specified by TS 33.210 [5]. For both S1-MME and X2-C, IKEv2 certificates based authentication according to TS 33.310 [6] shall be implemented. For S1-MME and X2-C, tunnel mode IPsec is mandatory to implement on the eNB.”
It is logical to assume the same security requirements quoted above to be valid for HeNB to HeNB X2 communication. This means that IPSec shall be used for communication over X2 between two HeNBs.  It has to be noted that legacy HeNBs already support IPSec and therefore tunnel mode IPSec could be run directly between the two X2 connected HeNBs without the intervention of any middle node. 

However, for X2 signalling the peer nodes need to be mutually authenticated. It shall be highlighted that, in the case of macro eNBs, the certificates needed for authentication (containing the name or IP addresses of the eNB) are issued by the operator and thus under operator control. On the contrary, for HeNBs the vendor provides globally unique names and life-long device certificates, which must be used for IKE to establish the secured tunnel. Thus, in order to allow for mutual authentication to be possible these vendor-provided names must be known to the other endpoint of the secured tunnel in order to allow authentication of the “other” HeNB. As the vendor provides the names, IP addresses are not possible to be used (the names are specified in 23.003, clause 4.10).  Therefore, the mutual authentication requirement currently needed between eNBs exchanging signalling over X2, creates a need for either of the following:

1) That all HeNBs needing to establish an X2 between each other know the authentication certificates of the X2-peer HeNB

2) That HeNBs needing to establish an X2 between each other need to communicate via one or more middle nodes knowing the authentication certificates of all the X2-peer HeNBs
From the above it is unclear whether a HeNB to HeNB X2 architecture without the support of any security support node is feasible or not.

Proposal1: It is proposed to inform SA3 about the possible X2 architecture scenarios for HeNB to HeNB mobility and to ask what are the security challenges concerning these scenarios and how could they be solved

A second issue to be clarified for the HeNB to HeNB mobility is whether this should be limited to intra CSG scenarios or if it should be extended to inter CSG mobility procedures.  
In the case of inter CSG mobility there is clearly the need of performing either access control or membership verification for UEs moving between cells of different CSGs. Obviously, if an X2 interface established directly between HeNBs has to be achieved, it would be challenging to support such procedures. 
Even in the case where a HeNB GW is deployed as X2 proxy between HeNBs, adding the access control and membership verification support to the HeNB GW would contradict the current architecture assumptions according to which subscriber’s information are kept in the EPC and not in the HeNB GW (unlike with the 3G architecture). 
On the other hand S1 based mobility already supports procedures to carry out access control and membership verification at the EPC.  S1 based mobility can be engaged in case the UE tries to handover between cells of different CSGs (source HeNB would know if a neighbour cell belongs to a different CSG due to CSG ID being reported via ANR). Given that the HeNB to HeNB mobility enhancement procedures are mainly focussed on facilitating mobility in enterprise scenarios (where it is very likely that only one CSG is supported), it is suggested that the enhanced mobility procedures are limited to intra CSG scenarios and that S1 based mobility is adopted for inter CSG mobility
Proposal2: X2 based HeNB to HeNB mobility shall be limited to intra CSG mobility scenarios, while S1 based mobility procedures shall be used for inter CSG mobility 
3
Open HeNB to eNB Mobility Enhancements
The discussions on open mode HeNB to macro eNB mobility carried out at the last RAN3#69 meeting converged towards two potential scenarios:

1) HeNB directly connected to the EPC, where the X2 interface is directly established with the eNB (i.e. without any proxy gateway support)

2) HeNB is connected to a HeNB GW.  The HeNB GW performs as an X2 proxy node and the X2 interface is established between HeNB and HeNB GW and between HeNB GW and eNB.

From a security point of view similar problems to those listed for HeNB to HeNB mobility can be envisaged, namely the mutual authentication between eNB and HeNB would require one of the following to happen:  

1) That all HeNBs and eNBs needing to establish an X2 between each other know the authentication certificates of the X2-peer node

2) That HeNBs and eNBs needing to establish an X2 between each other need to communicate via a middle node knowing the authentication certificates of all the X2-peer nodes

It needs to be noticed that in case 2) above the current architecture already offers a possible security gateway that could support mutual authentication of eNB and HeNB before X2 establishment occurs.  Such gateway is the SEG as defined in TS33.210. As the scenario for direct X2 interface between HeNB and eNB does not seem to envisage any issue other than the security one the following is proposed: 
Proposal1a: It is proposed to inform SA3 about the possible X2 architecture scenarios for open mode HeNB to eNB mobility and to ask what are the security challenges concerning these scenarios and how could they be solved.
Conclusion
In this paper possible scenarios for the deployment of X2 based HeNB to HeNB mobility solutions were analysed.  After combining Proposal 1 and proposal 1a (referring to the same problem) into one proposal, the paper suggests the following proposals:
Proposal1: It is proposed to inform SA3 about the possible X2 architecture scenarios for HeNB to HeNB and open mode HeNB to eNB mobility and to ask what are the security challenges concerning these scenarios and how could they be solved

Proposal2: X2 based HeNB to HeNB mobility shall be limited to intra CSG mobility scenarios, while S1 based mobility procedures shall be used for inter CSG mobility 
The authors are willing to draft the required stage 2 CRs in case RAN3 agrees to the above proposals.


















































































