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1 Introduction 

The potential adoption of the X2 interface for HeNB mobility enhancements has been discussed in several occasions. Although a number of relevant issues have been raised, there has been quite limited discussion about some of the fundamental issues, like for example:

· HeNB – EPC connectivity options;

· Security; 
· Access control; 
· Characteristics. 
Those aspects have profound impact on under what conditions X2 interface could be used for HeNB mobility enhancements. 
This contribution looks into the above aspects and draws conclusions on assumptions for the usage of the X2 interface.

2 Discussion and analysis
2.1 Mobility considerations based on HeNB – EPC connectivity options
The HeNB can be connected to the EPC using one of the three following options:
1) HeNB may be connected directly to MME-s and SGw-s;

2) HeNB may be connected directly to SGw-s but via HeNB Gw to MME-s;

3) HeNB may be connected to SGw-s and MME-s via the HeNB GW.

One of the fundamental principles when defining the HeNB connectivity architecture has been the transparency of the HeNB GW, together with keeping the existing procedures intact independent of the HeNB connectivity option used. 
If we consider using the X2 interface between HeNB-s, that would be connected to EPC using connectivity option 2), it is possible to notice that in this case the handover between HeNB-s connected via the same HeNB Gw to the EPC would introduce the need to support, from MME perspective, the S1AP Path Switch procedure also for intra-eNB handover. Although there is no restriction in S1AP procedure definitions, this is not necessarily in line with the intention of the current handover principles (as already commented during the Rel-9 mobility enhancements discussions) and hence it should not be forgotten in the discussion.
2.2 Security considerations
Knowledge of IP addressing in a network infrastructure such as that of E-UTRAN and EPC may provide easy ways to launch targeted attacks against such network infrastructure. Therefore the IP addressing in a network infrastructure is considered confidential information and should be taken care of when deciding the most appropriate solutions for HeNB mobility enhancements. 
In order to address the above concern, it should be noted that the HeNB – EPC connectivity option (3) would enable to completely hide the IP addressing of the network infrastructure. The same could be achieved with architecture option (2) in case S1 HO to eNB is utilizing SGw relocation. Hence, providing this information to loosely controlled nodes such as HeNB-s should be avoided and it can be seen there are ways to fulfill that.
2.3 Characteristics
Characteristics related to direct eNB – HeNB connectivity have been analyzed by [1], where it is claimed that there is no characteristics concern similar to that of HeNB – MME connectivity. However, that analysis ignores the following characteristics aspects:

1) the processor load per SCTP association is directly dependent on the configuration of SCTP association, e.g. intensity of heart beat, retransmission timeout, etc;
2) it is not realistic to assume that the eNB has equal amount of memory available for SCTP associations as MME as those nodes have totally different connectivity requirements;

3) as it was established already in Rel-8, also higher layer associations, i.e. X2 association in the present case, consume node resources;

4) configuration and handover are not the only procedures supported on X2, as it should be considered that some of the messages, e.g. for load balancing and interference coordination, could be sent with very high intensity.
2.4 Access control and provisioning of preferred QoS

Access control in case of inbound mobility to a closed access cell is defined as a two-step procedure where the first step is performed by the UE and the final step by the MME in the forward path (and intentionally
 not in the eNB or in the MME in the reverse path). 
The following X2 deployment options for closed and hybrid mode cells break those principles:

1) eNB – HeNB

2) HeNB – HeNB in case the CSG of the target cell is not the CSG of the source cell.
Considering the above, a direct X2 interface for mobility enhancements could be introduced only between:
a) the open access cell HeNB and eNB;

b) open access cell HeNB-s; and

c) potentially the same CSG closed access and hybrid access HeNB-s provided that CSG ID-s are available to each of the HeNB-s for comparison.

2.5 Usage HeNB GW for aggregation of X2 interfaces

Usage of HeNB GW could in principle be used to reduce the characteristics burden on eNB that was described in chapter 2.3. As discussed in previous chapter, there would only be use of such deployment in case of open access HeNB-s.
3 Conclusion

Considering discussion in chapter 2, it is reasonable to introduce the X2 interface in the following situations:
In case of Open Access:

a) between the open access cell HeNB and eNB;

b) between open access HeNBs.
If HeNBs are deployed as open access nodes, it is assumed they are controlled by operators and represent a trusted environment. Deployment of a gateway should in this case be seen more for aggregation reasons to reduce characteristics burden (i.e. it is not so much a matter for standardization).

In case of Closed/Hybrid Access:
c) only for closed/hybrid mode HeNB-s that are not connected to EPC nodes via the same HeNB Gw (if the principle discussed in 2.1 needs to be preserved);
d) between closed/hybrid mode HeNB-s that have the same CSG ID;

e) between closed/hybrid mode HeNB and eNB/open access HeNB for outbound mobility, i.e. from closed/hybrid mode HeNB to eNB/open access HeNB;
Considering the last of the above conditions, it would be also natural to wonder about the additional benefit provided by having an X2 interface instead of using S1 HO for the outbound mobility in this situation.
Restricting the usage of X2 interface only to the HeNB-s within the cluster, i.e. no X2 association between any HeNB within the cluster and any of the neighbour eNB-s, then frequent switching on/off of HeNB-s within a cluster of HeNBs where X2 is allowed does not represent an issue, as it would not impact the surrounding macro network and more over X2 was specified with high dynamicity in mind.
4 Proposal

The considerations described above effectively mean that the X2 based mobility enhancements can be primarily used for campus deployments of closed/hybrid HeNB-s, with the possibility to enable outbound mobility via X2 towards eNB/open access HeNB.

Accordingly, we propose to capture those conclusions in [2].
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� As it was established already in Rel-8 and confirmed in Rel-9, CSG membership information is an accurate fingerprint of the user’s permanent identity and hence shall not be provided to the (H)eNB and definitely not stored in the (H)eNB for later use.
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