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1. Overall Description:
RAN2 thanks SA3 for their response LS on encrypting broadcasted positioning data. RAN2 has discussed the two proposed solutions in an email discussion paper (R2-1805252) provided in this LS. 
Solution 1: Re-use the security solution from OMA LPP-e as described in S3-173296

Solution 2: Create a new solution based on the ideas presented in S3-173373
From RAN2 perspective, we are not able to provide any preference on the selection of any of the two solutions, however, here we summarize the input from RAN2, in which we believe can facilitate SA3 in taking decision. 
	Number of subscription level:

On the number of subscription level RAN2 view is that mapping of AD to subscription level can be left to the Operator. If SA3 needs to know the maximum number for subscription level, the maximum levels of subscription that can be suggested from RAN2 is 16.

Cost of key provisioning

On the cost of key provisioning, RAN2 expects that there may not be many ciphering keys that UE would acquire thus from this perspective the cost may not be high. Further the keys could be scheduled for distribution when the NW is least loaded.

Design of hierarchical keys:

RAN2 acknowledges that the usage of hierarchical keys may reduce the signalling load, however since RAN2 does not expect there to be many keys, the overhead of key provisioning is not expected to be an issue. Therefore, the additional complexity which hierarchical keys may bring is not desired for now.
On the key validity duration:
RAN2 opinion is to have a moderate validity duration (one day to few weeks). However, RAN2 also believes that SA3 should be the best judge for this, keeping the security requirements in mind. 

Selection among the solutions:

On the preference between the two solutions, RAN2 cannot indicate any preference, the decision should be done by SA3. Consideration should be given for a low complexity but flexible solution.




2. Actions:
To SA3 group.
ACTION: 
RAN2 kindly asks SA3 to consider RAN2 feedback and consider the above RAN2 observations in their decisions.
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