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Introduction
At the last RAN3 meeting a short discussion took place on Friday afternoon on whether signalling connections need to be secured.
An LS from SA3 in S3-180986 confirmed that:

SA3 has discussed the conditions for setting up the AS security context in the gNB and observed that this depends on the type of the registration. If the registration does not require UP connection setup, SA3 assumes that the AS security context setup is not required unless there are other reasons for which AS security context setup is required.

However, despite this feedback from a technical WG, RAN plenary decided that the requirement on securing signalling connections is confirmed, as per LS in RP-180590.
At the same time the LS in RP-180590 states in the actions that:
TSG RAN asks SA2 and SA3 to provide RAN WG3 with use cases for this feature.

In this paper the LS from RAN plenary is discussed.  It is then explained that securing signalling connections is already possible according to the current specifications and for that future proofness can be already assumed to be in place.
[bookmark: _Toc491772836]Discussion 
The RAN LS in RP-180590 asks RAN3 to find a solution for the requirement stated, but it asks SA2 and SA3 to provide use cases for such solution. That seems to suggest that use cases for the requirement and solution do not exist so far and should be agreed in SA2 and SA3.
It seems logical that if such use cases were not found the requirement would not subsist anymore, as well as the need for a solution from RAN3.
It can therefore be first concluded that
Conclusion 1: RAN3 should wait for SA2 and SA3 to provide use cases that validate the requirement from RAN plenary, before agreeing to any solution.

Although the conclusion above implies that RAN3 should put the topic on hold until use cases in SA2 and SA3 are agreed and communicated, the paper discusses below of possible technical mechanisms to secure signalling connections.
In the figure below a possible UE Initial Access procedure is described, where AS security is established over signalling radio bearers without the need to run an F1: UE context Setup procedure.



Figure 1: UE Initial Access without F1: UE Context Setup procedure

The description in Figure 1 can be derived from the running CR for TS38.401 in R3-181576.
Quoting R3-181576 for the description of the messages, the following can be seen:
1. The UE sends RRC Connection Request message to the gNB-DU. 
2. The gNB-DU includes the RRC message and, if the UE is admitted, the corresponding low layer configuration for the UE in the F1AP INITIAL UL RRC MESSAGE TRANSFER message and transfers to the gNB-CU. The INITIAL UL RRC MESSAGE TRANSFER message  includes the C-RNTI allocated by the gNB-DU.
3. The gNB-CU allocates a gNB-CU UE F1AP ID for the UE and generates RRC CONNECTION SETUP message towards UE. The RRC message is encapsulated in -the F1AP DL RRC MESSAGE TRANSFER message. 
4. The gNB-DU sends the RRC CONNECTION SETUP message to the UE.
[…]

From the above it can be deduced that it is already possible to establish and secure SRB1 signalling connections, as per current specifications. This would not need running the F1: UE Context. This is because the F1: Initial UL RRC Message Transfer already provides the function of transferring SRB1 configuration.
The latter can be deduced also from the running CR to TS38.473 in R3-181581, where it is specified that:
“If the gNB-DU is able to serve the UE, the gNB-DU shall include the DU to CU RRC Information IE.”
And where the DU to CU RRC Information IE is specified as follows:
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	DU to CU RRC Container
	O
	
	OCTET STRING 
	CellGroupConfig IE as defined in subclause 6.3.2 in TS 38.331. Required at least to carry SRB1 configuration
	YES
	reject



From the above excerpts it can be clearly seen that the F1: Initial RRC Message Transfer shall include the SRB1 configuration. The following can be therefore concluded:
Conclusion 2: The F1: UE Context Setup Request is not needed to transfer SRB1 configuration from gNB-DU to gNB-CU. Instead, the F1: Initial RRC Message Transfer can be used

When it comes to the issue of securing communication over SRB1, it can be seen from Figure 1 that this is possible by running RRC Security Mode procedures. These procedures are exchanged between gNB-CU and UE, transparently to the gNB-DU. To transfer these RRC messages there is no need of an F1: UE Context Setup procedure. Instead, the F1AP provides the UL and DL Message Transfer procedures, which have the purpose of transferring RRC messages from gNB-CU to gNB-DU. By means of running the RRC Security Mode procedures, communication over SRB1 can be secured, hence the requirement in RP-180590, if confirmed, can be fulfilled.
Conclusion 3: there is no need to run the F1: UE context Setup procedures to secure SRB1 communication. This can be done by means of RRC Security Mode procedures and F1: RRC UL/DL Message Transfer procedures
By enabling a secured SRB1 bearer it is possible to support all the foreseen scenarios that do not require UP establishment. 
This is proven by the fact that in Release 13 “Support for Attach without PDN connectivity” was introduced, see TS23.401 for example. In this type of connectivity a UE is connected to the network only via an SRB1 signalling connection. All the services foreseen for an LTE UE are covered by this feature, such as sending and receiving SMS, re-directions to a different network, etc. 
It can therefore be concluded that supporting SRB1 secured connections would enable services supported by the “Support for Attach without PDN connectivity”, with the additional feature of establishing security for such signalling connections.
Conclusion 4: Current specifications allow establishment of secured signalling connections, enabling services that do not require UP establishment. This fulfils the requirements in RP-180590.
One possible discussion that RAN3 should take is how to remove a secured signalling connection once this has been established. Right now, it is assumed that once a signalling connection over the F1 is established without any UP, its removal is up to implementation, for example up to expiration to implementation specific timers. This is in line with how removal of signalling connections is performed for LTE. However, it may be argued that this mechanism should be improved.
Conclusion 5: RAN3 should discuss if removal of signalling connections needs to be addressed with a dedicated signalling procedure

Conclusion
[bookmark: _Ref484067741][bookmark: _Ref174151459][bookmark: _Ref189809556]In this paper a description of the current specifications and of how they allow the establishment of secured signalling connections is presented. The paper explains that the current system allows to secure signalling connections and to enable the use of all services not requiring UP establishment. This is equivalent to support of services enabled with the “Attachment without PDN Connectivity” in LTE, but with the added AS security.
The paper presents the following conclusions for approval:
Conclusion 1: RAN3 should wait for SA2 and SA3 to provide use cases that validate the requirement from RAN plenary, before agreeing to any solution.
Conclusion 2: The F1: UE Context Setup Request is not needed to transfer SRB1 configuration from gNB-DU to gNB-CU. Instead, the F1: Initial RRC Message Transfer can be used
Conclusion 3: there is no need to run the F1: UE context Setup procedures to secure SRB1 communication. This can be done by means of RRC Security Mode procedures and F1: RRC UL/DL Message Transfer procedures
Conclusion 4: Current specifications allow establishment of secured signalling connections, enabling services that do not require UP establishment. This fulfils the requirements in RP-180590.
Conclusion 5: RAN3 should discuss if removal of signalling connections needs to be addressed with a dedicated signalling procedure
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