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1. Overall Description:

UP integrity protection has been agreed to be supported for DRBs with NR PDCP for SA and MR-DC@5GC. In previous RAN2 meeting, the following agreements related with the data rate of integrity protection were made:

- It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.

- Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.

- Lowest possible value for the data rate is 64 kbps

RAN3 discussed how to ensure the UE capability not to be exceeded and noticed that the only way for RAN to do is to lower down the data rate of GBR DRBs with integrity protection, however it’s highly possible to dissatisfy the QoS in case the established PDU sessions have larger aggregated GBR data rate than the UE capability. So RAN3 wonders whether 5GC is always able to avoid establishing PDU sessions with too large requirement of aggregated integrity protection data rate which NG-RAN cannot bear.

In case that multiple PDU sessions belonging to same network slice are to be established for given UE, we assume that the 5GC can limit the aggregated integrity protection data rate below UE capability.

In case that multiple PDU sessions belonging to different network slices are to be established for given UE, since the UP security policy for each PDU session is decided by the corresponding isolated slices, so we assume that the 5GC may not always limit the aggregated integrity protection data rate below UE capability.
2. Actions:

To SA2 group:

ACTION: RAN3 kindly asks SA2 to confirm whether above assumption is correct and give potential solution.

3. Date of Next TSG-RAN WG3 Meetings:

TSG-RAN WG3#100
     21st May – 25th May 2018
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