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1. Introduction
At last few meetings, the basic signaling for IE “Security Indication” per PDU Session was introduced for “PDU Session setup case” in both NG and Xn relevant procedures. In the latest agreed S2-182990 against TS23.501, it was clearly specified that
· “whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply 

-
Not Needed: UP integrity protection shall not apply on the PDU Session

· whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply 

-
Not Needed: UP confidentiality shall not apply on the PDU Session”
Hence, the definition of “Security Indication” in Xn spec. needs to be updated accordingly.

Proposal 1: The definition of “Security Indication” IE in Xn relevant procedures needs to be updated.

Furthermore, SA2 has also agreed that “The NG-RAN notifies the SMF when it cannot fulfill a User Plane Security Enforcement with a value of Preferred.” Such principle should be also applied for Xn based mobility and MR-DC@5GC cases, hence, the “notify procedure” in Xn needs to be updated accordingly.
Proposal 2: The “Notify procedure” in Xn relevant procedures needs to be updated.
In HO case, the source node should not modify the value of “Security Indication” configured by 5GC, when preparing the HO towards the target node. Similarly, in MR-DC@5GC case, the MN should not modify the value of “Security Indication” configured by 5GC, when offloading the concerned PDU Session towards SN. Hence the security policy with “Security Indication” is kept consistent/unchanged during the lifetime of PDU Session over Xn mobility.
Proposal 3: To confirm that the security policy with “Security Indication” is kept consistent/unchanged during the lifetime of PDU Session over Xn mobility.

2. TP for 38.423
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8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: Handover Preparation, successful operation

The source NG-RAN node initiates the procedure by sending the HANDOVER REQUEST message to the target NG-RAN node. When the source NG-RAN node sends the HANDOVER REQUEST message, it shall start the timer TRELOCprep. 

If the Signalling TNL association address at source NG-C side IE is included in the HANDOVER REQUEST message the target NG-RAN node shall behave as specified in TS 23.502 [13].
For each E-RAB ID IE included in the Qos Flow List IE in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, store the content of the IE in the UE context and use it for subsequent inter-system handover.
If the Masked IMEISV IE is contained in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.
If the PDU Session Resource to be Setup List IE is contained in the HANDOVER REQUEST message, the target NG-RAN node behave the same as in the PDU Session Resource Setup procedure. The target NG-RAN node shall report in the HANDOVER REQUEST ACKNOWLEDGE message the successful establishment of the result for all the requested PDU sessions. When the target NG-RAN node reports the unsuccessful establishment of a PDU Session, the cause value should be precise enough to enable the source NG-RAN node to know the reason for the unsuccessful establishment.
For each PDU session for which the Security Indication IE is included in the HANDOVER REQUEST message and the confidentiality protection Indication or Integrity Protection Indication IE is set to “Required” or “Preferred” or “Not Needed”, the target NG-RAN node shall behave as specified in TS 23.501 [7].
If the HANDOVER REQUEST includes PDU Session Resources for PDU Sessions associated to S-NSSAIs not supported by target NG-RAN, the target NG-RAN shall reject such PDU Session Resources. In this case, and if at least one PDU Session Resource To Be Setup Item IE is admitted, the target NG-RAN shall send the HANDOVER REQUEST ACKNOWLEDGE message including the PDU Sessions Not Admitted List IE listing corresponding PDU Sessions rejected at the target NG-RAN.
If the Handover Restriction List IE is
-
contained in the HANDOVER REQUEST message, the target NG-RAN node shall

-
store the information received in the Handover Restriction List IE in the UE context;

-
use this information to determine a target for the UE during subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE, except when one of the PDU sessions has a particular ARP value (TS 23.501 [7]) in which case the information shall not apply;

-
use this information to select a proper SCG during dual connectivity operation.

-
not contained in the HANDOVER REQUEST message, the target NG-RAN node shall consider that no roaming and no access restriction apply to the UE.

If the Trace Activation IE is included in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. In particular, the target NG-RAN node shall, if supported: [FFS pending SA5]
-
if the Trace Activation IE does not include the MDT Configuration IE, initiate the requested trace session as described in TS 32.422 [11];

-
if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT and Trace”, initiate the requested trace session and MDT session as described in TS 32.422 [11];

-
if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT Only”, or “Logged MDT only”, initiate the requested MDT session as described in TS 32.422 [11] and the NG-RAN node shall ignore the Interfaces To Trace IE and Trace Depth IE;
-
if the Trace Activation IE includes the MDT Location Information IE, within the MDT Configuration IE, store this information and take it into account in the requested MDT session;
-
if the Trace Activation IE includes the Signalling based MDT PLMN List IE, within the MDT Configuration IE, the NG-RAN node may use it to propagate the MDT Configuration as described in TS 37.320 [12].

If the UE Security Capabilities IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall handle it accordingly. [FFS pending SA3]
If the Management Based MDT Allowed IE is contained in the HANDOVER REQUEST message, the target NG-RAN node shall use it, if supported, together with information in the Management Based MDT PLMN List IE, if available in the UE context, to allow subsequent selection of the UE for management based MDT defined in TS 32.422 [11]. [FFS pending SA5].
If the UE Context Reference at the S-NG-RAN IE is contained in the HANDOVER REQUEST message the target NG-RAN node may use it as specified in TS 37.340 [8]. In this case, the source NG-RAN node may expect the target NG-RAN node to include the UE Context Kept Indicator IE set to "True" in the HANDOVER REQUEST ACKNOWLEDGE message, which shall use this information as specified in TS 37.340 [8].
Editor’s Note:
Further details are FFS
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9.2.2.20
Security Indication

	
	
	
	
	

	
	
	
	

	


This IE contains the user plane confidentiality and integrity protection indication which indicates whether the UP confidentiality or integrity is configured for corresponding sessions, respectively.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Confidentiality  Protection Indication
	M
	
	ENUMERATED (Required, Preferred, Not Needed , …)

	How the concerned PDU session is enabled with confidentiality protection by the 5GC.


	Integrity Protection Indication
	M
	
	ENUMERATED (Required, Preferred, Not Needed , …)

	How the concerned PDU session is enabled with integrity protection by the 5GC.
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