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Introduction
RAN2 [1] in previous meetings have reached a conclusion that the PDCP COUNT does not wrap around as the packet COUNT reaches the end. In this scenario the data bearer is released and then re-established by the Secondary Node. The solution and CR were presented in previous RAN3 meeting [2-4].
In this contribution we present a brief analysis of the PDCP Sequence COUNT reaching the end of the count and triggering a Bearer release. 
In our view the Master LTE node has to be notified of impending end of the PDCP packet COUNT well before the COUNT has reached the end. This early notification of the end of the COUNT will prepare the Master Node and the Secondary Node for generation of a new security key and the re-establishing DRB to continue the data download to the UE, should the downloading has not reached the end: for high data throughput deployment scenarios such as URLCC, the break in the data downloading due to the end of the COUNT could cause delays and service interruptions.  

PDCP Sequence COUNT Problem
The LTE-NR 3X Dual Connected scenario is illustrates in the following Figure 1. The  Figure 1 illustrates that the PDCP Data packets, arriving from the S/PDN Gateway, are split at the PDCP-U unit in the NR Node and passed on to the NR and over the X2-U interface to the LTE Node. The PDCP COUNT increases as data packets are passed to LTE and NR Node. 





	
[image: ]
[bookmark: _Ref505951304]Figure 1 3X Dual Connectivity Scenario
The potential problem arises when the COUNT reaches the end before the entire download data has been transferred and the Secondary Node has to release the DRB. As there is no wrap-around, the Master LTE node has to generate new security Keys for both LTE and NR Nodes and the NR Node then has to assign a new DRB: any remaining PDCP data will have to then flow over the new DRB. This break and re-start procedure, will cause interruption in the service and should be avoided. 
To circumvent this problem, we propose an early notification to be sent to the LTE Node over the X2-C to indicate that the count is approaching the end of the sequence. In order to give the LTE Node to prepare the security Keys, we propose for this notification to be sent at the 90% of the COUNT value. This early notification should then trigger a security Key generation and prepare a new DRB. 
Observation 1: DRBs are dropped when the COUNT has reached the end and new DRBs must be assigned to continue the download on the NR Link 
Observation 2: Security Keys must be refreshed and new DRBs must be assigned before the end of the COUNT
Proposed Solution
The download delivery of the PDCP PDUs are monitored using a COUNT mechanism in the Secondary NR Node. In this mechanism, a very long number consisting of Hyper Frame Number (HFN) and PDCP Sequence Number (SN) is used to count every PDCP PDU packets that is delivered. The total bits assigned to the PDCP COUNT is 32 bits which is a variable sum of the HPF and SN numbers. See following Figure 2.
[image: ]
[bookmark: _Ref505951598]Figure 2 PDCP PDU COUNT format
Assuming that the PDCP PDU download COUNT would commence at 0..0 (32 bits of 0) and would be completed at 1..1 (32 bits of 1) the notification to be sent from the NR to the LTE node should be around the 90% COUNT value:
 total COUNT value
4,294, 967,296 * 0.9 = 3,865,470,566.4 which in binary = 
Or for simplicity we can use: 
Therefore, when the COUNT reaches the binary value of 1111 0000 0000 0000 0000 0000 0000 0000‬, the NR Node should notify the LTE Node to prepare the Security Keys and DRB as the download COUNT is approaching the last 10% of the available sequence. ‬
The sequence is shown in the following Figure 3.
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[bookmark: _Ref506469975]Figure 3 Security Key Refresh when the COUNT reaches 1111 0000 0000 0000 0000 0000 0000 0000
The message sequence of Figure 3 is as follows: 
1- Secondary Node sends an COUNT Expiry Alert to the Master eNodeB. This is a new message. A SN Transfer Message could be used however it is not clear whether the direction i.e. from Secondary to the Master is the correct use of this message over the X2 interface
2- The Master eNodeB Refreshes the Security Keys: KeNB is refreshed and S-KeNB is generated  
3- The Master eNodeB passes the S-KeNB over a SeNB Modification Request message to the Secondary Node 
4- The Secondary Node acknowledges
5- The Master eNodeB sends the s-KeNB to the UE over a RRC Re-configuration message
6- The UE generates KUPenc and assigns new DRBs
7- Secondary Node acknowledges by sending RRC Connection Re-configuration complete message 
8- The COUNT value is reset to 0000 0000 0000 0000 0000 0000 0000 0000 at the Secondary Node 
Observation 3: The COUNT Trigger comes from the S-KeNB Update Trigger requirement that is described in TS 33.401 section E.2.5.1 version 15.1.0 
Proposal 1: Secondary NR Node to send a trigger to the Master eNodeB when the COUNT reaches 1111 0000 0000 0000 0000 0000 0000 0000‬ value and set this as the default value 
Proposal 2: A new “COUNT Alert message” is required to signal explicitly that the COUNT has reached a certain value
Conclusion 
In this contribution we have presented a realistic scenario, where the PDCP Count would terminate after approximately 11 minutes without any wrap around. See the Technical Annex.
During the technical analysis the following observations were made:
Observation 1: DRBs are dropped when the COUNT has reached the end and new DRBs must be assigned to continue the download on the NR Link 
Observation 2: Security Keys must be refreshed and new DRBs must be assigned before the end of the COUNT
Observation 3: The COUNT Trigger comes from the S-KeNB Update Trigger requirement that is described in TS 33.401 section E.2.5.1 version 15.1.0 
Observation 4: The COUNT will reach its end value in approximately 11 minutes and 27 seconds
And the following proposal are made 
Proposal 1: Secondary NR Node to send a trigger to the Master eNodeB when the COUNT reaches 1111 0000 0000 0000 0000 0000 0000 0000‬ value and set this as the default value 
Proposal 2: A new “COUNT Alert message” is required to signal explicitly that the COUNT has reached a certain value
In order to circumvent delay in downlink and to prevent a break in the service, we propose to prepare for Security Key Refresh when the COUNT has reached 90% of its end value i.e. at 1111 0000 0000 0000 0000 0000 0000 0000 Binary value.
[bookmark: _GoBack]In order to resolve this problem, a stage 2 CR to 36.300 in R3-181334 accompanying this document is presented. 
RAN3 is kindly asked to review the presented analysis and agree on formulating a new COUNT Alert message if deemed necessary. 



Technical Annex
In this section a brief calculation of the PDCP Count is presented and the approximate PDCP COUNT expiry period is calculated by using the following assumptions:
20 Gbps NR Downlink throughput (IMT 2020 minimum requirements)
400 Bytes for PDCP SDU
By reference to the following Table 1, it can be observed that with a downlink throughput of 20Gbps and PDCP packet size of 400 Bytes, the COUNT will terminates in 11 minutes and 27 seconds approximately after which the Secondary NR Node will drop the DRB and the LTE Master eNodeB will generate new Security Keys and the Secondary NR Node will have to establish a new DRB with the UE. 

[bookmark: _Ref506216759]Table 1 PDCP COUNT Calculation
	Download  Throughput (Gbps) 
	20
	20000000000
	[bits/sec]

	Typical Bytes per PDCP SDU
	400
	
	[bytes]

	Typical Bits per count 
	8
	3200
	[bits/count]

	
	
	
	
	
	

	Number of PDCP COUNT per second 
	
	6250000
	[count/sec]

	
	
	
	
	
	

	
	
	
	
	
	

	Maximum number of PDCP  COUNTs
	2^32
	4294967296
	[count]

	
	
	
	
	
	

	
	
	
	
	
	

	COUNT will terminate in (seconds) 
	
	687.1947674
	[seconds]

	
	
	
	
	
	

	Count will terminate in (hours, minutes , seconds)
	11 min 27 sec
	[Hr:mm:ss]

	
	
	
	
	
	



Observation 4: The COUNT will reach its end value in approximately 11 minutes and 27 seconds
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