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1
Introduction

At the previous meeting contributions were submitted [1, 2, 3] related to the security of CU CP-UP separation. This contribution addresses the issues raised and propose a way forward.

2
Key handling in case of CP-UP separation

In case of CP-UP separation the PDCP entities supporting DRBs will be executed in a separate logical node from the NG-C / RRC entities and the PDCP entity support SRBs. The current assumption in NR is that separate encryption and integrity protection keys will be used for RRC signaling (Krrcenc, Krrcint) and UP (Kupenc, Kupint).
In [2] two options are considered for key handling in CU-UP:

1. CU-CP derives UP keys (Kupenc, Kupint) and sends them to the CU-UP during bearer setup/modification;
2. CU-CP sends KgNB (or S-KgNB) to CU-UP who derives the UP keys (Kupenc, Kupint).
In our view, option 1 is preferred since CU-UP has no use for the full KgNB and there is no reason to expose this to the CU-UP. In option 1 the CU-CP will manage all keys and only send the UP keys to the CU-UP. The UP keys can be provided to the CU-UP during bearer setup or modification.

In case the CU-CP is performing a key refresh (e.g. due to handover or state transition) the keys in the CU-UP will be changed and the PDCP entity in CU-UP will be re-established. 

Proposal 1 
CU-CP should derive UP keys (Kupenc, Kupint) and send them to the CU-UP during bearer setup or bearer modification. The solution can be verified with SA3 during the work item phase.

Proposal 2
When CU-CP changes KgNB it will also update UP keys in the CU-UP and trigger PDCP re-establishment.
In RAN2 there is ongoing work on standardization of RRC signalling. It is likely that the outcome of this work is that it is possible to configure the UE to use S-KgNB for some RBs even in the case MR-DC is not used. It is assumed that the CP-UP separation should also support cases where the UP keys are derived from S-KgNB.

Proposal 3
We should also support scenarios where the UP keys used in the CU-UP are derived from the S-KgNB assuming radio interface specifications supports this. 

3 
Algorithm handling
In [2] the issue on algorithm handling is brought up. It is assumed that the CU-CP will select the security algorithms to be used for UP and then forward this to the CU-UP. We support this proposal.

Proposal 4 
CU-CP should decide on which encryption (and integrity protection) algorithm to be used in the CU-UP and should send information about this to the CU-UP during bearer setup or bearer modification. 

4 
PDCP COUNT wrap around and Counter Check (if specified)
In LTE it is the repsosability of the network to ensure that the COUNT value used as input to the encryption (and integrity protection) never are used twice for the same key (and for different data). The network ensures this by initiating key refresh in good time before the COUNT wraps around. It is assumed that NR will support similar mechanism. Given that the COUNT will be at least 32 bits in NR, PDCP COUNT wrap around is a very rare event (4 billion packets).

In LTE DC the SeNB will send an SCG change indication to the MeNB in case the COUNT value is about to wrap around. It is the responsibility of the MeNB to initiate key refresh. It is proposed to adopt similar solution for CU-UP separation. 
Proposal 5
CU-UP should provide information to the CU-CP enabling the CU-CP to trigger key refresh when needed. The exact information can be discussed further during the work item phase (e.g. wrap around warning, period reports on number PDCP PDUs). 

Regarding Counter Check it has so far only been agreed to support Counter Check for EN-DC. For NR stand-alone it is possible to rely more on UP IP which could avoid the need for this procedure. 

Proposal 6
It is currently unclear if Counter Check will be supported for NR stand-alone. If it will be supported it is possible to support it using an indication from the CU-UP to the CU-CP containing CC information (similar LTE DC and EN-DC). 

5
Conclusion
As can be seen from the analysis in section 2-4 supporting CP-UP separation should be straightforward and concept which has been defined for DC can be reused when applicable. Details of the security solution can be worked out during the WI phase. 

Proposal 7 The support of CP-UP separation has minor impacts on the security solution. Detailed security solutions can be worked out during the WI phase.

6 
Summary of proposals

The following proposals area made:

Proposal 1 
CU-CP should derive UP keys (Kupenc, Kupint) and send them to the CU-UP during bearer setup or bearer modification. The solution can be verified with SA3 during the work item phase.

Proposal 2
When CU-CP changes KgNB it will also update UP keys in the CU-UP and trigger PDCP re-establishment.

Proposal 3
We should also support scenarios where the UP keys used in the CU-UP are derived from the S-KgNB assuming radio interface specifications supports this. 

Proposal 4 
CU-CP should decide on which encryption (and integrity protection) algorithm to be used in the CU-UP and should send information about this to the CU-UP during bearer setup or bearer modification. 

Proposal 5
CU-UP should provide information to the CU-CP enabling the CU-CP to trigger key refresh when needed. The exact information can be discussed further during the work item phase (e.g. wrap around warning, period reports on number PDCP PDUs). 

Proposal 6
It is currently unclear if Counter Check will be supported for NR stand-alone. If it will be supported it is possible to support it using an indication from the CU-UP to the CU-CP containing CC information (similar LTE DC and EN-DC). 

Proposal 7 The support of CP-UP separation has minor impacts on the security solution. Detailed security solutions can be worked out during the WI phase.
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