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1. Introduction
In last meeting, the new SI on studying CU-CP and CU-UP separation has been started. This paper is to investigate one of the potential issues on security captured in WF [2]. The corresponding proposals are also provided.
2. Discussion
In the SID [1], the following architecture in Fig. 1b is a reference for realizing CU-CP and CU-UP separation. 
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Fig.1 CU-CP and CU-UP separation. 
Based on this architecture, in this paper it is to investigate the potential issues on security to solve: 
· How to basically support the CU-UP security protection on data packets due to the separation of CU-CP and CU-UP.  
· PDCP count wrap around problem in CU-UP
· Counter check in CU-UP

Issue 1: How to basically support the CU-UP security protection on data packets due to the separation of CU-CP and CU-UP?
In RAN2, a unified PDCP was agreed for the design principle. On the CU-UP security protection, the PDCP layer needs to have the security key and the Encryption algorithm. Based on them, the KUPenc can be generated. So it should be decided which node, either CU-CP or CU-UP, take the role of security key generation, Encryption algorithm selection and KUPenc  generation for UP PDCP. Also the corresponding signalling to CU-UP should also be discussed. 

Issue 2: PDCP count wrap around problem in CU-UP
There exists the case that high volume data packets are provided in CU-UP. Thus it is very possible that PDCP COUNTs wraps around may happening in CU-UP. Thus, how to initiate the procedure for refreshing the security key of CU-UP is an issue to solve. This may be different depend on the solution of issue 1. 
Issue 3: Counter check in CU-UP
In legacy LTE, the Counter check procedure is for eNB to periodically perform the authentication, in which RRC is involved to send and receive signaling to/from UE. In the case CU-CP and CU-UP separation, how counter check procedure is performed for CU-UP should also be investigated since the RRC layer is located in the CU-CP.  

Proposal): To investigate the following three issues for security support of CU-CP and CU-UP separation.
· How to basically support the CU-UP security protection on data packets due to the separation of CU-CP and CU-UP
a. Security key generation for CU-UP
b. Encryption algorithm selection for CU-UP
c. KUPenc generation for CU-UP
· PDCP count wrap around problem in CU-UP
· Counter check in CU-UP

3. Conclusion
In this contribution, the potential issues on security for supporting CU-CP and CU-UP separation was investigated. The following proposal is suggested to RAN3:
Proposal): To investigate the following three issues for security support of CU-CP and CU-UP separation.
· How to basically support the CU-UP security protection on data packets due to the separation of CU-CP and CU-UP
a. Security key generation for CU-UP
b. Encryption algorithm selection for CU-UP
c. KUPenc generation for CU-UP
· PDCP count wrap around problem in CU-UP
· Counter check in CU-UP
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