3GPP TSG-RAN3 Meeting #95bis 
R3-171040
Spokane, Washington, USA, 3- 7 April, 2017

Title: 
Consideration on NB-IoT CP Mobility
Source: 
Huawei
Agenda item:
8.3
Document for:
Information
1   Introduction
In RAN3#95 meeting, for CP mobility, an LS[1] from SA3 has sent to RAN2 and RAN3, with questions:
Questions for RAN2:

a) Is the new use case required to be solved using a CP solution and not by 23.401 clause ‘5.3.4B.4 Establishment of S1-U bearer during Data Transport in Control Plane CIoT EPS optimisation’?

b) Can SA3 assume that there are no limitations for CIOT-CP UEs regarding the discussed security solutions? 

Questions for RAN3:

c) Does RAN3 have any protocol flow information on DoNAS mobility that can share with SA3?

And we have known that RAN 3 replied [2] that 

· Answer: RAN3 has captured the X2AP/S1AP message flow for RRC connection re-establishment triggered by Radio Link Failure in figure 19.2.2.a-1 of the attached R3-170826, which is currently endorsed by RAN3 pending input from SA3 on security aspects.
RAN2 also answer the questions and ask SA3 to give a solution with small RRC impact [3], the  details is in the following.
· RAN2 Answer 1: The use case under discussion is the RRC Connection Re-establishment of a UE configured only with Control Plane CIoT EPS optimization with no DRB/S1-U bearer.  The call flow for the scenario under discussion is described in 5.3.4B.2.

· RAN2 Answer 2: Please note that CIoT-CP does not support AS security as per Rel 13 design which is a design choice and not a limitation

· Taking into account the finalization of Rel. 14 by RAN March 2017 Plenary, it would be strongly preferable from RAN WG 2 perspective that SA3 select one solution during SA3 Adhoc meeting in March, having small RRC  impact and also not incurring additional RRC messages over the air interface

· Actions

RAN2 would respectfully ask SA3 to take comments above into account while agreeing on a particular solution.

And the WI of Rel-14 NB-IoT in RAN2 and RAN3 is closed, so the CP mobility topic will be discussed based on further input from SA3. This paper mainly discusses the current progress for CP mobility.

2   Discussion

In SA3#86, there were some discussions on the security of CP mobility, 6 solutions were proposed to solve the security problem of CP mobility as follows.
Solution 1: UE/MME generates token using NAS key and NAS algorithm [4].

Solution 2: Setup a partial AS context to integrity protect the RRC messages for the UE dynamically, based on the size of the data to be downloaded or uploaded [5].
Solution 3: Using an authentication token from the UE to the network (via the target eNB to the source eNB) [6].
Solution 4: Using RRC integrity key KRRCint as when AS security is established to protect RRC Connection Re-establishment [7].

Solution 5: NAS security is used to generate the MAC for protecting RRC Connection Re-establishment procedure [8].
Solution 6: Use KNASint to generate shortMAC-I, and MME validates the shortMAC-I to protect RRC Connection Re-establishment procedure [9].
SA3 did not get a conclusion yet, and they will further discuss it on a conference call before SA3#87. Thus, once they make a decision on the security solution for RRC Connection Re-establishment procedure, we can analyze the impacts on RAN3 and agree the corresponding CRs on CP mobility.
Conclusion: RAN3 to wait SA3 progress on the security issue of CP mobility, and finalize the p-approved CRs.

3   Conclusion

In this paper, the progress on CP mobility is discussed, and we get a conclusion in the following.
Conclusion: RAN3 to wait SA3 progress on the security issue of CP mobility, and finalize the p-approved CRs.
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