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1 Introduction

Functionality to establish the IPSec tunnel for LWIP is available since Rel-13. Part of the work in RAN3 in Rel-14 is to support this functionality over a standardized interface instead of a proprietary interface as in Rel-13. 
In Rel-13, the eNB provides the following tunnel information to the UE in the TunnelConfigLWIP IE [1]. Note that reference [32] in the RRC specification [1] is TS 33.401 here reference [2].
ip-Address: Parameter indicates the LWIP-SeGW IP Address to be used by the UE for initiating LWIP Tunnel establishment [32].
ike-Identity: Parameter indicates the IKE Identity elements (IDi) to be used in IKE Authentication Procedures [32].
lwip-Counter: Indicates the parameter used by UE for computing the security keys used in LWIP tunnel establishment, as specified in TS 33.401 [32].
This is also aligned to the following text in [2] section H.2.1:
“When the eNB initially establishes LWIP with the UE, the eNB and the UE shall generate the LWIP security key, LWIP-PSK, as specified in clause H.4, to be used as the PSK for the IPsec tunnel set up between the UE and the LWIP-SeGW, as described in clause H.2.2.

The eNB shall provide to the UE, over the secure RRC signalling, the following parameters:

-
IP address of the LWIP-SeGW for the IKEv2 handshake, 

-
The Initiator Identity value, IDi, that the UE shall use in the IKEv2 handshake. 

-
LWIP counter that the UE shall use in LWIP-PSK derivation. “
This document discusses the information needed to establish the IPsec tunnel over a standardized interface without UE impact. 

2 Discussion
Here we assume that the Xw interface defined between the eNB and WT is re-used for LWIP and that the LWIP-SeGW will be a function of the WT. For convenience, we recall here some observations already made in [5]. These observations reflect the proposals in [3] and [4].

Observation 1: To be able to reuse Xw for LWIP, the LWIP-SeGW needs to be considered as logically co-located with the WT.

Observation 2: All information needed to be exchanged between the eNB and the LWIP-SeGW (application-protocol-level UE context identifiers, IDi, LWIP-PSK) is UE-associated.

Observation 3: In case the WT supports LWA but not LWIP, it shall fail LWIP Addition Preparation; in case the WT supports LWIP but not LWA, it shall fail WT Addition Preparation.

Observation 4: If the WT supports both LWA and LWIP and it receives an LWIP ADDITION REQUEST message concerning a UE for which LWA is ongoing, it shall fail that procedure, and vice versa.
2.1 IPsec Tunnel Establishment between the AP and the WT
According to [2]:

“The eNB shall inform the LWIP-SeGW function of the expected initiation of IKEv2 handshake by a UE, for subsequent establishment of the IPsec, and provide the following parameters:

-
the Initiator ID value, (IDi) that the UE will use in the IKEv2 handshake, 

-
the LWIP-PSK. “

Proposal 1: The IDi and the LWIP PSK are sent from the eNB to the WT.

The LWIP-SeGW IP Address is known by the SeGW itself hence should, if needed, be provided to the eNB from the WT. In deployments where the eNB is configured with the LWIP-SeGW IP Address the information is not needed hence it should be optional with criticality ignore. 
Proposal 2: Add the LWIP-SeGW IP address for each UE as an optional IE with criticality ignore.
When the eNB selects the IDi it needs to be unique in the WT. If not, two eNBs may assign the same IDi two different UEs. To avoid this problem, the IDi could contain an identifier of the eNB uniquely identifying the eNB to all connected WTs. Since the global eNodeB ID already exist on the interface we propose to add the global eNB ID in the IDi. Another benefit with encoding an eNB identifier in the IDi is that the LWIP-GW understands to which eNB the UE belongs which allows a less complex WT implementation.
Proposal 3: The IDi shall contain an identifier of the eNB which assigned the IDi.
2.2 Signaling
Figure 1 shows how the IPsec tunnel is set up.
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Figure 1 Establishing the IPsec tunnel using Rel-13 functionality

1. The eNodeB decides when to use LWIP hence starts the sequence shown by initiating the Class 1 LWIP Addition Preparation procedure toward the WT. The initiating message contains the eNB UE XwAP ID, the IDi and the LWIP-PSK;
2. The WT performs admission control;
3. The WT responds to (or fails) the request with the appropriate message. The successful response message contains the eNB UE XwAP ID, the WT UE XwAP ID and the LWIP-SeGW IP address. If the WT does not support LWIP, or if LWA is already set up for the same UE, it fails the procedure;
4. The eNB sends the information to the UE as in Rel-13;
5. The UE initiates IKE-v2 towards the indicated LWIP-SeGW. This includes transferring the IDi to the WT;
6. The WT sends the WT ASSOCIATION CONFIRMATION message, which includes the eNB UE XwAP ID and the WT UE XwAP ID to the eNB. Looking at the eNB UE XwAP ID, the eNB knows for which UE the IPsec tunnel has been established. 
Proposal 4: Reuse the WT Association Confirmation message to indicate to the eNB that the UE has been found in the WLAN network.
2.3 WLAN Identifier List
As previously introduced in [5], in the current Xw Setup and WT Configuration Update procedures, the WT signals a mandatory list of WLAN identifiers which are relevant for LWA. It seems desirable to be able to signal a list of WLAN identifiers which may be used for both LWA and LWIP, or for LWIP only. A possible way to do this is to extend the WLAN Information IE (Sec. 9.2.7 of [6]) with a WLAN Usage IE as shown in Table 1 below.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	WLAN Usage
	M
	
	ENUMERATED (LWA and LWIP, LWIP only, …)
	


Table 1 The WLAN Usage IE identifies the usage of the given WLAN identifier(s).

The WLAN Information IE is signaled in both the Xw SETUP RESPONSE and WT CONFIGURATION UPDATE messages (in the latter case it can be included in the WLAN Identifiers To Add Item and WLAN Identifiers To Modify IEs), so the above extension enables to set up and modify WLAN identifiers for independently for LWA, LWIP, or both.

Proposal 5: Add an enumerated-type WLAN Usage IE to the WLAN Information IE in XwAP.
Proposal 6: Agree the CRs in [3] and [4].
3 Conclusions and Proposals
We propose the following:

Proposal 1: The IDi and the LWIP PSK are sent from the eNB to the WT.

Proposal 2: Add the LWIP-SeGW IP address for each UE as an optional IE with criticality ignore.

Proposal 3: The IDi shall contain an identifier of the eNB which assigned the IDi.
Proposal 4: Reuse the WT Association Confirmation message to indicate to the eNB that the UE has been found in the WLAN network.
Proposal 5: Add an enumerated-type WLAN Usage IE to the WLAN Information IE in XwAP.
Proposal 6: Agree the CRs in [3] and [4].
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