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1. Introduction
There have been several rounds of discussion in RAN3 regarding CP-CIoT mobility. As of RAN3#94, there was agreement that lossless operation can be supported, based on the potential solutions presented. However there were still open issues regarding handling of non-delivered NAS PDUs and the exact way in which the context shall be provided to the new eNB. Finally RAN3 is waiting for feedback from SA3 on security handling (given lack of AS security, hence no authentication of UE request at AS level), and this may also have impacts on the complete solution as well as on RAN3 impacts.
This paper provides an analysis and proposes a way forward. It should be noted that the SA3 solution is not known at the time of writing, although a possible sketch of this is used to help with the analysis.

2. Brief analysis of RAN3-only aspects
In this section we consider the two main open aspects from a RAN3 perspective only (in the next section we move to the full solution, but this initial check is helpful to restrict the number of variants to be considered).
Issue 1: How to provide context to the new eNB
The main options here are either reusing the Handover Preparation procedure or introducing a new procedure. Procedure reuse is certainly possible. The main drawbacks with this are that the actual context to be transferred is actually a mini-context (since the Initial Context Setup procedure was never triggered, and no bearers were set up), including for example GUMMEI and MME UE S1AP ID; and many mandatory IEs will need to be filled in, out of which it may be unclear which are truly applicable. In addition there does not seem to be a strong requirement to have a response message in this case, since the old eNB can take no action at this point (unlike preparation). On the whole it may be simpler to define a new procedure, probably as class 2 as previously discussed.
Proposal 1: Agree to define a new class 2 X2 procedure to provide the “mini-context” to the new eNB.
Issue 2: How to handle non-delivered PDUs

The options here are basically using a forwarding mechanism in the RAN, or handing the PDUs back to the MME. Obviously the second option doubles the traffic load over backhaul interfaces since the non-delivered PDUs must be sent first upstream, and then again downstream. On the other hand, a change of serving eNB during a CP-CIoT transaction should not happen continuously; and also it seems safer to give the MME control (this also avoids race conditions between different network elements).

In fact from an overall system point of view, no data should be sent towards the new eNB (from either the old eNB or the MME) until the UE has been authenticated by the MME. A RAN forwarding mechanism (whether connected to Handover or new messages) would potentially enable this principle to be broken by implementations. Hence overall it seems safer for the old eNB to return the non-delivered PDUs to the MME.

Proposal 2: Agree on principle that the old eNB will return the non-delivered PDUs to the MME.
3. Discussion of the complete flow

3.1
Security aspects

This will be discussed by SA3, but we expect that the authentication check must be carried out. This could be carried out by the MME where the possible steps are likely to be:

· UE generates NAS level security material

· UE provides this during re-establishment

· RAN sends this material to the MME, and receives a positive or negative response (and acts accordingly)

One possible open issue is whether it is the new or old eNB that handles the MME check. SA3 may have a view on this, but we will assume in what follows that the old eNB will own this functionality. With this, no new S1 UE-associated connection is initiated until the UE is authenticated, and also we limit the potential for asynchronous interactions towards the MME from the two eNBs. In addition, this guarantees that the MME will not be requested for a check unless the old eNB supports this functionality (including CP-CIoT context transfer).
Proposal 3: (Dependent on SA3 conclusion) Agree that the old eNB will request the MME to authenticate the UE, using a new class 1 procedure.

3.2
Detailed handling of non-delivered PDUs

If the above is agreed, one consequence for RAN3 is that a new procedure will be needed specifically to handle the security interaction between old eNB and MME. Then it seems natural and straightforward to limit the signalling in the old S1 connection by including the non-delivered PDUs in the message towards the MME. This has also the added advantage of simplifying the MME’s handling, since the MME does not need to wait for an unspecified time until the PDUs are individually delivered by a separate procedure.
Proposal 4: (Dependent on SA3 conclusion) Agree that the old eNB will be able to forward non-delivered PDUs towards the MME in the message that provides security material for authentication by the MME.
3.3
Possible signalling flow and additional requirements
From the above proposals, the possible signalling flow is shown below:
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The flow proceeds as follows:

1. UE connects to the network and starts sending and receiving data via the MME.

2. UE experiences a RLF and acquires a new cell at the Target eNB.

3. UE calculates security material (FFS SA3). The UE sends the Re-establishment Request message to the Target eNB and includes this material. The UE may include other information to assist the target eNB to determine source eNB.

4. The Target eNB requests the UE’s context from the Source eNB. The Target eNB includes the security material in the message.

5. The Source eNB recognises the UE based on the usual parameters in an RLF Indication and identifies the S1 UE-associated S1 connection. The Source eNB requests the MME to check the security material, and includes the non-delivered PDUs if any.

6. The MME checks the security material (FFS SA3). 

7. The MME confirms to the Source eNB that the security material checked successfully (or otherwise).

8. The Source eNB sends the UE context to the Target eNB.

9. The Re-establishment procedure completes as normal from here except there the UE and Target eNB do not apply or expect integrity protection on Re-establishmentComplete message respectively (details RAN2), and that the Path Switch procedure requires a suitable indicator.
A final component of the possible flow is that it would be preferable to limit the possibility of sending multiple RLF Indications to several eNBs, e.g. in the case where the eNB is aware of multiple cells with same PCI (note that these are not necessarily neighbours of the same cell in the target, but still there may be an ambiguity which an implementation may solve by generating multiple RLF Indications). This can happen today, but the main difference in this use case is that it could result in propagating checks towards the MME if e.g. two eNBs had cells of the same PCI. Even though the check would fail for the wrong UE, this event should be minimized.
A simple way to do this would be to enable the UE to provide all or part of the 28-bit source Cell Identity in the Re-establishment Request, at least as an option. For example, the possibility of multiple requests would be quite small if the new/target eNB had the PCI and e.g. the 12 LSBs of the source Cell Identity. This is a decision for RAN2 to take, but RAN3 can express a requirement.
Proposal 5: To request RAN2 to consider (in addition to security material) the option of the UE providing information to help minimize the need for multiple RLF Indications, such as all or part of the 28-bit cell identity.
3.4
List of potential RAN3 Impacts

The below table provides a summary of potential stage 3 impacts based on the discussion and flow above.
	X2 RLF Indication
	New IEs as required by SA3, and possibly also other material agreed by RAN2 e.g. CGI subset (new IEs also help the source eNB to distinguish this clearly from a normal non-CP-CIoT RLF)

	X2 Context Transfer
	New class 2 procedure (small number of IEs)

	S1 Security Check
	New class 1 procedure, carrying in first message the security IEs received from target and non-delivered PDUs. Response should be a simple yes/no.

	S1 Path Switch
	Indicator to signal that this procedure relates to a CP-CIoT transaction


Proposal 6: To discuss and if agreed, implement stage 2/3 details as per the above flow and table, and feedback from RAN2 and SA3.

4. Conclusion

This paper has discussed blab la
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