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1. Introduction
This paper considers some aspects of the stage 2 flow for the Inter eNB Handover without WT change. The focus is on the user plane, and specifically the issues related to PDCP key change and WT switch between the two paths (toward source and target eNB).
2. Analysis of user plane aspects
2.1 Recap of basic principles of the flow

Most of the stage 2 flow is now stable, with some aspects to be considered depending partly on RAN2 considerations. The main elements are:

· LWA context at the UE is not reset during handover

· WLAN re-authentication is not required to be performed during the LTE handover (i.e. the change of key can be implemented after the handover is complete)

· Source Xw connection is not required to be deleted until handover completion (i.e. WT will have simultaneous user plane paths towards source and target during handover execution)

· Source and Target eNB, and WT, are all involved in the Handover Preparation, and all are required to explicitly include IEs specific to the flow (i.e. operation is agreed by these nodes)
An aspect still open in RAN2 relates to how the involved entities are made aware of the PDCP key switch in the packets that traverse the WLAN. For example:

· For the downlink, the UE needs to know at which point the key should be changed, since it cannot infer this from the completion of the RRC Connection reconfiguration procedure

· For the uplink, even if the UE changes the key on completion of the RRC Reconfiguration procedure, it is likely that some packets with the source key will arrive in the LTE network after the procedure is completed.
Different solutions for this have been discussed in RAN2, and a final decision is expected during this meeting. In this paper we consider the flow impacts from using the “end marker” approach as described below.

2.2
The end marker packet approach

In this approach the key switch is signalled by an “end marker” – somewhat analogous to the approach used to indicate to the source eNB that the path is being switched on completion of handover. This solution would not impact the control plane signalling. In summary:

· In the DL, the source eNB forwards end marker packet(s) via Xw to indicate that it will now stop transmitting DL packets for the same bearer (e.g. at the point when it will initiate forwarding, so that following packets received at the UE via the WLAN will have been PDCP processed at the target)
· In the UL, the UE forwards end marker packet(s) via WLAN to indicate that it is switching to the target key.

Note that the presence of these packets is primarily for end-to-end synchronization of key use, i.e. there should be no compulsion on the WT to provide e.g. switching or ordering functionality. We therefore propose the following principle

The WT may optionally be aware of the end marker packets, but the design should not rely on WT action.

In the following we consider how the system can work without WT awareness, and how this impacts the overall flow and actions.
2.3
DL Key Switch and Signalling
The source eNB can continue to process and forward packets towards the WT after issuing the RRC Connection Reconfiguration command to the UE. At this point, it may provide information for LWA bearers in the SN Status Transfer, and initiate forwarding of packets which the target can process and immediately forward to the WLAN. The source eNB simply forwards end marker packet(s) following the last data packet that it sent to the WT.
A possible alternative is that the source eNB simply keeps sending PDCP packets towards the WT until it receives S1-u end marker packets, at which point it sends LWA end marker packets towards the UE

The WT can be agnostic of this process in the sense that, as long as it has two tunnels receiving data, it should simply forward data from either towards the UE via the WLAN system. The key change is transparent to the WT.
2.4
UL Key Switch and Signalling

The UE can switch keys when (or after) the RRC Reconfiguration is completed, and forward end marker packets at this point. 
Assuming that the WT is not aware of the key change, it could either (1) keep sending the received packets towards the source eNB until the tunnel is removed, or (2) send the received packets towards the target eNB as soon as the WT Addition procedure is completed.
For case (1), the source could start by sending the UL data towards the SGW, then forwarding to the target after the SN Status Transfer procedure. After the key switch, the UL data could however be lost or discarded until the WT Release Request is completed. One option to resolve this problem would be to provide the target’s key to the source.
For case (2), the target would receive some packets encoded using the source key. Again these would be lost, unless the source key is provided to the target. 

In both cases therefore, there is a probability of lost UL packets during a transient phase, and in both cases inter-eNB key sharing would eliminate this loss.

2.5
Overall consequences for flow

Taking the above analysis we can draw the following observations

· The WT user plane functionality during the HO execution can be kept quite simple, i.e. forward data from both tunnels towards the WLAN system, and forward data received from the WLAN system using a single tunnel
· For the DL, which is arguably the more critical case, the detailed operation will be under control of the source eNB (i.e. key switching can be signalled to the UE at the point when forwarding is to begin, or later when no more packets are to be processed by the source eNB).
· For the UL, there is a possibility that some packets will be lost (e.g. if the WT sends packets towards the target after the WT Addition is completed, but before the UE changes key). A possible optimization to handle this would be e.g. to provide the target with the source’s key.

3. Overall flow

The possible overall flow could be as follows, which uses R3-163200 as the basis (note that this is not the baseline, but includes elements which are consistent with the discussion herewith). There is no direct impact on the control plane, but the open issue would be whether user plane related statements can be added (similar to below):
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Figure 10.1.2.x-1: Handover without WT change
1.
The source eNB starts the handover procedure by initiating the X2 Handover Preparation procedure. The source eNB includes the LWA configuration in the HANDOVER REQUEST: the Mobility Set currently valid for the UE, the WT UE XwAP ID and WT ID as a reference to the UE context in the WT that was established by the source eNB.
2.
If the target eNB decides to keep the LWA connection, the target eNB sends WT ADDITION REQUEST to the WT including the WT UE XwAP ID as a reference to the UE context in the WT that was established by the source eNB. The WT shall use this information to check if the UE context is present.

3.
If successful, the WT replies with WT ADDITION REQUEST ACKNOWLEDGE.

4.
If both, the target eNB and the WT decided to keep the LWA connection in steps 2 and 3 respectively, the target eNB sends the HANDOVER REQUEST ACKNOWLEDGE message, which includes the LWA configuration and the UE LWA Context Kept Indicator, and may also provide forwarding addresses to the source eNB.

From this point on, the WT forwards DL packets received from both source and target eNB towards the UE. The WT may forward uplink packets to either source or target eNB according to configuration. 
5.
The source eNB triggers the UE to apply the new configuration.

6-7.
The UE synchronizes to the target eNB and replies with RRCConnectionReconfigurationComplete message.

8.
The source eNB forwards the SN status to the target eNB.

9-10.
The target eNB initiates the S1 Path Switch procedure.

11.
The target eNB initiates the UE Context Release procedure towards the source eNB.

12.
The source eNB sends the WT Release Request to the WT, indicating whether the UE context has been matched at the target. The WT keeps the relevant part of the UE context based on the identification information provided from the target eNB at step 2.

NOTE:

Some time after the handover without WT change procedure, the target eNB provides the UE with the new WiFi security information. Based on this information, the UE re-authenticates itself in the WiFi network.

4. Conclusion

This paper has discussed user plane aspects of the handover flow without WT change, and in particular how the involved entities are made aware of the PDCP key switch in the packets that traverse the WLAN when the end marker approach (under discussion in RAN2) is used.
It has been shown that it is possible to operate the system with uncoordinated decisions by the source eNB and the UE regarding key change in UL and DL (triggered in the DL by packet forwarding to the target). It is also suggested that it is not absolutely required for the WT to inspect packets and function as a router. Further consideration is needed regarding what needs to be standardized and what may be safely left for implementation.

The overall recommendation is for RAN3 to discuss – taking into account RAN2 parallel discussions – whether statements for the user plane should be added to the stage 2 flow.

3GPP


_1539674489.vsd
UE


Source eNB



